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1.0 Applicability

This procedure applies to all EMCBC Federal and contractor employees who require a
Homeland Security Presidential Directive (HSPD)-12, credential for physical and/or logical
access to DOE facilities.

2.0 Required Procedure

Step 1 The Security Specialist checks the applicant’s name in the Office of Personnel
Management (OPM)’s database and/or the USAccess System to determine if the
applicant has had a prior background investigation that will satisfy the
investigation requirements for eligibility for issuance of an HSPD-12
Credential.

Step 2 If no favorably adjudicated previous Tier 1 National Agency Check with
Inquiries (NACI) or more complex type of background investigation has been
conducted on the applicant, the Security Specialist enrolls the applicant in
OPM’s e-QIP system, or in the case of an applicant, who requires a DOE
security clearance, submits a SR-253, Clearance Request, to the Cognizant
Personnel Security Office (CPSO).

Step 3 The applicant is sponsored for a HSPD-12 credential in the USAccess System.

Step 4 The applicant enrolls for the credential at a Credentialing Center.

Step 5 After the applicant completes the form in e-QIP, the appropriate investigation is
initiated.

Step 6 Upon receipt from OPM, the investigative report is reviewed and adjudicated.
The results of the adjudication are annotated in the USAccess system.

Step 7 The printed credential is issued to the applicant, who activates the credential at a

Credentialing Center or at a Light Activation Station.
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Step 8 The certificates contained on the credential may not exceed the badge’s
expiration date, and will expire 3 years after they are initially activated. The
2 certificates must be updated prior to their 3 year expiration in order to
maintain the validity of the credential.

Step 9 A Personal Identification Verification (PIV) file is created for the applicant. The
file holds a copy of the “Read and Understand” form which the applicant is
required to sign upon receipt of his/her credential. This form identifies the
applicant’s responsibilities with respect to the credential.

3.0References — Forms/Attachments/Exhibits

3.1 References

e Homeland Security Presidential Directive (HSPD)-12
e USAccess System

3.2 Forms
e DOE F 206.4, Information Sheet for Sponsorship of HSPD-12 Credential
e SR-253, Clearance Request

4.0 Records Generated

Records generated through implementation of this procedure are identified as follows and are
maintained by the Office of Technical Support and Asset Management (OTSAM) in accordance
with the EMCBC Organizational File Plan:

Records Records Title Responsible Quality Records
Category Code Organization Classification
(Lifetime
or Non-
Permanent)
ADM 18-22-A Security Clearance/Access | OTSAM N/A

Authorization Case
Records PIV (Personal
Identification Verification
Files)

*The Records Category Code indicated above is used for Subject Area Document Control
Management Procedures only. Any other Subject Area Procedure documents are to be assigned
a Records Category Code based on the subject content contained within the document.
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EMCBC RECORD OF REVISION

DOCUMENT TITLE: Implementing the Homeland Security Presidential Directive (HSPD)-
12

If there are changes to the controlled document before the two-year review cycle, the revision
number stays the same; one of the following will indicate the change:

I Placing a vertical black line in the left margin adjacent to sentence or paragraph that was
revised; or

| Placing the words GENERAL REVISION at the beginning of the text. This statement is
used when entire sections of the document are revised.

If changes and updates occur at the two-year review cycle, the revision number increases by one.

Rev. No. Description of Changes Revision on Pages Date
0 Initial Procedure 08/23/12
1 Minor revisions primarily to All 1/11/2016

satisfy format changes.
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