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1.0 Applicability

This procedure applies to EMCBC Federal and contractor personnel involved in the
implementation and oversight of the EMCBC Incident of Security Concern (IOSC) Program.
IOSC Program activities are predominantly pertinent to and conducted at the EMCBC’s Building
55 Facility.

2.0 Required Procedure

This procedure addresses appointment of Inquiry Officials, reporting security incidents,
conducting inquiries, and correcting identified root and/or secondary causes for the incident.

Step 1 The EMCBC Director appoints an EMCBC Federal or contractor employee to
serve as the standing Inquiry Official. In response to a specific incident, the
Director may appoint another individual to function as the Inquiry Official. All
appointees should have previous inquiry/investigative experience, or have
completed inquiry training offered by the DOE National Training Center.
Appointment as an Inquiry Officer is made in writing.

Step 2 Once categorized as an IOSC, reporting, including any required initial
notification, is completed in accordance with DOE O 470.4B, Attachment 5,
Incidents of Security Concern.

Step 3 Category A incidents will be reported to the Cognizant Security Office (CSO).
The final closure report will be submitted to the CSO, for closeout via the
Safeguards and Security Information Management System (SSIMS).

Step 4 Category B incidents will be tracked and closed out locally, provided there are
no classified handling requirements associated with the incident’s details, the
inquiry, or subsequent corrective actions.

Step § As warranted by the inquiry report’s conclusions, corrective actions will be
developed, tracked, and closed.



3.0 References — Forms/Attachments/Exhibits

3.1 Reference
e DOE 470.4B, Safeguards and Security Program
3.2 Form

e DOE F471.1, Security Incident Notification Report

4. Records Generated

The records table identifies those records generated during the work process described in any
controlled document/procedure that shall be maintained to document activities or preserve
historically valuable information after the work process is completed.

Records generated through implementation of this procedure are identified as follows, and are
maintained by the Office of Technical Support & Asset Management in accordance with the
EMCBC Organizational File Plan:

Records Category | Records Title Responsible Organization | QA Classification

Code
(Lifetime, Non-

Permanent or N/A)

ADM 18-11.3 Incident of Security Concern Office of Technical NA
Inquiry/Investigation Files Support & Asset
Management
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