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DeviceNet

Foundation Fieldbus

HART

Smart Instrument

DEFINITIONS/GLOSSARY

A commmmication protocol used in the automation industry
to interconnect control devices for data exchange. Typical
applications include information exchange and large
Input/Output (I/O) control networks

An all-digital, serial, two-way commmmications system that
serves as the base-level network in a plant or factory
automation environment. It is an open architecture,
developed and administered by the Foundation Fieldbus
(FF)

A Commmmications Protocol for smart transducers.
Descended from the Acronym for Highway Addressable
Remote Transducer (HART)

Device with embedded firmware, which provides
diagnostic data and executes control system function blocks
such as Proportional Integral Derivative algorithms.
Virtually all instruments in the Salt Waste Processing
Facility (SWPF) control system are smart instruments.

This Document Affected By

Design Change Document InitialDate




SWPF System Description
Instrumentation and Controls J-SD-J-00002, Rev. 5
Page 1 of 33

1.0 SCOPE

This system description includes all control, signaling, and commmmications systems used in the
SWPF with the exception of the Fire Alarm system which is described in F-SD-J-00001, SWPF
Fire Detection/Protection System Description’. These include the Distributed Control System
(DCS), the Closed Circuit Television (CCTV) system, the Public Address (PA) system, radio
communications system, access management system, and installed radiological monitoring
equipment.

This system interfaces with components in the following System Descriptions:

e E-SD-J-00002, SWPF Electrical System Description;

e F-SD-J-00001, SWPF Fire Detection/Protection System Description’;

e M-SD-J-00004, SWPF Heating, Ventilating and Air Conditioning System Description?;
e M-SD-J-00005, SWPF Utilities System Description;

e M-SD-J-00006, SWPF Material Handling System Description?,

e X-SD-J-00001, SWPF Alpha Strike Process System Description?,

e X-SD-J-00002, SWPF Caustic-Side Solvent Extraction System Description”;

e X-SD-J-00003, SWPF Cold Chemicals Area System Description®,

e X-SD-J-00004, SWPF Alpha Finishing Process System Description’;

e X-SD-J-00005, SWPF Drains System Descriptiong;

e X-SD-J-00006, SWPF Sampling System Description®; and

e X-SD-J-00007, SWPF Air Pulse Agitator System Description.

e X-SD-J-00008, SWPF Next Generation Solvent (NGS) System Description.!!

e X-SD-J-00009, SWPF Caustic-side Solvent Extraction with NGS System Description??.

The safety analysis requirements related to system functions for this system are documented in
Chapter 4 of S-SAR-J-00002, SWPF Documented Safety Analysis’3.

The safety analysis requirements related to operability for this system are documented in Chapter
5 of S-SAR-J-0000215.

The discrete project design requirements for this system _a;e_do_cmne?i’fé?t‘“i‘l‘f *PBRU-00002, SWF
Design Cr] teria D(l ta base 1 4. Design Change Document InitialDate

As part of the maintenance of the SWPF Master Egupment—Tist—{(see—PREN-5042Aastpr
Equipment List'd), all permanent plant equipment is'assi'gned—a—mli'qne—t?g—mmbm.—Ex‘h
component (equipment, instrumentation, specialty iterfi, etc.) is assigned {0 dne (and only ong)
CSE system code. Structwred Query Language (SQL] reports are generated |(real time) off tlje
controlled Master Equipment List. These are filterablefby CSE system. A corhplete listing of 4ll
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components associated with this system can be found using the following reports, and filtering by
DCS:

e MEL Cables:

e MEL Equpment;

¢ MEL Instruments;

e MEL Lines;

e MEL Manual Valves: and
e MEL Specialty Items.

Sinularly, all essential and support drawings are coded to the appropriate CSE system code (with
only one code allowed per drawing). Using the following link: Drawing Category Status, a report
may be generated for DCS and selecting the drawing type (Essential, Support). Reference
drawings are not assigned System Codes and not required to be maintained current with facility
modifications per PP-EN-5001, Design Control® and P-CDM-J-00001, Configuration
Management Plan’®.

2.0 GENERAL OVERVIEW

The Control Room (CR) 1s the central control point for all process and facility support functions
for momnitoring, controlling, alarming, and commumications internal and external of the facility. It
1s equipped to monitor and control the entire process via the DCS Operator Work Stations (OWSs).
Commumications provided in the CR are site radio system, regular telephone, and direct telephone
lines to the Savannah River Site Operations Center (SRSOC) and the CRs at the Defense Waste
Processing Facility (DWPF), H-Area Tank Farm, Effluent Treatment Project), and Saltstone.

A backup system is provided in the safe shutdown panel room, which has one Engineering Work
Station (EWS) and a duplicate of the commmmications capabilities. The intent 1s that this remote
workstation could be used for monitoring of the facility in the event the CR becomes uninhabitable.
The workstation has full capabilities and can be used to stop all process systems.

The Basic Process Control System (BPCS) monitoring and control is provided by an Emerson
DeltaV DCS. The system is fully redundant above the I/O level and power is provided via an
Uninterruptible Power Supply (UPS) backed by the standby diesel generator. To the extent
possible, FF and DeviceNet have been used to link to the field devices. A significant advantage of
the Emerson DeltaV DCS and FF is the maintenance information 1epomng system, which tracks
maintenance information and data for the field devices ter e the—sta pf
the field devices. For functions where no FF or Device|¥& 1 ForE SR Te Tlis
used. The Safety Instrumented System (SIS) is p10v1ded by an Invensys Triconex system usiilg
HART enabled Traditional I/O. HART transmutters arg used for all SIS trandmuitters except tlle
Gamma Detectors and the Turbidity Transmitters, which-de-net-offer a HART bption.-The HARIT
signals are not captured or used by the Triconex systemf-but-are-stripped-off-antd-sent-to-the BPGS

for processing.
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The SWPF PA system is connected to the site-wide PA system, which will override local
announcements.

The CCTV system provides wall mounted radiation hardened color cameras in the labyrinth areas,
and permanently installed cameras on the Operating Deck crane. It provides a portable camera
system for insertion into process cells and Waste Transfer Encloswre (WTE) if necessary. The
CCTV system has full switching and recording capabilities, allowing the recording of various
cameras and remote display as required.

An access management system is provided to monitor and control access into J-Area and provide
roll call data for response to emergencies.

The SWPF uses the Savannah River Site (SRS) trunking radio system. Within the process building,
the metal and concrete walls and floors preclude reliable commumications. To alleviate this, an in-
building repeater system may be required to assure reliable communications both within J-Area
and to other areas of the site as required.

General area radioactivity levels and airborne radioactive material concentrations within the
building are monitored by a series of radiation monitoring instruments. These are equipped with
local audible and visual alarm and transmit data values to the BPCS and is also accessible in the
Health Physics office. In addition, an alarm on any device will generate a trouble alarm that alerts
the CR that there 1s a problem. The CR operator or shift supervisor has access to the radiation
monitoring system directly via the BPCS to determine the specifics of the alarm.

The Conmmmmnications pathways and cable comprise the Cable Plant (CP), which supports the
telephone and data system. These systems provide the normal and emergency voice and data
communication for facility commmumications.

3.0 DISTRIBUTED CONTROL SYSTEM DESCRIPTION
3.1 General

There are two independent systems that comprise the SWPF DCS, the BPCS, and the SIS. All
safety functions that require an automatic detection and action to mitigate an unsafe condition or
initiate mitigative action by an operator are executed by the SIS. The BPCS executes normal
process controls and interlocks. The SIS is required to be independent of the BPCS so no actions
or failures in the BPCS will alter the actions of the SIS. The SIS equipment is required to have
reliability standards, which are not normally prudent to require of the BPCS. In implementation,
all /Os related to the SIS connect directly to the SIS logic processor; therefore, a failure in the
BPCS cannot cause a false signal to be sent to the SIS. Conversely,"thé°SIS“pisse8 information fo
the BPCS. An example is a transmitter, which has a $afébrSignficant (SSynterlSelk—thatwll
initiate a mitigative action but is also used in the BPCS mmwm rofl.
The transmutter is a part of the SIS and is directly confrected 1o the SIS togi¥ T wingh
processes the logic to generate the SS interlock. The sigmal 1s also passed from the SIS fo the BP(JS
such that the BPCS can perform its non-SS control fundtion.
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Figure 3-1 depicts the SWPF DCS Network Architecture. The System Architecture for the DCS is
shown on drawing J-JQ-J-0001, Sheet 1, SWPF Instrumentation DCS System Architecture [U]"
and J-JQ-J-0001, Sheet 2, SWPF Instrumentation DCS System Architecture [U] 4.
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3.2 System Functions

The DCS has two subsystems, the BPCS and the SIS. The function of the BPCS is to monitor and
control the processes and provide the human interface to allow safe, effective, and efficient
operation of the process. It is the largest component of the DCS.

The SIS executes Safety Instrumented Functions (SIFs), as described in S-SAR-J-000028. The
SIS monitors specific SIF parameters and/or events and initiates specific control functions required
to prevent or mitigate the consequences of an abnormal condition.

Figure 3-2 depicts a simplified BPCS/SIS functional configuration. The diagram shows how the
BPCS and SIS functions are integrated. Instrument Control Panels house the Controllers and I/O
structure for both BPCS and SIS. SWPF uses separate enclosures and rack structures to provide a
clean break between BPCS and SIS. Primary communications between field devices and the BPCS
1s via FF or DeviceNet to the controllers in the various Instrument Control Panels (ICPs). From
the ICPs, Information 1s routed to the servers, and the CR consoles.

The Triconex system supports HART 4-20 mA and discrete /O. This allows the use of HART
Transmitters where available to provide increased reliability. These HART signals are sent to the
BPCS for diagnostics and are not directly used by the SIS. The Triconex system executes all safety
logic. The outputs are wired to a safety relay, to execute the SIF or safety alarm panel to execute
the safety function. Auxiliary Triconex controller cabinets are controlled by the main Triconex
Triple Modular Redundant (TMR) controller over a redundant fiber-optic network.
Commumications from the SIS to the BPCS are via HART Multiplexers for diagnostic HART
signals and a read only link to the BPCS via Modbus for the retransmutted process variable,
interlock, and alarm information. This allows the BPCS to utilize SIS output while ensuring that
no BPCS action can affect the SIS function.

This Document Affected By

Design Change Document InitialDate




SWPF System Description
Instrumentation and Controls J-SD-J-00002, Rev. 5
Page 7 of 33

Figure 3-2. Simplified BPCS/SIS Configuration
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3.2.1 Functional Classification

Component functional classifications are annotated on the Piping and Instrumentation Diagrams
(P&IDs) and Data Sheets. All instruments that form a part of an SIS loop are SS. The SIS loops
and associated instruments monitor process parameters, execute logic, and initiate control actions
and alarms as required in S-SAR-J-000025. The SIS portion of the DCS is classified SS and shall
meet the standards set forth in the American National Standards Institute/ Instrumentation,
Systems, and Automation Society (ANSIISA) 84.00.01-2004, Functional Safety: Safety
Instrumented Systems for the Process Industry Sector'.[The BPCS porionsol thedD& S 1s classiiigd
as Genel'al Service (Gs)_l Design Change Document Initial/Date

No DCS equpment is identified as GS-2.




SWPF System Description
Instrumentation and Controls J-SD-J-00002, Rev. 5
Page 8 of 33

3.2.2 Configuration Management

Design of the instrument system is under configuration control in accordance with Project
Procedure (PP)-EN-5025, Automated System Configuration and Validation®.

The DCS software developed for the BPCS to control the process and simmlate the process is
controlled per Software Quality Assurance Plan (SQAP)-BPCS-01-00000, Basic Process Control
System (BPCS)?’. The SIS software configuration management is covered under SQAP-SIS-001,
Safety Instrumented System (SIS)*'.

3.2.3 Functional Requirements and Basis

The DCS complies with the Instrument and Control Design Philosophy and the global functional
design objectives and requirements described in P-DB-J-00004, SWPF Balance of Plant Basis of
Design®. The primary criteria and requirements are established to automate control and support
functions as nuich as possible to ensure safe and efficient operations. Appropriate interlocks are
used to ensure the safety of the process, equipment, and facility under all operational modes and
anticipated upset events.

The Safety Significant interlocks and alarms are described in Table 3-2. All safety and process
interlocks and alarms are detailed in the Scale Sheet documents for each instrument.

The SWPF Software Requirement Specification Documents define the specific use cases used to
develop the control logic.

3.3 Operational Overview

The alarm philosophy is established and category descriptions are provided in Section 17.1.3 of
P-DB-J-00004?. Protocols ensure that all alarms are time-sequenced and recorded, along with
actions taken by the operators in the CR.

3.3.1 Basic Process Control System

The BPCS provides process monitoring, control, historical data storage and the human-machine
interface to direct the process, direct process support, and provide indirect support functions.
Through the BPCS, normal process interlocks and control fumctions are executed. The operator
interfaces with the process via the BPCS to monifor, control, and change process control
parameters and limits within the established ranges and set points, as required.

Radiation monitoring instruments have been strategicallyloepted-in-feeessiblegreasofthe-faeility,
after consideration of airflow dynamics, source term logati i e poims. 1hege
instruments provide real time information regarding thd general area airborne Foncenfrafions aigd

dose rates and provide continuous monitoring and warmng, 1f established thresholds for airborge
concentrations or area dose rates are exceeded.

The BPCS functional components are distributed thro etk —with-primary-eperatpr
interface located in the CR, servers and Local Area Ne ttchestocatedrthe-Servér




SWPF System Description
Instrumentation and Controls J-SD-J-00002, Rev. 5
Page 9 of 33

Room, and logic controllers and I/O structures in the ICPs. The CR is the central control point for
all process and facility support functions. In the CR there are OWS for monitoring, controlling,
and alarm display. There are additional OWS located in the Cold Chemicals Area (CCA) for use
in monitoring and controlling the CCA processes and in the Health Physics office for use in
viewing the radiation monitoring instruments.

The CCA OWS can only control the functions inside the CCA. The Health Physics office have
two OWS, one desktop OWS for viewing information and creating reports, and one wall mounted
display for viewing alarm information. The two Health Physics office OWS are for viewing
information only and cannot be used to confrol any part of the facility. There is also an OWS
located in the Admuinistrative Building for use by Engineering staff for viewing information and
creating reports. The Admunistrative Building OWS cannot be used to control any part of the
facility. It 1s possible to place a workstation on the network at any BPCS Instrument Control Panel
(ICP). Local control by maintenance personnel for testing at each ICP can be performed using a
user supplied portable OWS.

Supporting these OWSs is the Safe Shutdown Panel (SSP), which is located adjacent to the CR
and has a direct access/egress outside the facility. The SSP is an EWS, with full access to BPCS
instruments and controls in the facility. It provides CR functions to shutdown the facility in the
event that the CR becomes uninhabitable or persomnel have been evacuated. It also provides
monitoring and control for post-event re-entry preparations. The SSP room has limited space and
the process 1s not intended to be normally or continiously operated from this location. The intent
i1s to provide an independent shutdown location within the facility having comprehensive
monitoring and control capability in the event of an emergency, which prevents entry/re-entry into
the CR. The SSP is not intended for normal operational use.

The BPCS monitors, records, and controls all non-safety automated processes within the SWPF.
Automated sequences are a series of steps executed by the BPCS without additional operator
command or intervention. Typically, this can be a series of valve alignments to perform a specific
transfer or process function. In some instances, operator action is required.

3.3.2 SafetyInstrumented System

The SIS is an independent monitoring and control system that operates outside of BPCS control.
It can alarm to alert the operator to an abnormal condition.

An SIF is an automated sequence that performs a safety function. Safety functions must be
executed in the SIS, and there can be no intervention by either operators or other automated
functions during normal operations. An example is the[Salt Solufion:beed-{ine@mbIdily detectpr
monitoring for cross-flow filter breakthrough, whi¢h Siiftiztes™ 1c |Sififdiswn of tlle
associated salt solution feed pumps upon detection of tjubidity above a set linhit_Safety Integrify
Level calculations for each SIF will be prepared to shew—eemplianee-with-AINSTHSA—84-00-01 -
20047

The SIS monitors the required parameters and exgcufes required salety| logic sequencef,
independent of any operator action or BPCS functions| Also, selected operating parameters thht
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indicate abnormal operating conditions in certain safety systems generate system status alarms via
the SIS. These SIS alarms are displayed on a separate anmmciator panel independent of the BPCS
alarms.

Table 3-1 lists the instruments connected to the SIS along with their associated Alarm Setpoint
Document. Instruments comnected to the SIS are classified as Safety Significant, but there are
certain instruments that are not credited in the DSA, S-SAR-J-00002!, that are used to alarm
abnormal plant conditions to the control room operators so that appropriate action can be taken.
These “non-credited” alarms include the leak-detection sump-level alarms (LIT-xxxx) and the
strip-effluent gamma monitor alarms (RIT-xxxx).

Table 3-2 lists the SS interlocks and alarms as identified in S-SAR-J-000021.

Table 3-1. SIS Instruments and their Associated Alarm Setpoint Document

Alarm Setpoint

Device Tag Document Number Alarm Setpoint Document Title
ATT-1459 J-JZ-J-00202 AI-1459 CSSX Feed Turbidity®’
ATT-1460 J-JZ-J-00203 AI-1460 CSSX Feed Turbidity**
RIT-2163 J-JZ-J-00457 RI-2163 BDT Cs Concentration P-2064%
RIT-2164 J-JZ-J-00458 RI-2164 BDT Cs Concentration P-2064%¢
RIT-2169 J-JZ-J-00459 RI-2169 BDT Cs Concentration P-206B%7
RIT-2170 J-JZ-J-00460 RI-2170 BDT Cs Concentration P-206B*¢
TIT-1111A J-JZ-1-00113 TIT-1111AFFT-A Tank Temperature®®
TIT-1111B J-JZ-1-01094 TIT-1111BFFT-A Tank Temperature’®
TIT-1273A J-JZ-J-00160 TIT-1273A4 SSRT Tank Temperature’!
TIT-1273B J-JZ-J-01095 TIT-1273B SSRT Tank Temperature’?
TIT-7098A J-JZ-J-01137 TI- 70984 FLT-222C Loop Temperature®?
TIT-7098B J-JZ-J-01138 TI-7098B FLT-222C Loop Temperature®*
TIT-7099A J-JZ-J-01004 TI-7099A FLT-222B Loop Temperaturée®’
TIT-7099B J-JZ-J-01005 TI-7099B FLT-222B Loop Temperature’®
TIT-7100A J-JZ-J-01002 TI-71004A FLT-222A4 Loop Temperature’’
TIT-7100B J-JZ-J-01003 TI-7100B FLT-222A4 Loop Temperature’$
PDIT-4374 J-JZ-J-01074 PDIT-4374 Hot (eIl Vacuum > This Document Affected By
PDIT-4359 J-1Z-3-01058 PDI-4359 Glove o RUatim s
PDIT-4360 J-JZ-J-01059 PDI-4360 Glovepox 9 Vacuum?
PDIT-4191 J-JZ-J-00829 PDIC-4191 PVV|HeaderKacuwmnil
PDIT-4169 J-JZ-J-00827 PDI-4169 PVV FLI-401A HEPA dP*
PDIT-4204 J-JZ-J-00884 PDI-4204 PVV FLT-40IRHEPA dpP#
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Alarm Setpoint

Device Tag Document Number Alarm Setpoint Document Title
PDIT-4068 J-JZ-J-00999 PDI-4068 PBFLT-001 HEPA dP%
PDIT-4108 J-JZ-J-01001 PDI-4108 PBFLT-002 HEPA dP*¢
PDIT-4075 J-JZ-J-01000 PDI-4075 PBFLT-003 HEPA dP*’
PDIT-4039 J-JZ-J-00998 PDI-4039 PB FLT-004 HEPA dP*®
PDIT-4002 J-1Z-J-00972 PDI-4002 SSFT Cell Inlet FLT-010 HEPA dP¥°
PDIT-4010 J-1Z-J-00977 PDI-4010 SEHT Cell Inlet FLT-011 HEPA dP*°
PDIT-4037 J-JZ-J-00967 PDI-4037 SSRT/WWHT Cell Inlet FLT-012 HEPA dP*!
PDIT-4030 J-JZ-J-00956 PDI-4030 AST-A Cell Inlet FLT-013 HEPA dP*?
PDIT-4040 J-JZ-J-00921 PDI-4040 ASDT Cell Inlet FLT-014 HEPA dP33
PDIT-4076 J-JZ-J-00982 PDI-4076, CSSX Tk Cell FLT-015 HEPA dP**
PDIT-4085 J-JZ-J-00962 PDI-4085 FFT-A Cell Inlet FLT-016 HEPA dP>’
FIT-4003 J-JZ-J-00969 FIC-4003 SSFT Cell Air Flow’¢
FIT-4013 J-JZ-J-00974 FIC-4013 SEHT Cell Air Flow’”
FIT-4053 J-JZ-J-00964 FIC-4053 SSRT/WWHT Cell Air Flow’$
FIT-4033 J-JZ-J-00954 FIC-4033 AST-A Cell Air Flow®
FIT-4043 J-1Z-J-00919 FIC-4043 ASDT Cell Air Flow®?
FIT-4057 J-1Z-J-00979 FIC-4057 East CSSX Tank Cell Air Flow®!
FIT-4063 J-1Z-J-00986 FIC-4063 West CSSX Tank Cell Air Flow®?
FIT-4020 J-JZ-J-00959 FIC-4020 FFT-A Cell Air Flow®?
PDIT-4008 J-JZ-J-00970 PDIC-4008 SSFT Cell Vacuum®*
PDIT-4012 J-JZ-J-00975 PDIC-4012 SEHT Cell Vacuum®
PDIT-4032 J-JZ-J-00955 PDIC-4032 AST-A Cell Vacuum?®¢
PDIT-4042 J-JZ-J-00920 PDIC-4042 ASDT Cell VacuumSs’
PDIT-4052 J-JZ-J-00965 PDIC-4052 SSRT/WWHT Cell Vacuum®®
PDIT-4062A J-JZ-J-00980 PDIT-4062A4 West CSSX Cell Vacuum®®
PDIT-4062B J-JZ-J-00987 PDIT-4062B East CSSX Cell Vacuum’®
PDIT-4067 J-JZ-J-00960 PDIC-4067 FFT-A Cell Vacuum’!
PDIT-4090 J-JZ-J-00950 PDI-4090 CSSX W Cgrr Vaqmmf -:
PDIT-4091 J-JZ-J-00948 PDI-4091 Conta mﬁabm
PDIT-4241 J-JZ-J-00951 PDI-4241 NASP\P&V Corr Vacuum’
PDIT-4242 J-JZ-J-00952 PDI-4242 Drum Off/Decon ATed Vacuun
PDIT-4387 J-1Z-J-00916 PDI-4387 Lab Hpt Cell FLT-02] HEPA4 dP74
PDIT-4388 J-JZ-7-00917 PDI-4388 Lab HpTCell FLT-UZZ HEPA AP
PDIT-4224 J-JZ-J-01024 PDI-4224 AFF FLT-007 HEPA dP’8
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Alarm Setpoint

Device Tag Document Number Alarm Setpoint Document Title
PDIT-4170 J-JZ-J-01027 PDIC-4170 Process Area Vacuum’®
PIT-7311 J-JZ-J-00866 PIL-7311 HP Purge Air Pressure®?
PIT-7314 J-JZ-J-00867 PI-7314 LP Purge Air Pressure’!
PIT-7323 J-JZ-J-00868 PI-7323 Plant Air Pressure to Tank Purge®?
LIT-1391 J-JZ-J-00082 LI-1391 SSFT Sump Level®?
LIT-1499 J-JZ-J-01080 LI-1499 SEHT Sump Level®?
LIT-1105 J-JZ-J-00079 LI-1105 AST-A Sump Level®’
LIT-1107 J-JZ-J-00080 LI-1107 FFT-A Sump Level®¢
LIT-1109 J-JZ-J-00083 LI-1109 ASDT Sump Level®”
LIT-1315 J-JZ-J-00081 LI-1315 SSRT/WWHT Sump Level®8
LIT-6010 J-JZ-J-00102 LI-6010 WTE Sump Level®®
RIT-2215 J-JZ-J-00209 RI-2215 Strip Effluent Cs Concentration®’
RIT-2216 J-JZ-J-00210 RI-2216 Strip Effluent Cs Concentration®!

This Document Affected By

Design Change Document InitialDate
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Table 3-2. Safety Significant Interlocks and Alarms

Equipment Description Component Identifier | ICP | Action/Location
Safety Significant/PC-3 Interlocks
Hi Turbidity Interlock AFE/ATIT- 1459, 1460 05 Trip pumps P-109 A/B
(for Protection of Initial Conditions)
BDT Hi Gamma Interlock RE/RIT- 2163, 2164, 2169, 2170 05 Trip pumps P-109 A/B and P-206 A/B
(for Protection of Initial Conditions)
FFT-A Tank Temperature Hi TE/TIT- 1111 A/B 02/05 | Trip pumps P-102-2A/2B/2C
SSRT Tank Temperature Hi TE/TIT- 1273 A/B 02/05 | Trip pump P-104-2
FFT-B CFF Recirc Loop Temperature Hi TE/TIT- 7098 A/B, 7099 A/B, 7100 A/B 05 Trip pumps P-222-2A/2B/2C

Safety Significant/PC-1 Interlocks

Laboratory Ventilation System:

Hot Cell Lo Vacuum PDIT- 4374 02/05 | Trip sample pumps: SP-101, 102, 103, 104, 105, 109, 205, 235
Gloveboxes 8 and 9 Lo Vacuum PDIT-  4359/4360 02/05 | Trip sample pumps: SP-207, 220, 221, 222, 223, 224
Safety Significant/PC-1 Alarms — Indicated on Control Room Annunciator Panel ANN-001
PVVS
Lo Flow PDIT- 4191 02 PVVS Vent Header
Exhaust HEPA dP Hi PDIT- 4169, 4204 02 Fmal filter element FLT-401 A/B
PBVS
Exhaust HEPA dP Hi PDIT- 4068, 4108, 4075, 4039 02 Fmal filter elements FLT-001/2/3/4
Cell Inlet HEPA dP Hi PDIT- 4002, 4010, 4037, 4030, 4040, 4076, 4085 02 Process Vessel Cell mlet filters
Cell Air Flow Lo FE/FIT- 4003, 4013, 4053, 4033, 4043, 4057, 4063, 4020 02 Outlet of each Process Vessel Cell
Zone 1 and key Zone 2 Lo Vacuum PDIT- 4008, 4012, 4032, 4042, 4052, 4062A/B, 4067, 02/05 | Asdefmned

4090, 4091, 4241, 4242,

Laboratory Ventilation System

Exhaust HEPA dP Hi PDIT- 4387, 4388 02 Fmal filter elements FLT-021/022
AFF Ventilation System
Exhaust HEPA dP Hi alarm PDIT- 4224 05 Final filter element (FLT-007)
AFF Vessel Area Vacuum Lo PDIT- 4170 05 As defined
Arr Dilution System
Lo B/U Tank Pressure PIT- 7311 05 Upstream of ADS Pressure Regulators
Lo B/U Header Pressure PIT- 7314 05 Downstream of ADS Pressure Regulators
Lo Plant Air Header Pressure PIT- 7323 02 Downstream of PA Pressure Regulators
Leak Detection!
Hi Process Vessel Cell Sump Level LIT- 1391, 1499, 1105, 1107, 1109, 1315 02 Wet Sump
Hi WTE Sump Level LIT- 6010 05 As defined
Strip Effluent Gamma Monitor Hi! RE/RIT- 2215, 2216 Qhis Iodues Radertiordviontor m P-205 Labyrmjh

1 Non-credited alarms described in the Documented Safety Analysis, S-SAR-J-00002, used to ale] Mﬂwﬁkﬂmd-wﬂl -
esign Change Documen Initial/Daté
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3.4 Configuration Information
3.4.1 Description of System
The DCS architecture is shown on Drawing J-JQ-J-0001, Sheet 1!7 and J-JQ-J-0001, Sheet 28,

An Emerson DeltaV DCS has been selected to control the BPCS process and ancillary facilities,
and to commumicate with interfacing SRS facilities consistent with the inter-area product transfer
requirements. The procurement to Emerson for the DeltaV BPCS additionally includes a stand-
alone DeltaV system for use in development and an additional stand-alone DeltaV system for use
as an Operator Training System (OTS). The BPCS is the primary control system for the process
and ancillary services. In some cases, vendor furnished control systems are provided for equipment
packages, such as the deionized water system. These are linked to the BPCS for monitoring and
start/stop functions. Other vendor firmished control systems, such as the compressed air system,
vibration monitoring system, and closed circuit television system, run independently of the BPCS,
but have control software hosted on the BPCS workstations. These systems are switched through
a single, separate network and brought into each workstation using an independent Network
Interface Card (NIC).

The BPCS 1s based on the use of bus technology, with preference given to the FF for
communications with transmitters and valves. DeviceNet i1s preferred for motor control and
primarily discrete-type I/O. The different buses connect to controllers that are linked to displays
and servers via redundant High-Speed Ethernet (HSE) paths. Application servers also reside on
the redundant HSE. They are used to interface with and integrate control and information from
other packaged control systems.

Bus technology affords great flexibility in modifications, troubleshooting, and maintenance, as
well as providing a “small footprint” for I/O. The application servers provide greater flexibility in
the ability to integrate vendor-furmished controls into a common control system.

A Laboratory Information Management System (LIMS) i1s used to track laboratory samples
including their identification numbers, parameters, results, etc., in accordance with Specification
Section 11622, Laboratory Information Management System®?. This is a stand-alone system and
does not connect to the DCS or any other system in the facility.

3.4.2 Control Room

The CR contains four (4) OWSs from which the primary processes are momt01ed and conu olled.
The CR supervisor has an OWS in his office. The CR ha3 3 5
The CCA can be monitored and controlled from the R;nbutgeﬂoquormally temmmlled from|a
dedicated CCA remote OWS.

The workstations are connected via a redundant Etherne |netwoskto-the BRCSITLAN. 1dino
on the LAN are the servers with the required system software-for-controt-such rije
interface (HMI), data collection, and other applications| Whiclt are captied, 1¢ d

on a dedicated historical data server. This historical dafa server can be accesspd from all conirpl
consoles and is used for determining impending equipment failures, calibration trending, historical
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records review of component failures, process and equipment efficiency trending, and other
maintenance, operational and historical event analyses.

Also located in the CR are three displays, one of which includes a dedicated alarm list; the others
may be used for displaying a problem area allowing several people to observe the process
simultaneously.

3.4.3 Local Instrument Control Panels

The Process Building and Alpha Finishing Facility (AFF) house ICPs, which connect into the DCS
LAN viaredundant fiber optic pathways. These ICPs contain the I/O structure for process interface
and the logic processors used to execute the control and interlock functions. In the SWPF Project,
there are thirteen (13) ICPs that are BPCS controllers and three ICPs that house SIS controllers.
ICPs support a wide variety of I/O and serial commumications cards. FF and DeviceNet protocols
are the Project standard, when available; however, analog and discrete I/Os are required for some
applications. Modbus and other serial commmmications cards may also be utilized for interfacing
with package equipment, such as radiation monitoring instruments.

At the process level, individual transmitters and valves utilize FF protocol and commumicate with
the BPCS, using FF segments connected to FF commumications modules on the ICP /O Structure.
A single FF field device may represent as many as five (5) variables, and each segment may have
as many as sixteen (16) field devices connected. Where FF equipment is not available, other bus
protocols, traditional analog and discrete /O provide the field connectivity.

SIS controllers house an I/O carrier structure. Each main controller has slots for up to six (6) /O
modules which may be discrete, analog or commumication protocol. Each remote controller allows
for up to eight (8) /O modules. The main SIS ICP contains a TMR controller and redundant power
supplies while the auxiliary ICPs have redundant power supplies and are controlled by the main
ICP.

3.4.4 Power Sources

In general, the DCS receives power from 120 volts alternating current (VAC) instrument power
that 1s backed up with the UPS and the standby diesel generator (DG) that comes online when
primary power is unavailable. Servers have on-board redundant power supplies fed from different
power panel circuit breakers.

BPCS ICPs require a combination of 12 Volts Direct Current (VDC) and 24 VDC and SIS ICPs
require 6.5 VDC for the back plane and module operatidi®: TN EST R FTe g ;
each BPCS ICP is configured with redundant 12 VDC dndgﬁdl\i)@ubulk powe lsmyphes and ea¢h
SIS ICP is configured with redundant 6.5 VDC power mnodules

The BPCS power supplies receive power from a 120 V!
up with the UPS and DG. SIS ICP-002 power is provid
UPS circuit; SIS ICP-005 and ICP-016 each have pow¢
one Stand-by Diesel Generator circuit and one UPS/ circuif. A separate cplibration and tept
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equipment power duplex receptacle is provided inside each BPCS ICP. This power is from a
lighting panel and is for calibration and test equipment use.

3.4.5 System Flexibility

All DCS components are modular. Installed spare capability is distributed throughout the system.
Replacement of cards, controllers, power conditioners, and power supplies can be easily
accomplished with a like component from cabinet spare positions, facility spares, or vendor-
supplied spares. All components are hot swappable, meaning that a component can be changed
without powering down the system.

The DCS operations software provides a full complement of internal diagnostic programs to locate
and 1dentify problem components and software issues. In addition, routine maintenance and
inspections are software prompt-initiated, performed to ensure maximum uptime for the system
and discern trends that may need immediate or near-term attention.

3.4.6 Major Components
Major components of the DCS are:

e Servers,
e Control Software,
e Workstations (Operator, Engineering, Portable),
e FEthernet LAN,
e ICP housing:
— Controllers (BPCS logic processors),
— T/O Modules, and
— SIS Logic Processor /O modules,
e Field Devices:
— Sensors and Elements,
—  Transmutters,

— Automated Valves/Dampers and Controllers,

— Motor Control and Monitoring Devices, This Document Affected By
Design Change Document InitialDate

— Gamma Detectors and Controller/Analyzer/Trarisnutters,

1

— Turbidity Sensors and Analyzer/Transmitters, afrt

— Local display gauges and devices.
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3.4.7 Instrument Loop Uncertainty and Setpoint Calculations

SIS instrument loop setpoints take into account loop uncertainty. The method for uncertainty
calculations 1s described in ISA-RP67.04.02-2000, Methodologies for the Determination of

Setpoints for Nuclear Safety-Related Instrumentation®.

3.4.8 Alarm Management

The alarm philosophy is established and category descriptions are provided in P-DB-J-00004%,
the document that establishes an operational significance hierarchy. A prioritized alarm order is
established and, when a higher-importance level alarm occurs, the higher priority alarm will be
displayed above other active, lower priority alarms.

The most recent alarms are displayed on each operator’s console. Additionally, one or more of the
overhead screens is typically dedicated to displaying the current alarmlist. All alarms are recorded,
along with actions taken by the operators in the CR. Operations equipment and protocols ensure
that all alarms are time-sequenced and recorded for futwe review and archiving.

Alarms from the SIS are displayed on a separate annunciator.
3.4.9 Data Management

The BPCS monitors, records, displays, and manages data related to the process and ancillary
systems and stores the information in a historical server for near- and long-term retrieval, which
supports status and analysis. Data is retrievable for process support, maintenance, and operational
analysis and periodically downloaded to long-term archives.

3.4.10 Human Factors

The U.S. Department of Energy Guides and Standards, as well as nuclear materials processing
industry practices, require consideration of the human factor elements in development of the
detailed facility design. Human factors elements are heavily considered in CRs and at any HMI.
Human factors evaluations focus on designing facilities, systems, equipment, and tools so they are
sensitive to the capabilities, limitations, and needs of humans. Closely coupled is human reliability
analysis, which quantifies the contribution of human error to the facility risk. These applicable
requrements and standards are found i S-RCP-J-00001, SWPF Standards/Requirements
Identification Document®*, NUREG-0700, Human-System Interface Design Review Guidelines®,
and Section 13 of S-SAR-J-00002%.

This Document Affected By
3.4.11 System Control Features and Interlocks Devign Change Docament Tl Dt

3.4.11.1 System Monitoring

The BPCS monitors and displays all process parameteis and records the data |n a data historiah.
In addition to providing process control monitoring, the BPCS is capable of hinning diagnastic

software to monitor the health of the smart devices comee&ed—te—k&-#@-e&ae&mrm&d—sepeﬁag—& e
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condition for corrective action. These diagnostic actions may be prompted, automatic, or a
combination.

3.4.11.2 Control Functions

The BPCS performs all the non-safety automatic control functions. Its capabilities include single-
and nmlti-variable confrol system algorithms, as well as batch routine software and simple
interlock logic. These are used to execute the specific requirements of each part of the process, as
described in the Scale Sheets and Software Requirement Specifications. The SIS performs all
automatic safety functions.

3.4.11.3 Operator Access Security

The system 1s designed with access security so that operators may only access systems on which
they are trained and authorized. Access may be granted to maintenance and technical personnel
with systems training to support maintenance, operations analysis, testing, and modifications.

The BPCS logs access data and provides a secure historical log of operators and actions taken
during operations and maintenance activities for reference and review. Operators have no access
to alter the programming of the SIS.

3.5 Operations
3.5.1 Physical Location and Layout

The CR, which contains four (4) OWSs, the programming EWS, and the supervisor’s console, is
located in the northwest end of the Process Building inside the Performance Category (PC)-
3/seismic containment structure. The servers and Ethernet LAN switches are located in the
Information Technology (IT) equipment room adjacent to the CR. Redundant server equipment
1s located in the Administrative Building in Room 112B, Development/Simulator Network Room.
The actual layout of the CR is depicted in drawing P-PG-J-0003, SWPF Process Building General
Arrangement Central Process Area Plan at Elevation 100°-0" (Unless otherwise noted) (U)%.

The CCA OWS is located in Room 156 of the CCA. Refer to the CCA General Arrangement
drawing P-PG-J-0004, SWPF Process Building General Arrangement Cold Chemicals Area Plan
at Elevation 100°-0” (U)*’ for the actual location.

The facility BPCS consoles are housed in an environmentally comlolled CR w1thm the Process
Building. The servers are in an adjacent environmentall y-eentse wth
comnected cabling routed through embedded and overh!
in and out the CR and overhead in cable trays to the facilify.

Sixteen (16) ICPs are located through the facility as follows:

e Three in the Cold Chemicals Electrical Room at El¢vation(EL) 100"
e Two inthe AFF Electrical Room at EL 100’
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e One in the Electrical Room at EL 100’

e One in the Mechanical Room at EL 100,

e Two in the Facility Support Area Control Entry Room at EL 100°,

e One 1n the Contactor Variable Frequency Drive Room at EL 116,

e Four in the High-Efficiency Particulate Air (HEPA) Filter Staging Area at EL 139°,
e Two inthe IT Server room at EL 100°.

Three of these panels (ICP 2, ICP 5, and ICP 16) are for the SIS. The mounting of the SIS cabinets
and the required post-seismic credited instruments (i.e., Turbidity Detectors, Barium-137 Decay
Tank Gamma Monitor, and select process temperatures) are designed to PC-3 requirements, or
analyzed to show that the fail-safe characteristics of the credited panel/instrument are preserved.
The SIS panels are appropriately shielded from the effects of direct sprays and minor flooding
events. Panels are NEMA 12 enclosures and bottom of panel will be elevated a minimmm of six
(6) inches above the finished floor elevation to eliminate the adverse effects of a flood. A loss of
power to the SIS ICP umit would result in the safety equipment failing to its fail-safe position.

One panel (ICP-15) is identified for data commmmication to and from DWPF. Data required for
product transfer will be handled by the DWPF DCS, which also commmmicates with Saltstone and
the Tank Farm.

3.5.2 Initial Configuration

The BPCS and SIS configuration is based on final design documents. These include the P&IDs,
Process and Engineering System Descriptions, Software Requirement Specifications, instrument
database, and Scale Sheets. Configuration control is maintained in accordance with PP-EN-5025%,
as with any other SWPF equipment.

Configuration design will be reviewed in the same manner as other design documents produced,
ensuring capture of process, engineering, and operational requirements in development of the HMI
and logic configurations.

3.5.3 System Startup

The DCS 1s not a system that undergoes frequent startup and shutdown and the commissioning of
the DCS is outside the scope of this document. Once commussioned, the DCS will normally remain
operational.

This Document Affected By

Design Change Document InitialDate

3.5.4 Normal Operation

The DCS is expected to operate under all normal condiffons. The system is redjmdant down to tlje

I/O structure (instrument), which is not redundant. In a|l normal conditions. DCS will be abje
to monitor and display the status of the process and any - ilability
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3.5.5 Off-Normal and Recovery Operations

The DCS is highly redundant and modular; therefore, most individual equipment failures can be
repaired by module replacement with minimal interruption.

Because of its high reliability, it 1s anticipated that the BPCS will be functional for all operations
necessary to recover off-normal process upsets and interruptions short of the design seismic event.

3.5.6 System Shutdown

Once the DCS is operational, it will normally remain operational wntil the facility is
decommussioned. System shutdown under normal conditions in the current design is not an
expected scenario. Individual components, instruments, ICPs, and package systems control may
be shut down as needed for maintenance, upgrade, or replacement. Should some incident cause a
shutdown, the system is designed to fail-safe.

4.0 PUBLIC ADDRESS SYSTEM
4.1 System Functions

The PA system provides general paging and emergency notification functions for J-Area
personnel.

4.1.1 Functional Classification
The PA system is functionally classified GS-1.
4.2 Operational Overview

The PA system supports local voice commmumications for operations, emergency event voice
notification and instructions, and paging for personnel in J-Area. Notification from the SRSOC of
emergency conditions or situations originating outside the area that may affect J-Area personnel
are provided through the interface to SRSOC via the Selective Signal Telephone phone system, as
described in V-ESR-J-00013, SWPF Telecommunications and Controls Datalink System Interface
Control Document (ICD-13)%.

4.3 Configuration Information

4.3.1 Description of System

This Document Affected By

The system central equipment is located in the PESIBLE"S SRR
commumication stations in the CR, SSP Room, and Adtsinistration-Building—Seund-reprodu
equipment 1s located throughout J-Area outside and in[the—facthity-at-destgnatgd—tocatrons—Vvorge
activated light beacons are placed in areas classified ps high noise. Ihe sysfem 1s designed fo
provide clear commumications to all potentially occupied locations.
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The PA system receives a one volt (1V) peak-to-peak signal from the SRSOC remote paging
system and other local paging inputs from telephone and/microphone sources. The paging signal
1s amplified in the master amplifier and distributed throughout the area to sound reproducing
devices and other amplifiers via a 70.7 volt distribution system. Sound-reproducing devices are
strategically placed in all buildings and the outside areas to provide coverage of the entire J-Area.

The power to the PA equipment is supplied by the Process Building UPS System.

The PA system 1s not designed to be operational after a natural phenomenon hazard event.
4.3.2 Major Components

The PA system major components are:

e Preamplifier and input controls,
e Amplifiers,

e Sound Reproduction Devices, and

e Voice Activated Beacon Lights.
4.3.3 Physical Location and Layout

Amplifiers are located throughout the facility as needed to support the sound reproduction devices
need for full coverage. The master controls are located in the Process Building IT Server Room.

4.4 Operations

The PA system is part of the voice commmmications functions for normal and emergency
operations. It is controlled for designated commmmications stations and the program software in
the main controller station in the Process Building IT Server Room. Instructions for use are
provided at the commmmications stations and in the facility phone instructions.

4.4.1 Normal Operations

The PA system is available for use through the CR, SSP Room, and Administration Building
communication stations.

4.4.2 Off-Normal and Recovery Operations

o ) I This Document Affected By I
The PA system is limited to CR, SSP Room, and Admirjisization:Building use Juiing-emergenci¢s
conditions and exercises.

4.4.3 System Shutdown

Should the system require a shutdown, an alternate system-mmst-be-in-plaeete-provide-essentaly -

Area and SRSOC communications.
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5.0 CLOSED CIRCUIT TELEVISION SYSTEM DESCRIPTION
51 System Functions

The CCTV system provides remote viewing in areas that are not directly accessible during
operations. CCTV cameras are provided for the Process Cells, WTE, Drum Off/Decon Area,
Operating Deck Crane, the filter removal cask, labyrinths, the Hot Cell Lab and the Hot Cell Lab

Crane.

5.1.1 Functional Classification

The CCTV system is functionally classified GS-1.
5.2 Operational Overview

The CCTV system consists of cameras (wall-mounted, mechamzed insertable, and crane
mounted), local controller racks, an Ethernet network, local Ethernet switches, mobile camera
control workstations, relay servers,a DCS interface and software.

The CCTV system provides visual support of all cameras. Remote monitoring and recording of
video signals 1s available. Video can be displayed on the OWS in the CR or in the Simulator Room
in the administrative building. Cameras with pan, tilt, and zoom (PTZ) can be remotely controlled
from the OWS.

5.3 Configuration Information
5.3.1 Description of System

The CCTV system provides two cameras for the Operations Deck Crane, and two radiation-
hardened Class 1, Division 2 portable cameras mounted in telescoping insertion units for Process
Cells, East Caustic-side Solvent Extraction (CSSX) Tank Cell and WTE insertion through floor
penetrations, should the need arise. All cameras are color with the exception of the camera
mounted in the CSSX Labyrinth #2. In the Hot Cell Laboratory area, there are two through-the-
wall radiation-hardened PTZ color cameras supporting the Hot Cell manipulators. The Hot Cell
Crane has one radiation-hardened PTZ color camera. The CSSX has three color PTZ cameras.
There are PTZ color cameras in the north and south Pump and Valve Gallery (P&VGs) for each
of the pump rooms. There is one portable (pole mounted) and one fixed PTZ radiation-hardened
color camera and holder for the one filter cask posmonmg assembly The one poﬂable (pole
mounted) filter cask camera will also be utilized in th homrdeetoed baelctothepan
CCTV cabinet located in the Process Building IT ServerBg ET, Pl ramera e
Drum Off Decon Room. All of these cameras have links [to the LR and the Opelqtlons Deck cranef' s
mounted cameras can be controlled from the mobile criine console. There are four mobile remofe
workstations to allow local monitoring and control of apy of the cameras lacally

Crane cameras and interface electronics are provided tp-the—ecrane-venderto-i -ate e
crane superstructure. Other cameras are connected to ar-swhthcrsyﬂvm—amd—. e

signals to be recorded and ported to the DCS for displayom the OWS:
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5.3.2 Major Components
The major components of the system are:

e Cameras with PTZ,

o Interface racks,

e Ethernet network,

e Ethernet switches,

e Mobile workstations,

e Camera controllers, and

e DCS Interface.
5.3.3 Physical Location and Layout

The cameras are located in each labyrinth, on the Crane, in the Hot Cell, and in portable units on
the Operating Deck. Cameras have cross site cables, which transmit to local controller racks. The
video servers and other support equipment are located in the Process Building IT Server Room.

5.3.4 System Control Features and Interlocks

The system provides for remote control of all cameras from the CR. When required for
maintenance, a camera may be controlled locally at the camera.

5.3.4.1 System Monitoring

The CCTV system is self-monitoring and has internal software diagnostics to evaluate the system
status, which will be displayed in the CR.

5.3.4.2 Control Functions

The CCTV system provides visual support for the crane systems from the CR, and key facility
area and room monitoring. During maintenance functions, it provides selective operational visual

support.

5.4 Operations
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5.4.1 Normal Operations
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it to the CR. The insertion unit telescopes the radiation-hardened camera unit down into the cell
and the controllers control the camera movements. The Process Cell unit is stored on the Operating
Deck and the East CSSX Tank Cell unit is stored on the tank cell operating deck. Simular units
with camera and mechanmzed insertion unit are provided for the East CSSX Tank Cell. This unit is
stored in the CSSX Tank cell Operating Deck.

The filter cask positioning platform cameras provide visual operations support for the filter head
unbolting and bolting, filter head removal/reinstallation, and removal and insertion of filter umts.
The filter cask positioning platform cameras are stored in the instrument calibration shop when
not in use. They are easily insertable and removable from the service platform. When removed,
the units must be bagged and decontaminated prior to storage.

The WTE camera is for event recovery inspection of equipment and piping. The WTE penetration
plug is removed and the portable pole mounted camera is inserted into the penetration. Video
feedback is sent to the CR with operations of the PTZ camera controlled locally only.

The Laboratory Hot Cell through-the-wall cameras provide visual support for Hot Cell operations
and visual zoom for sampler and manipulator operations. The single crane-mounted camera in the
Hot Cell provides the visual operations support to move sample bottles from/to sampler stations
and mw/out of the Hot Cell. The through-the-wall cameras mmst be physically moved from
manipulator station to manipulator station.

The north and south P& VG labyrinth cameras are wall mounted PTZ camera wunits that visually
monitor equipment and maintenance operations. The CSSX cameras are used to visually monitor
the equipment and maintenance operations in the Contactor Room. These units are mounted on
the side wall in the Contactor Room. A camera port is provided to support maintenance operations
in the East CSSX Tank Cell; however, the camera is not permanently installed. A wall mounted
PTZ camera 1s also provided for the Drum Off/Decon Area.

All of the cameras are designed for the hazardous and radiological environments in which they are
used. The lenses are the most common degradation items that must be periodicallyreplaced.

6.0 ACCESS CONTROL SYSTEM
6.1 System Functions

The Access Control System provides security for the Property Protection Area and personnel
location accountability for operations and emergency events. The system also mcludes the
electronically activated door locks, card readers, co : eI S PITE :
monitor and control facility access to the J-Area and blilldmgsmge Document Initial Date

6.1.1 Functional Classification

The Facility Access System is functionally classified ag-GS—2-
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6.2 Operational Overview
6.3 Configuration Information

A series of card readers are installed at strategic locations and at all electronically locked doors.
The card readers are linked to an access control server that provides verification of the card and
records the entry/exit activity.

6.3.1 Description of System

The Access Control System consists of the card readers, computer, and software used to control
entry into J-Area and the Process Building. Personnel will pass their individual cards by the readers
and gain access to J-Area and the Process Building. Scanning out is only required when exiting J-
Area. The system monitors and logs any opening of Emergency Egress Only doors.

6.3.2 Major Components
The major system components are:

e Card readers,

e Computer,

e Access Control Software,

e Electronic Door Locks, and
e Cabling.

6.3.3 Physical Location and Layout

A series of card readers are installed at the entry turnstiles and at all electronically locked doors.
Access points into and between different levels of control access areas of the Process Building
provide location and accountability for persons in hazardous and radioactive areas. The access
control server (computer) is located in the Process Building IT Server Room.

6.3.4 System Control Features and Interlocks

Only authorized badges will open electronically locked doors or allow the turnstiles to rotate.
Badges may be coded to only allow access to specific areas for which a person is trained and
cleared from the CR to access.

This Document Affected By
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6.3.4.2 Control Functions

The Access Control System can disallow, allow, or limit access to specific areas of the facility by
authorized individuals. The CR or Security Office can manually control personnel access.

6.4 Operations

The Access Control System is an integral part of the facility and area security, safety, personnel
accountability, and the general administration of operations.

6.4.1 Inmitial Configuration

The Access Control System will be set for the startup and Commissioning organizational functions
and then be revised to stricter requirements when radioactive material is introduced into the
facility. The system i1s flexible to add additional functions and provide historical log data and
reports.

6.4.2 Normal Operations

In normal operations, the Access Control System provides access control to J-Area and the Process
Building and monitors Emergency Exit Only doors for activity. It maintains a list of personnel
located within the J-Area perimeter. The Access Control System is always in operation, beginning
with Construction and contimung throughout the life of the facility.

6.4.3 Off-Normal and Recovery Operations

Loss of the Access Control System will necessitate adninistrative action to execute its functions
until it is operational. The system 1s provided with self-contained battery backup.

Thus is a property protection area only and doors will fail unlocked.
7.0 RADIO COMMUNICATIONS SYSTEM
7.1 System Functions

The Radio Commmmnications System provides mobile voice commumications for the daily activities
of SWPF operations and maintenance. The radio system also provides a required backup
connection to SRSOC if other communications are down.

7.1.1 Functional Classification This Document Affected By
Design Change Document InitialDate

The Radio Commumication System has been identified psa GS-2 fimetion

7.2 Operational Overview

Hand-held radios provide two-way radio commumidations —DEtWeel J-AT¢a Operations afpd

maintenance personnel. The system also supports the¢ Sife emergency response teams rad|o
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commumications when required to enter the Process Building, as well as facility maintenance and
alternate commumications.

7.3 Configuration Information
7.3.1 Description of System

The Radio Communication System is an extension of the existing SRS trunking radio system. For
SWPF, anew call group will be created. Fixed and hand-held radios, with accessories as required,
are provided for operations use. Where required, the system will include an in-bulding repeater
system to ensure 2-way commmmications throughout the Process Building which would normally
act as a shield preventing radio communications.

7.3.2 Major Components
The major components are:

e Handheld Radios,
¢ Fixed Radios (Base Station), and
e Repeaters (where required in the Process Building).

7.3.3 Physical Location and Layout

Any required in-building repeaters will be installed in the Process Building. Two fixed radios are
currently planned, one located in the CR and the other in the SSP Room. Hand-held radios will be
1ssued as required to support operations and maintenance.

8.0 COMMUNICATIONS PATHWAYS AND CABLE
8.1 System Functions

The Commumnications pathways and cable comprise the CP which supports the telephone and data
system. These systems provide the normal and emergency voice and data commmmication for
facility commmmications. The telephone portion of the system is designed around Plain Old
Telephone Service (POTS), per V-ESR-J-00013%, with copper backbone and copper laterals. The
data portion of the system 1is designed for Category 6 commmmications with copper laterals and
fiber optic backbone. Interfaces are describedin V-ESR-J-00013%,

This Document Affected By

8.1.1 Functional Classification
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The CP is designated GS-2.

8.2 Operational Overview

The CP provides the wire, cable, and fiber for facilitiesjtelephone and data systems.
[ |
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8.3 Configuration Information
8.3.1 Description of System

The initial CP will emanate from the temporary telecommmmications frailer to outlying
construction facilities and the Admumistration Building, as necessary, to support construction
activities. Copper and fiber backbones are provided by the Site Management & Operating (M&O)
at this location for use in the Construction phase of the Project. During the second stage, the Site
M&O will provide copper and fiber backbones to the Process Building IT Server Room adjacent
to the CR. Copper and fiber will then be expanded from this location to all permanent facilities,
including the Administration Building, where the construction connections will be dismantled and
removed and the final system tied in.

There are plans for two separate Ethernet networks in the facility/area providing data
commumications with separation and control to prevent cross-connection. One Ethernet link is for
Parsons on- and off-site commmmications and the second is dedicated to the SRS and ShRINE
networks outside of SWPF J-Area.

A POTS will be installed by the Engineering, Procurement, and Construction (Contractor) and
maintained by the Site M&O, per V-ESR-J-00013%. There will be two services installed, the first
for Construction and the second for Operations. There will be an overlap of these services. In the
end, all telephones will be connected via the Process Building IT Server Room and the construction
service will be removed.

8.3.2 Major Components
The CP major components are:
e Distribution Frames,

e Termination Patch Panels,

e Copper Data Cable, and
e Fiber Optic Cable.

8.4 Physical Location and Layout

The temporary IT room is in the telecommmmication trailer, which will be operational for the
duration of construction activity.

This Document Affected By
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