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The IT systems and infrastructure that any of the new Idaho EM contractors stand up will be somewhat dependent of the actual physical location(s) of their operation.  Utilizing existing INL facilities that have network backbone connectivity greatly simplifies the issue.  Locating IT server/data center operations in facilities not connected to the INL network backbone creates additional complexities and limitations.

In order for any of the new Idaho EM contracts to have access to internal applications like EDMS it will require an authenticated network connection.  This should be no problem for any EM contractors that locate in existing INL facilities that currently have INL network connectivity (currently BEA and CWI personnel are in these types of facilities, but ITG personnel are not).  ITG has their own instance of EDMS and it is not directly connected to the EDMS utilized by BEA and CWI.  Since the majority of the current CWI and ITG work will now become part of the ICP Core contract this should simplify connectivity as long as the ICP Core contractor locates their primary IT server/data center at a location currently containing INL network backbone connectivity.

Contractors not located in existing network connected facilities would need to utilize some type of RSA token, Citrix or some other Virtual Private Network (VPN) solution.  Currently CWI is providing VPN access for a small number of personnel located off-site at FSV.  

For DOE-ID to have access to contractor applications for oversight purposes it requires DOE-ID users to log-in (authenticate) to those systems.  This can normally be arranged as long as the contractor is running over the INL network backbone.  If the contractor is not running their applications over the INL network backbone the connectivity becomes more complex and expensive.  However, web-based applications simplify that desired connectivity and are more feasible even when not running on the INL network backbone.  Applications that are not web-based create additional challenges to establish authenticated connectivity and those not running on the INL network backbone become even more complex to establish authenticated connectivity.  It must be remembered that many COTS and developed applications are not web-based, i.e. Oracle Financials, Peoplesoft, Asset Suite, EDMS, etc.





