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C.1.0 Introduction

This is a performance based contract, subject to the objectives, measures and expectations
contained in this Performance Work Statement (PWS), in support of the U.S. Department of
Energy (DOE) Environmental Management (EM) Headquarters (HQ) Office.

C.1.1 Background

The DOE EM Program, established in 1989, is tasked with the cleanup of nuclear and hazardous
contamination resulting from fissile material production activities at the DOE sites. In support of
this mission, the EM Office of Corporate Information Technology (IT) has developed an IT
Strategic Plan and delivers innovative, secure, and agile IT solutions to meet the goals of the
Plan as a collaborative partner within the EM complex and across the DOE organization. The
application of IT principles, new technologies, and Federal guidelines drives the execution of
EM’s strategic goals and objectives.

A requirement has been identified for a contractor to support the EM Office of Corporate IT and
to provide a wide range of IT services required by EM Headquarters (HQ) and the EM
Consolidated Business Center (EMCBC) in Cincinnati, OH, in support of the EM field sites.

C.1.2 Contractor Performance

The Contractor shall manage, integrate, and execute the work described in this PWS. The
Contractor shall provide all personnel (trained and qualified), facilities, equipment, materials,
supplies, and services to complete the Contract work scope, except as furnished by the DOE as
set forth in the Contract.

The Contractor shall perform to the standards in this Contract.
PWS performance expectations include the following:

1. The Contractor shall provide 100% of all services and deliverables identified in this PWS
in a timely, complete, effective and efficient manner.

2. The Contractor shall demonstrate commitment to quality in preparation of all deliverables
required by the contract.

3. The Contractor shall adhere to and follow all applicable statues, regulations, and DOE
Orders which pertain to the activities outlined in the PWS.

4. The Contractor shall ensure that personnel assigned to the Contract have the skills
required to perform the PWS requirements.

5. Contractor personnel shall conduct themselves with professionalism expected in a
Government office environment in accordance with applicable DOE and federal
regulations.

The Contractor’s performance will be measured for completeness, quality of work, timeliness
and accuracy. Unacceptable work as designated by the Contracting Officer (CO) must be
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corrected by the Contractor at no additional cost to DOE. Poor performance may result in; -the
DOE not exercising the options under this contract.

C.1.3 General Scope of Work

Under the guidance and technical direction of the CO and/or the Contracting Officer's
Representative (COR), and in accordance with Section C.1.2 above, the Contractor shall
complete the scope of work for EM HQ IT Services, as required. Specifically, the Contractor
shall provide expert advice, assistance, and cost-effective solutions to respond rapidly to critical
IT management issues with results based on current market and technical research, hands-on
experience, and IT best practices. The contractor shall effectively support audits and
management reviews, and cooperate in a timely manner with other DOE programs and Federal
oversight groups.

Services required include providing technical and administrative support for IT Capital Planning,
IT Strategic Planning and Architecture, IT Mission Systems Support, IT Cyber Security, the EM
Consolidated Business Center, Records Management, Green IT, Program Strategic Initiatives,
the EM Correspondence Center, and the EM Cloud.

See the PWS Element Table at the end of the PWS for a summary of several specific
requirements (including some of the items discussed in this section below) for all of the tasks.

Travel
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Travel may be required to these EM Field Sites (and other locations where EM work is being
performed):
¢ Richland Operations Office (Richland, WA);
Office of River Protection (Richland, WA);
Savannah River Site(Aiken, SC);
Portsmouth Paducah Project Office (Lexington, KY);
Carlsbad Field Office (Carlsbad, NM);
Los Alamos National Laboratory (Los Alamos, NM);
East Tennessee Technology Park (Oak Ridge, TN);
Idaho Operations Office (Idaho Falls, ID);
EMCBC (Cincinnati, OH); and
EMCBC Small Sites and satellite office: areas-efrespensibiity: Moab Uranium Mill
Tailings Remedial Action Project (Moab, UT; Crescent Junction, UT; and Grand
Junction, CO); Separations Process Research Unit (Albany,Niskayna; NY); West
Valley Demonstration Project (Iocated mid-way between Buffalo and Elllcotvrlle West

Valley; NY);
Denver

Aeeeleratee@en%ee(%&AG}AmenalAeeelena%eekabem%ea%MenmﬁaﬁeGA}
Federal Center (Denver,takewoed; CO); and Energy Technology Engineering Center

(Simi Valley, Canoga-Park; CA).-and-Lawrence Berkeley-National-baboratory-(Berkeley,
A

All travel shall be pre-approved by the Contracting Officer. Travel shall be in accordance with
Federal travel regulations, and travel reports shall be submitted within three working days after
completion of all travel.

Clearances
Cyber security support personnel (for Tasks #4, ane#5, and #10) are required to obtain and
remain eligible for DOE Q clearances.

Monthly Status Reports

A Monthly Status Report covering all of the tasks in /CLINs 00002, 00007, 00011, and 00015,
and for Task 11 which falls under CLINs 00004, 00008, 00012, and 00016 shall be provided to
the CO, COR, and Technical Monitors by the 10" working day of each month and shallt include
(by task/CLIN) accompllshments planned activities, and key issues/issue resolutlon 3Fh+Hepert

In addrtron the report shaII reflect complrance wrth meluee Federal AAcqursrtron Requlatrons

(FAR) 52.219-14 and ~-Limitations on Subcontracting-—cemplianee. In addition to calculating the
percentage reflecting compliance with the requirements set forth in FAR 52.219-14, the
Contractor shall provide sufficient documentation on how the percentage was computed. The
report shall be fully supported, including but not limited to, a narrative explanation and backup

4
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supporting documentation, to allow the CO and COR to fully understand the computation and
the basis of the computation.

C.2.0 Transition

During the transition period, the Contractor shall perform those activities that are necessary to
transition work in a manner that: (1) enassures that all work for which the Contractor is
responsible under the contract is continued without disruption; (2) provides for an orderly
transfer of resources, responsibilities, and accountability from the previous contractor; and (3)
provides for the ability of the Contractor to perform the work in an efficient, effective, and safe
manner. The first day of the Transition Period will be the date of the issuance of the Notice To
Proceed (NTP), and will be for a time period of 45 days or less. During the transition period, the
Contractor shall become familiar with performance requirements in order to commence full
performance of services within 45 days from the NTP. The contract effective date is the date the
Contractor shall assume full responsibility. A weekly meeting will be held to provide the status
of the transition.- To minimize any decreases in productivity and to prevent possible negative
impacts on services, the Contractor shall have all necessary personnel, including key personnel
for the Contract, available during the transition period. The objectives of the transition period
are to prepare for implementation of the Contract and minimize the impacts on continuity of
operations.

The Contractor shall prepare a Phase-In Transition Plan to cover the transition period from the
Contract NTP date to the Contract effective date. The Phase-In Transition Plan shall provide
sufficient detail for all transition activities, including but not limited to: a description of all
necessary transition activities; a schedule for orderly assumption of Contract responsibilities;
coverage of key functional areas during the transition period; and other transition activities such
as acquisition of necessary equipment, hiring and training of personnel. -The Contractor shall
also include a spend plan associated with the projection of work to be performed from transition
through the completion of the contract period of performance in the transition plan.

C.3.0 Task 1-IT Capital Planning

Capital Planning is an IT management process incorporated to ensure IT resources are used
effectively and efficiently. -The process aligns IT plans with EM’s strategic vision and mission
requirements to ensure managers have accurate and meaningful information for IT decision-
making. This includes critical information on a proposed IT investment’s overall value to the
organization, the return on the investment including the measures of performance, and the
utilization of risk management plans.

Capital Planning support personnel shall have a good working knowledge of Office of
Management and Budget (OMB) requirements and best practices for IT iinvestment Reporting,
Application Portfolio Management, Governance (specifying the decision rights and
accountability framework to encourage desirable behavior in the use of IT), and Project
Management.
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The Contractor shall perform the following tasks associated with IT Capital Planning:

1. The Contractor shall support the management of information, IT assets and IT
investments (total of 4 Major Exhibit 300 and approximately 116 Exhibit 53s
rReportsing annuallymenthly;-and-Passbaek); these reports arecoutd-be required
monthly, annually, and/or during OMB Passback, and this task involves analyzing,
collating, and reporting detailed information on the utilization of IT resources (e.g.,
applications, hardware, software, and labor) so it can be used to make better decisions.

2. The Contractor shall coordinate with EM Field Sites to facilitate the timely and accurate
submission of Exhibit 300 and Exhibit 53 monthly and annual reports.

3. The Contractor shall provide analysis and reporting of Cost and Risk Reduction activities

| (including creating and maintaining guidance) to improve investment performance for
EM’s Exhibit 300/53 investments and all IT project management activities.

4. The Contractor shall facilitate for investment owners, the measurement of investment
performance by providing annual and periodic guidance which adheres to OMB, DOE,
and EM requirements and best practices.

5. The Contractor shall coordinate with Field Sites to facilitate the timely (by the 15thiast
Friday of each monthwithin-the-due-date) and accurate submission of four al monthly IT
Dashboard reports_(one report for each of four Major Exhibits each month).

6. The Contractor shall maintain and update the EM HQ Application Registry within 2
business days of any modification request to registry or at least once a month.

7. The Contractor shall provide IT portfolio management support by evaluating and
monitoring the EM portfolio on a continuous basis_(and by developing a portfolio
management process to support IT Governance and producing EM portfolio reports).

8. The Contractor shall support up to 50 ad hoc portfolio requests per year, in the Electronic

| Capital Planning Investment Control (eCPIC) system, for portfolio analysis.:

9. The Contractor shall support the maintenance and functionality of the Troux Repository,
providing data entry (less than 1 hour per week) and analysis of meta-model
fuetionahityfunctionality.

10. The Contractor shall support the gathering and reporting of up to 50 data calls per year

‘ from OMB, DOE-EM, or DOE Office of Chief Information Officer (OCIO) in a timely

(within the due date specified by the requesting organization) and accurate manner.

11. The Contractor shall understand DOE’s and EM’s IT governance processes in order to
facilitate the use of IT governance and its integration with the Capital Planning and
Investment Control (CPIC) process.

12. The Contractor shall maintain all IT governance documents.

‘ 13. The Contractor shall provide support for up to 100 meetings per year, including providing

support for PowerPoints, information gathering, and meeting minutes.
13:14. The Contractor shall support the business intelligence tool MicroStrategy —
Administration and Reporting capability.
| 14:15. The Contractor shall support up to 50 reporting requests per year in a timely and
accurate manner.
| 15:16. The Contractor shall support the EM Application Portfolio Management process
by evaluating the portfolio to increase its efficiency and effectiveness to support EM
Stakeholders needs.
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16:17. The Contractor shall maintain/create guidance documents for capital planning and
investment control processes (including for cost and risk reduction).
17:18. The Contractor shall provide a weekly report of accomplishments, activities,

issues, and recommendations.
18:19. The Contractor shall support perferming-two TechStat Audits annually.

C.4.0 Task 2 - IT Strategic Planning and Architecture

IT Strategic Planning and Architecture provides a mechanism and a methodology that explains
how Strategic Planning, Cyber Security, Records Management, Operations, Acquisitions, Capital
Planning, and other related IT and general management processes work together to meet the EM
enterprise’s mission and objectives. It provides insight into the utilization of EM’s information
technology resources based on business, mission and technology requirements as well as the
transition plans which outline the path forward to move from the current environment to a future
state.

IT Strategic Planning and Architecture support personnel must have a good working knowledge
of OMB requirements and best practices for Governance and Enterprise Architecture. The
Contractor shall perform the following tasks associated with IT Strategic Planning and
Acrchitecture:

1. The Contractor shall maintain EM’s Enterprise Architecture (EA) Troux Repository to
document EM’s enterprise architecture requirements_(including preparing an EA
Repository Maintenance Report).

2. The Contractor shall create and document an EM target architecture which will include
HQ and Field Sites._The target architecture will capture EM’s future state for strategy,
business, data, application, and technology.

3. The Contractor shall provide Troux administration support for both production and
development Servers.

4. The Contractor shall provide support for EM’s IT Governance activities by creating,
analyzing, and maintaining EM HQ and Enterprise governance documentation, preparing
reports summarizing all IT projects performance metrics and information, socializing
governance practices, supporting up to 20 governance meetings (average 1 to 2 hours
long each) per year.

5. The Contractor shall enhance EM’s Troux Repository by providing an integrated web-
based reporting capability utilizing the MicroStrategy platform.

6. The Contractor shall provide analysis and support in developing an EA management
program plan which integrates and aligns requirements between DOE/EM IT
management processes (Cyber, records management, operations, enterprise architecture,
capital planning).

7. The Contractor shall develop presentation information (average 16 hours labor to
prepare) for DOE and EM field site collaboration initiatives/efforts/meetings in a timely,
accurate, and useful manner, up to 15 times per year.

8. The Contractor shall support the development/maintenance of the EM IT Strategic
Planning process.
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9. The Contractor shall support the development, socialization, and implementation of the
EM IT Strategic Plan.

10. The Contractor shall analyze and support system integration and interoperability
initiatives by developing transition plans.

11. The Contractor shall model system integration and interoperability transition plans in the
Enterprise Architecture (EA) Repository.

12. The Contractor shall develop no more than one application per year reguested
appheations to support the management and functions of EA, CPIC, Project
Management, and Strategic Planning.

13. The Contractor shall provide analysis and support for a- EM HQ and Enterprise EA
Cloud Computing initiatives_ and prepare a Cloud Computing Governance Document.
14. The Contractor shall provide analysis and support for HQ and Enterprise al EA ldentity,
Credential, and Access Management (ICAM) and Homeland Security Presidential

DirectiveB (HSPD)-12 initiatives.

15. The Contractor shall provide technical expertise to EM Field Sites to include importing
data to the EA Repository.

16. The Contractor shall support the gathering and reporting of 10 EA/Strategic Planning
data calls per year from OMB, DOE-EM, or OCIO in a timely (within the due date
specified by the requesting organization) and accurate manner_(average 16 hours labor to
prepare).

17. The Contractor shall support up to 50 ad hoc reporting requests per year.

18. The Contractor shall provide a weekly report of accomplishments, activities, issues, and
recommendations.

19. The Contractor shall develop the methodology to create a comprehensive data
management plan.

C.5.0 Task 3-IT Mission Systems Support

IT Mission System Support requires the Contractor to possess technical and project management
resources to provide specialized technical assistance for the : -EM Mission Applications to
include Open Text Content Server, Electronic Suspense Tracking and Routing System
(ESTARS), and Kofax Scanning Software. The EM Mission applications are hosted by the
Office of the Chief Information Officer (OCIO) in the Application Housing Environment
running Windows 2008 server with the VMWare tool set. AHE is responsible for provisioning
laaS, PaaS, storage, backups and support where EM is responsible for maintaining the
application layer. The current versions and structure of the EM Mission applications are
OpenText Content Server v10.5 which is a COTS product written in O script thatand utilizes
JAVA, HTML, and XML and utilizes SQL as the back-end database. Current footprint within
AHE is 10 virtual servers. —This includes a staging, testing and production environment.
ESTARS is a COTS product written in Coldfusion 9.1 and utilizes SQL as the back-end
database. Current footprint within AHE is 3 virtual servers. ESTARS has a test and production
environment. Kofax Capture is a COTS product written in visual basic. Current footprint in
AHE is 2 virtual servers. Kofax Capture is production only.
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The Contractor shall perform the following tasks associated with IT Mission Systems Support:

1. The Contractor shall provide project management support to include preparation of
project schedules, project management plans, white papers and briefing packages as
requested related to enhancements or upgrades to existing EM Mission applications. and

2. The Contractor shall provide EM mission system application maintenance to include
monthly patch management, monthly account management reports and monthly content
management analytics and current and license usage.reperting-

3. The Contractor shall aApply system upgrades as they become available on EM mission
systems.;

2-4.The Contractor shall review the and weekly vulnerability reports provided by the Office
ofthe-OCIO reviews to address any weaknesses within the monthly patch management
cycle.

5. The Contractor shall provide infrastructure architecture, integration, implementation,
operations, maintenance, -(Bevelopment-Migration,-and-Preduction-environments); and
overall technical management for the EM mission systems. This includes the
development, migration, and production environments.

3.6.The Contractor shall configure, maintain, train, and provide specialized technical
assistance (Fert-and-Fier2-Helpdesk) for the EM mission systems. This includes an
average of 700 support tickets per year from EM customers for general application
support, access requests, permission settings to folders, and training requests. Training
requests include new hires or WebEx sessions on application enhancements or refresher

training. Ysuathy-ne-mere-than-thow—hal support ENV-business functions.
4.7.The Contractor shall provide daily Operation support, training, mainterance; testing,

mplemematl% and documentatlon of EM mission systems.—includingpatehing-of

5.8.The Contractor shall develepanérprovide and maintain life-cycle documentation to
include Functional Requirements, System Design, System Test Plans, System Installation
Manuals, User Manuals, System Maintenance Documentation, Configuration
Management Plans, Security Plans, and other documentation required for activities
covered under this task.

6.9.The Contractor shall coordinate with other DOE contractors on application development
and system support for hosted ard-housed-applications within the DOE Data Center.

4:10.  The Contractor shall install and maintain Secure Socket Layer (SSL) certificates.

&11 The Contractor shall maintain Domain Name System (DNS) records
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10:12. The Contractor shall provide application integration analysis and recommendations
as requested.

12:13. The Contractor shall perform system and application monitoring to ensure system
availability during eere business hours (8#am to 5pm) and after monthly - weekend-a
month-aftersystem-maintenance outages performed by OCIO AHE which requires
Sunday evening validation testing.en-the-core-infrastructure:

13.14.  The Contractor shall perform other technical operations and maintenance services as
specifically directed by the Centracting-Officer’s-Representative- (COR) or Technical Monitor
(TM)._This could include system enhancements to include building workflows in content
server or developing new reports in ESTARS.

14:15. The Contractor shall evaluate existing and new technologies and solutions based on
new customer and federal IT requirements.

15.16. The Contractor shall provide life cycle application documentation.

16:17. The Contractor shall provide a weekly report of accomplishments, activities,

issues, and recommendations.

C.5.1 Task 3.1 IT Mission Systems Support — Surge Capability

This task is the surge component of Task 3, IT Mission Systems Support. This Task will support
evaluating and implementing new IT requirements not currently covered under Task 3. Under
Task 3.1, the Contractor shall, upon Letter of Direction from the CO, provide a surge capability for
those activities specified in Task 3 within thirty (30) calendar days. Employees for Task 3.1 shall meet
the labor cateqorv posmon quallflcatlons in Section J, AttachmentJ 7. Ihe—GemFaeter—shaH—Hpen

C.6.0 Task 4 - IT Cyber Security

Mission information protection and cyber security remain a key program priority as identified by
Federal policies and statutes, especiallyand considering the growing number of cyber threats that
create challenges, and theespeciathy-in-tightof recent security breaches impacting federal IT
systems. Therefore, the contractor is required to keep abreast of Federal and DOE policy,
threats, and risk changes to ensure EM IT security is proactive. The Contractor shall be required
to support EM in managing all aspects of its information security program.

10
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EM Headquarters and field site IT systems include stand-alone and network National Security
Systems (NSS); general support systems (GSS) and associated subordinate system boundaries
for communication and business processes and desktop computing; industrial control systems
(ICS) and supervisory control and data acquisition (SCADA) systems; and-industrial monitoring
systems, wireless systems and networks, and other IT systems.

Analysis and technical review of all EM site operation information technology systems is
required using the National Institute of Standards and Technology (NIST) framework for
assessing cyber security controls and processes identified including NIST Special Publication
800-53 revision 4, Security Privacy and Controls for Federal Information Systems and
Organizations;; NIST 800-137, Information Security Continuous Monitoring (ISCM); DOE
Environmental Management (DOE-EM) Risk Management Approach Implementation Plan
(RMAIP); NIST Federal Information Processing Standards 199, Standards for Security
Categorization of Federal Information and Information Systems; ard-DOE order 205.1B,
Department of Energy Cyber Security Program;; NIST 800-37 Rev 1, Guide for Applying the
Risk Management Framework to Federal Information Systems;; and other relevant guidance.

Cyber security support personnel are required to obtain and remain eligible for DOE Q
clearances in order to understand and assess threats and risk to EM IT systems. Routine travel
will be required to the EM field sites that are specified in Section C.1.3. EM estimates
approximately 35 site visits annually.

The Contractor shall perform the following tasks associated with IT cyber security:

1. The Contractor shall adhere to EM’s Capital Planning and Investment Control project
management framework for all cybersecurity products and services delivered under
the task. The project will be monitored by EM’s Capital Planning Investment Control
function._Historically, two 53/300s have been submitted annually in support of the
cyber task.

2. The Contractor shall maintain a comprehensive inventory of site specific profiles
including relevant cyber security personnel, site specific IT systems, applications, and
databases which will be used as a site specific profile. The site specific profile
information will be integrated into an over-arching Enterprise Architecture
Repository.

3. The Contractor shall determine the level of compliance with federal laws and
Departmental policies, procedures, standards, and guidelines by conducting testing
and assessments of the EM systems located in Washington, DC and Information
Systems identified at and field sites._Internal EM systems supporting security
operations span between 20 and 100 systems. A mixture of Linux and Windows as
well as other commercial off-the-shelf tools are used for security monitoring. Field
site-systems-that-witH-bereviewed-number There are between 100 to 15,000 field site
systems that will be reviewed. Historically, field sites have had a plethora of
technologies needing to be accessed for compliance.

4. The Contractor shall provide an annual Mission Information Program Plan and
schedule.

11
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5.

6.
7.

10.

11.

12

13.

14.

15.

16.

17

18.

The Contractor shall provide a task management plan and schedule within 15
calendar days after Notice to Proceed.

The Contractor shall provide task management plan schedule updates as they occur.
The Contractor shall provide input and review external comments in order to update
the EM Risk-Management-Approach-tmplementationPlan(RMAIP} and other related
EM cybersecurity documentation, and ensure that Mission Information Protection
Program (MIPP) architecture remains current and relevant._The RMAIP is an EM
generated document used as a tool to aid field sites in the implementation of the Risk
Management Framework as defined by the NIST. Contractors shall ensure updates
occur on the RMAIP upon major revisions or changes to NIST cyber security
guidance, or updates or changes to the Committee on National Security Systems.
Updates to RMAIP shall also be done when there is a major change to DOE cyber
security directives. One update and document review should be planned for annually.
The Contractor shall review DOE and EM cyber security policies, guidelines, and
procedures and provide comments/recommendations, and shall draft proposed EM
mission information protection standard operating procedures.

The Contractor shall support EM in responding to audits and/or other oversight
reviews or investigations from internal or external oversight organizations.

The Contractor shall provide cyber security support in the development of EM IT
strategic plans and EA plans and technology roadmaps.

The Contractor shall provide analysis and input to EM plans, procedures, and reports.

. The Contractor shall support OCIO- and OMB-required reporting, including budget

submissions, data calls and other input._The Contractor shall plan for up to 200 data
calls annually.

The Contractor shall perform categorization calculations and recommend corrective
action decisions on risk assessment issues resulting from internal EM activities as
well as external audit findings.

The Contractor shall prepare the EM quarterly and annual Federal Information
Security Management Act (FISMA) report._The Contractor shall plan for up to 60
FISMA reports annually.

The Contractor shall prepare and present cyber security briefings as needed, but at
least monthly._There will be up to 15 briefings and shall be planned for annually.
The Contractor shall prepare and provide cyber security training for IT professionals
[Authorizing Officials (AO), Authorizing Official Designated Representatives
(AODRS) and others], end user training, and situational based trained._The
Contractor shall plan for up to 10 training sessions annually.

. The Contractor shall conduct near-real-time EM enterprise risk assessments utilizing

the enterprise tool suite Risk Performance Management System and other data
sources.

The Contractor shall evaluate security, contingency, incident response and other plans
or documents.

. The Contractor shall assist in the review of systems and systems documentation for

compliance with relevant IT security policies and requirements. Where non
compliances are found, systems updates shall be done and certification and

12
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accreditation and documentation will be updated. The Contractor shall plan for the
review of up to 45 Accreditation Boundaries and associated documentation annually.

20. The Contractor shall perform certification of new systems at EM HQ and EM Field
Sites. Certification activities will be done on classified and unclassified systems and
will consist of developing/updating/reviewing risk assessments and risk management
plans in support of Continuous Monitoring. Activities, including data entry of risk
analysis calculations and report generation will be required._The Contractor shall
plan for the certification of up to 45 Accreditation Boundaries annually. Boundaries
contain between 100-15,000 systems.

21. The Contractor shall support and perform audits, assessments, inspections, and
reviews of the state of EM MIPP systems and efforts.

22. The Contractor shall be responsible for assistir-developing, testing, and reviewing
disaster recovery and Continuity of Operations Plans (COOPs).

23. The Contractor shall develop/update/review risk assessments and risk management
plans in support of certification of new accreditation boundaries.

24. The Contractor shall conduct White Hat and Grey Hat penetration testing of EM site
mission system IT systems._The Contractor shall plan for testing up to 45
Accreditation Boundaries with the number of systems spanning between 100-15,000
nodes.

25. The Contractor shall research and recommend cyber security best practices, new
technologies, and protection capabilities appropriate for the EM IT environment and
mission.

——The Contractor shall document EM and HQ mission systems compliance with cyber
security requirements and update appropriate documents.

- <+— | Formatted: Numbered + Level: 1 +

: : HH P Numbering Style: 1, 2, 3, ... + Start at: 1 +
26. The Contractor shall provide a weekly report of a_ccompllshments_, gctlvmes, issues, Algnment. Left + Aligned at: 0.5 + Indent at:

and recommendations. Fhe-Centractor-shal-provide-a-weekly-activity-report: 0.75"

The Contractor shall provide technical support, detailed cyber analysis and IT system cyber

| ‘monitoring to EM Field Site IT systems using state-of-the-art monitoring- technologies used to
ensure the availability, integrity and confidentiality of EM IT systems and the data processed,
stored, and transmitted there by providing operational cybersecurity centralized monitoring
support.

1. The Contractor shall operate and maintain the EM Headquarters System Security
(HQSS) network located at remote EM field sites.

2. The Contractor shall coordinate with and assist the EM field organizations with the
integration of EM and HQ mission systems into the management framework of the
MIPP program, including performing required risk assessments.

3. The Contractor shall provide analysis and reverse engineering of malware and other
cyber threats in support of EM program field site mission.

4. The Contractor shall provide support in selecting, acquiring, and implementing cyber
security tools, turn-key solutions, and other techniques to protect EM mission
systems.
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5. The Contractor shall provide support in operating and monitoring protection
capabilities.

6. The Contractor shall provide analysis of audit logs, Intrusion Detection
Systems/Intrusion Protection Systems (IDS/IPS) logs, firewall logs, and full packet
capture data for malicious activity.

C.6.1 Task 4.1 1T Cyber Security — Incident Response Support — Surge Capability

This task is the surge component of Task 4, IT Cyber Security. Under Task 4.1, the Contractor
shall, upon Letter of Direction from the CO, provide a surge capability for those activities
specified in Task 4 within fifteen (15) calendar days. Employees for Task 4.1 shall have an
active DOE Q security clearance and shall meet the labor category position gualifications in
Section J, Attachment J-7. This task is associated with Cyber Incident Response activities
related to protecting and defending the DOE networks. The Contractor shall respond
appropriately to any event or formally declared incident that affects the cyber security posture of
DOE. Planning and response activities typically fall into the following areas: malware
infections, network outages due to malicious activity, data breaches, system destruction, and
anything that affects the confidentiality, integrity, or availability of DOE systems.
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C.7.0 Task 5- EM Consolidated Business Center (EMCBC)

In 2004, DOE established the Environmental Management Consolidated Business Center
(EMCBOQC) in Cincinnati, OH to provide EM customers with improved business and technical
support services by consolidating many of the functions necessary to support EM’s mission into
one centralized location. The consolidation of these support services, which included
Information Resource Management (IT) services, has reduced redundancies in services being
performed at individual EM fField; sites allowing EM to operate in a more efficient and cost-
effective manner. The EMCBC Information Resources MmManagement (IRM) Department
provides IT services to all EMCBC Federal employees and support contractors out of its main
office in Cincinnati and out of its primary data center, located nearby in Springdale, Ohio. As of
October 1, 2015the-date-of this-selicitation, the total number of supported personnel was
approximately 345.

The EMCBC has line management authority for the EM Small Sites. These include:
e Energy Technology Engineering Center (ETEC) in Simi Valley, California,
e Moab Uranium Mill Tailings Remedial Action (UMTRA) Project; three locations, two in
the-eastern Utah and one in Grand Junction, Colorado
e Separations Process Research Unit (SPRU), in Albany, New York
e West Valley Demonstration Project (WVDP)], located mid-way between Buffalo and
Ellicottville, NY.

EMCBC IRM is tasked with providing IT Services to DOE Federal and support contractors at
each of these small site locations. These personnel are included in the total stated in the previous

paragraph

The EMCBC also operates a satellite office at Building 55 (B55) in the Denver Federal Facility,
Denver, CO. The B55 facility includes a classified Vault Type Room (VTR) which houses
independent, physically and logically segregated IT infrastructure and services. Physical access
to the B55 VTR requires a DOE “Q” clearance. Logical access (i.e. login) to the classified IT
computing system in the VTR requires Sigma 14 and Sigma 15 Authorization in addition to a

“Q” clearance.

The work to be performed under this task will require up to 30% travel time to the Small Site and
Denver locations, as well as to EM Headquarters in Washington, D.C. The remainder of the
work is based at the EMCBC offices in Cincinnati, Ohio. Specific trips will be coordinated and
scheduled in accordance with EMCBC and EM mission requirements, cyber security assessment
schedules, and requirements for cyber incident response.

The Contractor shall perform the following tasks associated with the EMCBC:

A. Cyber Security Operations and Program Support for the EMCBC General Support
System
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The EMCBC General Support System (hereafter referred to as the GSS) is the authorized IT
system which provides all unclassified IT services to EMCBC users located at the main EMCBC
offices in Cincinnati, the Small Sites, and the unclassified network in Building 55. The EMCBC
GSS provides standard desktop and mobile IT and communications services to EMCBC
employees and support contractors, through a Microsoft Windows Active Directory domain
structure operating on a VPN-based Wide Area Network (WAN). Services are managed and
operated by EMCBC'’s IRM laformation-Resource-Management-Department, which consists of
federal and contractor staff.

The Contractor shall:

1. Perform the functions outlined in the EM RMAIP and the EMCBC Cyber Security
Master Policy, PS-563-01.

2. Possess a working knowledge of Information Technologies deployed in the EMCBC
GSS, and the cyber security principals and technigues necessary to defend the GSS from
internal and external threats. These include (but are not limited to) Microsoft Windows
server system architecture, Microsoft Active Directory, Linux Server, principals of SQL-
based Database Management Systems (DBMS) security, vulnerability testing, continuous
monitoring techniques, Local and WANide Area-Network protocols, DOE incident
response/management protocols, and NIST 800 series guidance.

3. Serve as an analyst in the detection of malicious activity to prevent, detect, contain, and
eradicate intrusions and intrusion attempts

4. Conduct analyses of system logs, forensic results, vulnerability assessments and
penetration tests. Provide recommendations and develop implementation plans to correct
or mitigate analysis findings.

5. Proactively identify and investigate instances of security concern. Prepare summary
reports and present briefings on identified security concerns.

6. Conduct internal cyber security assessments in accordance with the GSS SSP
requirements and schedule.

7. Ensure that required cyber security policies and procedures are adhered to and that
required controls are implemented within the EMCBC GSS.

8. Provide support to IRM staff and contractors to prepare for scheduled/periodic EM cyber
security assessments of the GSS.

9. Provide support in areas of cyber security for the logical design and development of
Information Technology systems and provide analysis of existing Information
Technology systems in areas of cyber security.

10. Provide support to the IRM operation contractor in areas of cyber security for the
operation of desktop computers and typical desktop business applications, including
installation and configuration of desktop and server-based security software, continuous
monitoring (CM) software, and security hardware firewalls and appliances.

11. Assess NIST compliance of desktop and server software, internally developed
applications, hardware and software procurement activities, and new and existing
operating policies and procedures.

12. Develop and maintain an inventory of desktop and server software installed in the GSS.
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13. Log activities, and completion of project and task milestones in the EMCBC IRM online
Project Management System.

14. Assist EM HQ personnel with the installation, configuration and maintenance of the EM
HQSS node equipment installed at the EMCBC data center in Cincinnati.

15. Coordinate system installation and maintenance activities with IRM support service IT
contractors to ensure minimal downtime or disruption of service to EMCBC service
customers.

16. Under the direction of the EMCBC GSS Information System Security Manager (ISSM),
prepare and issue JC3 Cyber Incident Reports and updates. Develop and maintain an
online log of issued JC3 Incident Reports. Maintain an electronic record of all JC3
reports and associated inter-office correspondence.

17. Attend EMCBC IRM staff meetings, group training, and briefings, when scheduled.

18. Prepare and conduct training sessions and prepare training materials for IRM personnel
on the functions and operation of IT security hardware and systems installed in the
EMCBC GSS.

19. Act as a Trusted Authority for the issuance of remote access tokens and other forms of
identity management used on the GSS.

B. Cyber Security Operations and Program Support for the EMCBC Classified IT system
at Building 55.

The Building 55 VTR Classified IT System;(VTRCS) -hereafter, referred to as the National
Security system (NSS) is the authorized system which provides all classified IT services to users
working in the Building 55 Mault Fype Reom-(VTR). The system is used by B55 classification
personnel as an aid in the performance of their duties. The system also houses a classified
document scanning and information retrieval database application.

The system consists of a single Microsoft Windows server and eight workstations connected on a
stand-alone local area network. An inventory of peripheral equipment such as image readers,
printers and scanners may be connected to the server or workstations at any time, depending on
the requirements of classification activities and of the document scanning operations. The
VTRCS is isolated both physically and logically from all other IT systems and from any Internet

connectivity.

The Contractor Shall:

Provide DOE “Q” cleared with Sigma 14/15 Authorization support staff, based at the EMCBC in
Cincinnati, to perform the following task elements. -At-the-time-ofthissolicitationAs of October
1, 2015, the combined task elements are estimated to require 350-t0-200 hours per year on-site
work at the Denver Federal Center, Building 554per-year.

1. ldentify and investigate instances of security concern in the Building 55 VTR. Prepare
summary reports and briefings on identified security concerns.

2. Conduct internal cyber security assessments in accordance with the NSS SSP
requirements and schedule.
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3.

Ensure that required cyber security policies and procedures are adhered to and that

required controls are implemented within the Building 55 NSS.

4.

Provide support to IRM staff and contractors to prepare for scheduled/periodic EM cyber

security assessments of the NSS.

Provide support in areas of cyber security for the logical design and development of a

project plan for the migration of the XNSS Server/Workstation configurationyooeaex to a

Diskless Workstation platform.

Conduct quarterly cyber security inspections and assessments of the operation of the

Building 55 NSS and of the B55 operating contractor’s compliance with applicable

requirements, in accordance with the NSS SSP

Schedule, coordinate and attend all EM HQ cyber security assessments of the Building 55

NSS. Prepare corrective action plans for all findings and observations resultant from

assessments. Ensure findings, observations and corrective action plans are logged as Plan

of Action and Milestones (POAMS) in accordance with EM and EMCBC cyber security

policies and procedures.
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C.8.0 Task 6 — Records Management

Records Management is a key component of documenting the corporate memory for EM HQ.

and-EM-Field-sites: The work described in the following paragraphs is currently performed in

the DOE EM Records Center (EMRC) in Germantown, MD, utilizing three records management
(RM) Subject Matter Experts (SMES), a scanning specialist, and a project manager with a strong
background in RM. No travel is required for this work, and work with classified records is done
in a separate area by another EM organization and is not the subject of this contract. The current
electronic document and records management system (EDRMS) is Content Server, version 10.5,

by Open Text.

Htis-essential-that theThe Contractor shall maintain and manage records te-ensure-and provide
adequate and proper documentation of work accomplishments.-andas-well-as-nd-decument DOE
stewardship-of-Federal-respensibiitiesand-funds: The scope includes developing and
maintaining a strategy for life-cycle management of records, including inventory and schedule
management, essential vital and quality assurance (QA) records, and restoratien; major collection

management. ane-teng-term-recerds-storage:
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The Contractor shall provide information inventory and schedule services for all records,
regardless of media (electronic systems, databases, spreadsheets, microfilm, photo, hard copy
paper, and all other formats), including those documenting the missions, programs, projects and
all administrative functions. The Contractor shall provide imaging services (including scanning
and indexing) to further facilitate the migration of legacy paper records to electronic files that
can be preserved and managed in the ERMS .reeords: The Contractor shall ensure temporary
ensure-tong-term physical storage for paper and other hard copy media records are maintained in
an orderly fashion which meets National Archives and Records Administration (NARA)
requirements and DOE directives for small storage facilities, and the Contractor shall maintain

mformatlon systems to manage EM records Ih&des#ed—emem%ﬁth&prepe{—managemem—ef

The Contractor shall perform the following tasks associated with Records Management:

A. Inventory and Schedule Management:

The Inventory and Schedule Management scope of work provides the service processes for all
records under the scope of this Contract and for designated contractors. This work addresses all
records-{ane-nen-recerds) originated or held by any EM Federal or contractor employees and
neludes applies to records in all media, including photo/negatives/digital files, paper copies,
electronic systems, databases, spreadsheets, microform, phete/negatives/digital-fespaper
copies—and all other formats and media. Records {eentent) management/inventorying and
scheduling requirements are detailed in various laws, requlations, DOE directives and NARA

requirements. regulations:

1. The Contractor shall provide life-cycle management for all records, including those
maintained in electronic media. The management processes will be documented with
procedures.

2. The Contractor shall implement record identification and capture as records are
created in business and program/project processes. The Contractor shall develop,
implement or use standard methodology to determine the value of the records in
various formats.

3. The Contractor shall participate and shall work proactively and collaboratively with
EM-72, DOE CIO, NARA, and other DOE sites, in the development and use of
records retention schedules, working on DOEGeverament-wide, EM-wide, and-EM
site-wide-or Contract-specific initiatives for records schedule improvements.

4. The Contractor shall manage the file plan database and manage the update process.

4.5.The Contractor shall maintain detailed inventories of records holdings, including
records contained in information systems or other electronic formats. The inventory
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shall address how the records are maintained, where they are stored, and document
the records’ authenticity/integrity.

that storage-meets-required-standards:

6. The Contractor shall report to the EM-72 Task #6 Technical MonitorPregram
Records-Official-(PRO) bi-annually (twice a year) on the on-going records inventory
process to include a description of the process followed and to document the strategy
utilized to ensure aH electronic records arehave-been identified and inventoried.

7. _The Contractor shall assist federal staff ensure with the delivery of hard copy and
electronic records to approved records repositories using information from the file
plan database.

+-8.—The Contractor shall provide training and consulting needed to ensure that
information retention and disposition policies and processes are interpreted and
applled con5|stentlv among the EM HQ federal and contractor emplovees

11.9. The Contractor shall eeerdmate assist with transfer of on-site electronic archives

to;as-welas NARA, as appropriate.to-arrange-for-the-delivery-of-electronicrecord

material-as-cppreprate:
12.10. The Contractor shall maintain the essential \ital rRecords program for EM HQ
within the Content Server system.

B. Major Collection Management:

Major Collection Management provides continued maintenance of significant collections of
records. Examples of major collections include engineering drawings, photographs/negatives/
digital files, videotapes;-ete.

1. The Contractor shall ensure that records in identified collections are indexed,

authenticated,-metadata complete, and are accessible to those that have a business

requirement.

The Contractor shall improve accessibility (i-ee.qg., indexing of photos;-ete:).

3. The Contractor shall recommend to EM when any collection of records can be
dispositioned using an alternative method.

N
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4.

The Contractor shall provide records retrieval support and evaluate records requests
to ensure that appropriate procedures are followed_(e.g., sueh-as-those for security,
confidentialityprivacy);ete.

The Contractor shall provide assistance with creation of electronic data file capture
and management process work controls.

The Contractor shall create documents and procedures for capturing email and
electronic records according to current approved schedules.

The Contractor shall provide assistance with preparation of a format for e-records
storage to aid in simplifying capture, preservation, and final disposition.

The Contractor shall provide assistance to federal records team members working
with EM program elements to determine their needs for managing legacy and
electronic records.

| C. Temporary Leng-Ferm Records Storage:

The EMRC long-term-recerds storage facility pregram provides for physical storage for less
than 2,000 boxes efmany-theusands of records in various hard copy medium (e.qg., paper,

some photographs, video, tapes-ete:). Less than 50% of that capacity is currently utilized.
Large collections are processed for storage at a NARA Federal Records Center (FRC);

transportation and storage costs are not part of this contract. Sterage-reguirements-are

2.

identied-ipvarious-DOEard-MAR Areguations:
1.

The Contractor shall manage ensure physical storage of inactive records generated by
EM HQ and its contractors_ and held within the Germantown, MD facility.
The Contractor shall accept records boxes for storage and assist federal staff in the

transfer of collections to ecerdinate-with-the NARA-Federal- Records-Center(FRC)

and/or other approved off-site records storage facilities as required.
The Contractor shall support the EM-Records-Center {fEMRC}, including information
regardlng box content, records schedule and retention perlod

9.4.The Contractor shall manage the set of records stored in the EMRC to ensure that

inactive or semi-inactive documents are available to support the EM HQ mission.
This includes the following services:
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a. _Receive, store, maintain, and retire active numbered documents in the EMRC
repository.

a:b.Assist federal staff with retrieval services for legacy hard copy and
microfilmed active record material, including specifications and vendor

information in the EMRC.

d-c.Support the EMRC bar code system, including information regarding box
content, records schedule and retention period.

e-d.Assist EM Records Management Team (EMRMT) members to establish and
maintain EM HQ procedures and processes for records storage.

g-e.Provide search and retrieval services for on-site contractors and EM staff.

C.9.0 Task7-GreenlIT

nitiative-comes-directly-from-the- White-House—Presidential Executive Order (E.O.) 13423,
“Strengthening Federal Environmental, Energy, and Transportation Management” and E.O.
13693, “Planning for Federal Sustainability in the Next Decade” are key drivers for Green IT
within EM. Several efforts are in progress and are monitored by the government’s senior IT
manager, including effertssuch-as-the Federal Data Center Consolidation Initiative
(FDCCl)project or the Data Center Optimization Initiative, and the Shift to Cloud First Policy.
Green IT is a movement towards an environmentally friendly and cost effective use of power in
order to lower the carbon emissions foot print and to save funds. Some common Green IT
concepts are virtualization, recycling, telecommuting and power management through the use of
efficient devices. Most EM sites have implemented Green IT solutions and several have won
EPA'’s annual Federal Electronic Challenge (FEC) awards. The EPA discontinued the FEC
partnership program, and has encouraged the sites to join the Federal Green Challenge (FGC).
To support these efforts, and Green IT related goals outlined in the EM IT Strategic Plan and
throughout the EM enterprise, several tasks are required at the Headquarters level.

The Contractor shall perform the following tasks associated with Green IT:

2.1.The Contractor shall coordinate and review EM site responses to quarterly Federal-Bata
Center-Conselidation-Initiative (FDCCI) or Data Center Optimization Initiative inventory

data calls as requested by the OCIO’s-office through PortfolioStat and Max Portal, and
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prepare responses for five additional ad hoc data requests per year from the OCIO’s
office or other DOE program offices.

3.2.The Contractor shall assist field sites in the utilization of energy efficiency assessment
tools including DOE Green IT (DOEGRIT) and Data Center Profiler (DC PRO)
programs to determine data center energy consumption baselines, and identify and

5.3.The Contractor shall determine the EM site level of compliance with Departmental
policies, procedures, standards, and guidelines on Sustainability by working with the
Office of D&D and Facility Engineering (EM-13), communicating with the EM field
sites on their IT compliance efforts, identifying areas of improvement pertaining to the IT
infrastructure, and reviewing pertinent documents.

6-4.The Contractor shall encourage and support EM site participation in the FGC and the
DOE Sustainability Awards programs in FY2016 and beyond by providing assistance to
the EM field sites throughout the year in reporting data and applying for program awards.
The Contractor shall prepare and deliver quarterly status reports (based on the FY
calendar) of EM site participation in these programs.

7-5.The Contractor shall participate in monthly meetings of Federal Green IT-related
working groups [including the OCIO IT Sustainability Working Group (ITSWG)_ and
and-the EM-13 SWG] and weekly meetings of the OCIO Data Center WG, prepare and
deliver summary notes, and inform EM field sites of any updates, as appropriate.

C.10.0 Task 8 — IT Services and Infrastructure

The Contractor shall provide the required -specialized technical and managerial resources for:
EM Video Teleconferencing (VTC) systems, WebEx (or equivalent), Concur Government
Edition (CGE) Travel System [General Services Administration (GSA) replacement for
GovTrip]}, and Asset mManagement. In addition, the Contractor shall provide the technical and
management resources that are needed to configure, maintain, train, and/or provide specialized
assistance for systems that support EM business functions; and to architect, design, develop,
integrate, manage, and/or provide specialized assistance for systems that support those EM
functions.

The Contractor shall perform the following tasks associated with IT Services and Infrastructure:

1. The Contractor shall perform Project Management: tFo plan, organize, and control
resources to achieve the project goals.

2. The Contractor shall evaluate existing and new technologies and solutions based on
business requirements.

3. The Contractor shall provide support that adheres to DOE and EM standards and
procedures.
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4,

10.

The Contractor shall prepare documentation to include Functional Requirements, System
Design, System Test Plans, System Installation Manuals, User Manuals, System
Maintenance Documentation, Configuration Management Plans, Security Plans, and
other documentation required for activities covered under this task.

The Contractor shall provide End User support for the DOE Travel sSystem._This
includes, but is not limited to, account creations/deletions, resetting passwords, assisting
with travel vouchers and authorizations, routing codes, and general customer support.
The Contractor shall Rroutinely provideing telephone and online support for EM
customers. On average, there are approximately 30-40 tickets created per month. EM
does not provide training for the Travel System. The DOE HQ Travel Team provides
training.

The Contractor shall modify and control EM Outlook Distribution Lists_(roughly 120
lists, some used more often than others).

The Contractor shall provide support for serding EMFEDCAST mailbox. This inlucdes
keeping the membership list updated and sending messages_on behalf of the mailbox.
The EMFEDCAST mailbox sends out important EM-1 emails to the EM community
complex wide (EM HQ and EM Field Sites).

The Contractor shall provide End User support and setup of WebEx web conferences or
equivalent._On average, there are approximately 12-20 WebEx scheduled conferences
per month.

The Contractor shall provide engineering, operations, testing, documentation and
maintenance support for 116 + EM video conference facilities_ including the EM VTC
Bridge located in the main Germantown building. Currently, there are three physical
building locations: 5 VTC rooms in the Washington, DC Forrestal building, 5 VTC
rooms in the Germantown, MD Cloverleaf building, and 1 VTC room in the
Germantown, MD Main DOE building. This support includes scheduling EM point-to-
point and multi-point bridge conferences, maintaining video conference statistics
(audio/visual quality, frequency and duration of video conference usage), video circuit
and ancillary software and hardware item installations, and making recommendations for
improving the usability of EM's video systems. The Contractor will provide }in-person
support personnel as needed for Forrestal (FORS) 5C-033/Front Office video
conferences._On average, EM HQ coordinates approximately 68-70 VTC meetings per
month with an average of over 200 site connections/participants. Currently, EM Field
Sites support their own equipment and rooms. EM HQ dees provides VTC Bridge
scheduling if their site is a participant in an EM HQ meeting.

The Contractor shall provide custom VTC room support, including design, ancillary
software and hardware items, configuration upgrades, installation, operation,
troubleshooting ancillary software and hardware item failures and facilitating ongoing
maintenance. The Contractor shall conduct an annual inventory of all VTC rooms with
multi displays. EM has several touchpad controlled complex VTC rooms with multi
displays. EM has an annual maintenance agreement with an outside vendor to provide
warranty maintenance on the hardware and code for these touchpad controlled rooms.
EM HQ currently has primarily Polycom room equipment (including the RMX 60 Port
HD Bridge). Currently, the VTC rooms are outfitted with either -a PolyCom VSX-8000,
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11.
12.

13.

HDX-7000, or HDX-8000. One Tamberg 60 is in our inventory. Fhe-need-fornNew
VTC rooms would be dependent on need/budget.
The Contractor shall provide certification of new videoconference sites.
The Contractor shall provide Asset Management support in tracking the location and
movement of all hardware using the Sunflower system. The Sunflower system is the
official DOE asset tracking database which provides the Program offices at HQ a
comprehensive and accurate inventory of their IT assets. EM HQ has approximately
1,000 pieces of IT equipment tracked in the Sunflower system between the Germantown,
MD and Washington, DC locations. This service shallwilt be provided in accordance
with DOE Order HQ-580.1 CHG 1. The Contractor activities-shal—inecludeshall:
ensuring-that the-store hardware is-stored-properly, prepareing inventory exit packages
using Sunflower, distributeirg hardware as directed and approved by the Federal
Manager (the EM Accountable Property Representative), tracking the hardware as it is
moved from one location to another, ersuring-thatremove obsolete hardware is+emoved
from the inventory as directed, regularly verifying that inventory records are complete
and accurate, excessing inventory at the direction of the Technical Monitor or Federal
designate, and provideing assistance in conducting bi-annual physical inventory of
ancillary software and hardware items. The contractor wilishall assist the Government
Technical Monitor or Federal designate in analyzing and researching asset discrepancies
found in the MA “Wall to Wall” Annual Inventory. Contractor anrd will conduct an
internal EM-72 biannual inventory of EMIT assets and reconcile/document discrepancies
and provide at least 2 reports on a bi-annual basis assistin-the-preparation-ofat-least2
reporis-on-a-bi-annudal-basis-(twice a year), but could be as many as 4 reports per year on
an as needed basis.
The-Contractorshall-provide-a-weekhy-written-status-repert-every-Friday-The Contractor
shall provide a weekly report of accomplishments, activities, issues, and
recommendations.

13:14. The Contractor shall provide a Quarterly Mobile Device Report Analysis to

include zero usage, transfers, and departing employees.

C.11.0 Task 9 — Program Strategic Initiatives

The Contractor shall help establish and provide support for Program Strategic Initiatives in
| support of the EM program. As directed, these activities include; supporting EM program
initiatives and strategic objectives including EM field site collaboration meetings and business

1.

2.

3.

case development for identified EM strategic initiatives; and supporting EM Corporate IT Office
(EM-72) effice priorities.

The Contractor shall provide the following tasks associated with Program Strategic Initiatives:

Support for development of an updated EM IT Strategic Plan_annually or as requested
(including preparing written Plan) (example posted on EMCBC procurement website).
Support development of approximately -1-2 business cases each year for identified EM
strategic initiatives_(including preparing written materials).

Support for 3 EM collaboration meetings (approximately 2-4 people attend for each site
and meetings are usually held in the field) and 3 EM site-wide initiatives (to be
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conducted at EM HQ) per year with the field sites_(including preparing meeting minutes
and other written materials).

4. Support review of departmental documents such as the DOE Information—Reseurees
Management—IRM) Strategic Plan and IT Modernization Strategy to ensure EM
alignment (including preparing written comments).

5. Support for EM-72 office priorities to implement EM strategic initiatives.—and—te

6. Support General Program Support requirements for EM-72 including interface support,
data collection and review, and preparation of summary, guidance, and briefing materials.

C.12.0 Task 10 - EM Correspondence Center (EMCC) Support

The EMCC serves as the central hub of correspondence management for the Office of
Environmental Management (EM) at Department of Energy (DOE) Headquarters. All senior
level internal and external correspondence processing is managed by the EMCC. ltis a
demanding, fast paced, and stressful environment requiring attention to detail, a deep
understanding of the processes used by EM and DOE in processing correspondence, and the
ability to work directly and closely with EM Senior Leadership to facilitate the immediate
turnaround of critical correspondence. The EMCC is a team environment, requiring the
willingness and ability to multi-task; change activities and directions quickly; thrive in a fast-
paced and very dynamic environment; and to think flexibly and apply standards in order to solve

problems.

The EMCC uses the ESTARS electronic correspondence management system (CMS) to control,
assign, route, and track all correspondence from inception to completion. The EMCC also serves
as the only program interface with the DOE Executive Secretariat (ES) and uses eDocs, the ES
CMS. The three (3) EMCC contractor team members, working with the Federal Oversight Lead,
are responsible for responding to time sensitive, high-priority actions; managing the various
necessary elements of the overall correspondence process, to include initiation in ESTARS of
correspondence actions (received from EM Field Sites or DOE ES); managing the internal and
external concurrence process; physical package preparation and routing within EM; and the
dispatch, closure, and storage/disposition of records in accordance with EM and DOE guidance.
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Scope: The Contractor shall assist the EMCC Federal Oversight Lead by performingproviding
the following tasks associated with the EMCC:

1.

The Contractor shall monitor and track correspondence actions received in the EMCC

2.

Mailboxes and in eDocs.
The Contractor shall determine appropriate action (i.e., Action, Concurrence, Program

Determination, Information) and accurately initiate/assign incoming correspondence
actions in ESTARS to the appropriate DAS office based on subject matter (approximately
1100-1200 correspondence actions per year).

The Contractor shall review correspondence and written communications based on

Departmental and EM Pregram guidance to ensure that policy and procedural
requirements have been followed, that contents adequately respond or provide direction
to the addressee the-need-ofthe-document; and that the document is prepared in the style
and tone preferred by ES and EM (e.q., meet quality standards for readability, logic, flow;
ete:). [DOE ES Correspondence Guidance provided in the documents library on the
EMCBC Current Acquisition Website, as reference.]

The Contractor shall communicate with the appropriate EM Deputy Assistant Secretary

(DAS) office to ensure correspondence packages are coordinated and prepared using the
appropriate memoranda format (e.qg., action, information, meeting, briefing-ete:).
The Contractor shall review recommended-draft correspondence and written

The Contractor shall work with other DOE program offices and ES to obtain

concurrences on EM actions (this involves hundreds of email and phone interactions per

month).

The Contractor shall work with other DOE program offices to obtain EM concurrences

on actions provided for review/approval by other DOE program offices.
The Contractor shall prepare physical packages/folders for EM Senior Leadership review

of correspondence for approval (approximately $399-1500 correspondence actions per

year).
The Contractor shall process and dispatch (electronically and/manuallyer-physically

10.

dispateh all outgoing EM Senior Management-1-or-EM-2-signed correspondence.
The Contractor shall closeout in ESTARS, or work with ES to closeout in eDocs,

completed actions in accordance with procedures.
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11. The Contractor shall manage and process EM and ES correspondence utrlrzrnq the

ESTARS and eDocs correspondence management applications.

12. The Contractor shall routinely generate, monitor, post to EMCC Portal site, and
disseminate EMCC reports.

13. The Contractor shall review reports to ensure data is accurately captured.

14. The Contractor shall wAorking with customers of all levels, including senior
management, by assisting end users with questions on both the business process and the
correspondence management application.

15. The Contractor shall train users on the EM correspondence business process and the
ESTARS system process.

16. The contractor shall communicate EM Correspondence guidance and policy to include
the following:

a) Review and update the official Correspondence Guidance Handbook.

b) Prepare and disseminate correspondence quidance information to Senior Staff
Officers (SSOs) and administrative staff using the instant notification process and the
official Correspondence Guidance Handbook.

¢) Review and update correspondence templates and reference data on EMCC Portal
routinely for usersuser’s reference in preparing correspondence.

—Address-userconcerns-and-guestions:

17. The Contractor shall review as requested the EMCC roles, conductdetailed-analyses-and
studiesof the-functions and work flow processes of EM-as-it-relatesto-correspondence
and-communication-and make recommendations for improvement in the effectiveness

and efficiency of Work operatlons

18. The Contractor shall implement records management system requirements in EMCC, in
accordance with EM and DOE requirements.

19. The Contractor shall assist the EMCC Federal Oversight Lead as backup for the
following activities when requested-and:
a) Coordinate work in the EMCC.

C) Interface with ES and the Freld Manaqement Councrl Secretariat as requrred on items

assigned in EM.
—Establish priorities, review, and recommend approval of correspondence in

accordance Wrth establlshed pollcv and procedures analy%eﬂ#ermanen—fer—een{en%

%Qw
20. The Contractor shall perform other EMCC “ad hoc” duties as assigned in support of the
EM mission. These “ad hoc” duties may include (but are not limited to):
a) Unscheduled audits of processed correspondence materials.
b) Searches in support of inquiries from EM and DOE senior leadership.
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¢) Searches in support of legal holds.
d) Searches in support of FOIA requests.

21. Within 3 months of new employee arrival, the Contractor shall be required to meet,
maintain, and/or complete the following EMCC Staff Performance Metrics in accordance
with verbal guidance and/or written EMCC procedures:

a) Accurate assignment of incoming correspondence actions.

b) Process and dispatch correspondence packages for internal routing and signature.
¢) Process and dispatch final signed correspondence documents.

d) Utilize the ESTARS system proficiently to facilitate EM actions.

e) Manage EMCC electronic mailbox.

22. Within 5 months of new employee arrival, the Contractor shall be required to meet,
maintain, and/or complete the following EMCC Staff Performance Metrics in
accordance with verbal guidance and/or written EMCC procedures:

a) Manage EM Concurrence Actions electronic mailbox.

b) Process and dispatch correspondence packages for external concurrence.

c) Determine and communicate external concurrence status to the appropriate parties
(i.e., EMCC, DAS, ES, SSO, authors, reviewers, etc.)

d) Utilize the eDocs system proficiently to facilitate ES actions.

4’4[ Formatted: No bullets or numbering
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The EM Cloud support requires the contractor to partner with the DOE Richland IT Services
contractor for their continued support to maintain the current EM Cloud hosted in the DOE
Richland Data center. There are 4 applications currently hosted in the EM Cloud and they are
maintained by the application owners. The contractor witshall propose an EM Commercial
Cloud approach, and migrate the current EM hosted applications to the new commercial cloud.

The Contractor shall performprevide the following tasks associated with the EM Cloud:

1. The Contractor shall propose an EM Commercial Cloud approach, recommend needed
cloud services and propose a plan to establish the service within the first year of the
contract.

2. The Contractor shall define a hybrid private/commercial cloud architecture to be
maintained during transition to commercial FedRAMPed Services.

3. The Contractor shall integrate proposed services and achieve DOE ATO signoff of a
commercial cloud platform for hosting EM’s currently virtualized cloud ready
applications up to the FISMA moderate level of sensitivity.

4. The Contractor shall provide general unit pricing of computer service for both laaS and
key PaasS servicers (such as MS SQL Server).

5. The Contractor shall migrate current EM hosted applications to the new Commercial EM
Cloud and ATO-each-application.

6. The Contractor shall provide proposed timelines, ROM estimates of cloud resources
required for each application, and costs required to support each hosted application.

7. _The Contactor shall provide a strategic approach to long term migration of the EM
mission applications currently hosted in DOE Germantown Data Center to the EM CSP.

——The Contractor shall provide a Bi-weekly status report every other Friday.

The following tasks are in partnership with the DOE Richland IT Services contractor who
currently provides hosting services and the EM HQ IT Contractor provides project management
and coordination with the application owners to the DOE Richland IT Services. -

8. The DOE Richland IT Services Contractor shall continue to provide:

a) HHosting for ed application-servers,-configured-to-customer-specifications,-on-the
EM-Cloud-architecture-for-hesting-additional the Automated Transportation

Management System / Automated Transportation Logistics and Analysis System

(ATMS/ATLAS) appllcatlon modules Iheaeldﬁren&kappheaﬁewmed&le&mﬂl—be
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b) Hosting for the Manifest Information Management System (MINS) Web Site on

servers in the EM Cloud and that is accessible to the public.
Hosting for the Radioactive Material Packaging (RAMPAC) Web Site on servers in

the EM Cloud and that is accessible to the public.

c)

d) Hosting for the Central Internet Database (CID) Web Site on servers in the EM Cloud
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C.14.0 Phase-Out and Close-Out Activities

The Contractorrecognizes-thatthe-work and services covered by this contract are vital to the

DOE mission and must be maintained without interruption, both at the commencement and the
expiration of this Contract.

C.14.1 Phase-Out Activities

The Contractor shall submit a Phase-Out Transition Plan to include its approach to adequately
phase-out all Contract activities. The Phase-Out Transition Plan shall be submitted in
accordance with this PWS at least 4560 calendar days prior to the end of the contract
performance period (see Section J, Attachment J-2).

The Contractor shall perform those activities that are necessary to transition the work under this
contract to a successor Contractor in a manner that (1) ensures that all work for which the
Contractor is responsible under the contract is continued without disruption; (2) provides for an
orderly transfer of resources, responsibilities, and accountability from the Contractor; and (3)
provides for the ability of the Successor Contractor to perform the work in an efficient, effective,
and safe manner.

The Phase-Out Transition Plan shall also include a schedule of major activities, and address as a
minimum:

e A training and orientation program for the successor contractor to cover the complete
scope of work covered by the Contract and other specific requirements associated
with work efforts-at-the-ldaho-site;

e Communication process among DOE, the Contractor, assigned subcontractors,
incumbent employees, and the successor contractor and/or subcontractors;

¢ Identification of key transition issues and milestones;

¢ ldentification of a transition team (inclusive of consultants and teaming members, if
any);

e Approach to minimizing impacts on continuity of operations;

¢ Dispute resolution;

o Transmon of programs, plans and projects;

e Transition of existing management and operating systems, plans, procedures,

programs (&g—\Ale%%a#e&and—Heakh—PLan—QA—Plan—l%MS—ng%am

e Transition of all Contract responsibilities, functions, and activities; and
»—TFransition-of-all-nterfacecontrol-documentsi-and
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e Transition of any other documents or records that would be required for a successor
contractor to adequately and efficiently perform.

Upon BOE-CO approval of the Phase-Out Transition Plan, the Contractor shall complete the
activities described in the plan by the end date of the contract.

C.14.2 Close-Out Activities

The Contractor shall submit a Close-Out Plan to document the necessary steps the Contractor
shall take to adequately closeout the contract. The Close-Out Plan shall include a schedule of
major activities, and shall address at a minimum:
¢ Identification of all contract deliverables submitted and accepted. The Contractor
shall include date submitted, DOE acceptance date (if applicable) and status of any
remaining open deliverables;
e Status of all requirements (complete and incomplete) under this contract;
¢ Identification of all subcontracts along with status of each subcontract’s settlement
and final payment. The Contractor shall identify for each subcontract under this
contract whether final invoices have been paid, date of final payment, current status
of settlement, and any other outstanding issues related to final settlement and
payment of subcontracts;
¢ Disposition of government property and equipment, including-specialnuclear
e Status of the final invoice and any incurred cost audit; and
e Status of the final Contractor Performance Assessment Reporting System (CPARS)
report.

The Close-Out Plan shall be submitted in accordance with this PWS at least 4566 calendar days
prior to the end of the contract period. Final payment may be withheld by DOE until all of the
necessary activities are completed by the Contractor.

Upon completion of the contract, a final modification will be executed to officially close out the
contract. A final release statement will be included in the closeout modification where the
Contractor discharges the Government, its officers, agents and employees from all liabilities,
obligations and claims under the contract.

C.15.0 Deliverables

See Section J, Attachment J-2 entitled “List of Deliverables.”
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ATTACHMENT 1

EM HO IT SERVICES PROCUREMENT PWS ELEMENT TABLE

The table below provides details on specific recurring-requirements for each task in the PWS.

Section C

PWS Task Title Geographic Core Minimum FTEs | Security Clearance Travel
Task Location of Working Required in Required? Required?
Number FTEs Hours/Task | Support of Task
Task 1 IT Capital Planning Washington, DC | 8am — 5pm 152 FTEs No No
(Forrestal Bldg.)
Task 2 IT Strategic Planning Washington, DC | 8am — 5pm 2 FTEs No No
and Architecture (Forrestal Bldg.)
Task 3 IT Mission Systems Germantown, 8am - 5pm 3 FTEs No No
Support MD
Task 4 IT Cyber Security Washington, DC | 8am.- 5pm 12 FTEs Yes Yes
(Forrestal Bldg.)
Task 5 EM Consolidated Cincinnati, OH 7:30 am — 1FTE Yes Yes
Business Center 4:30 pm
(EMCBCQC)
Task 6 Records Management Germantown, 8am - 5pm 2 RM SME’s No No
MD (Cloverleaf 1 Imaging SME
Building) 1PM
Task 7 Green IT Germantown, 8am - 5pm 1FTE No No
MD (Cloverleaf
Building)
Task 8 IT Services and Washington, DC | 8am - 5pm 3 FTEs Minimum of 1 No
Infrastructure (Forrestal Bldg.) FTE in
Germantown must
obtain or hold
DOE “Q”
clearance.
Clearance
application must
be submitted by
end of transition
period.
Task 9 Program Strategic Washington, DC | 8am - 5pm % FTE N Yes
Initiatives (Forrestal Bldg.)
Task 10 EM Correspondence Washington, DC | *8am - 6pm 3 FTEs Minimum 1 of 3 No
Center (EMCCQC) (Forrestal Bldg.) FTEs must obtain
Support or hold DOE “Q”
clearance.
Clearance
application must
be submitted by
end of transition
period.
Task 11 EM Cloud Washington, DC | 8am — 5pm 1FTE No No
(Forrestal Bldg.)

*The office core working hours for Task 10 are to be covered by the 3 FTEs working staggered 8 hours schedules.
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E.l

E.2

E.3

SECTION E - INSPECTION AND ACCEPTANCE

FAR 52.246-4 INSPECTION OF SERVICES - FIXED PRICE (AUG 1996)

FAR 52.246-5 INSPECTION OF SERVICES — COST-REIMBURSEMENT (APR
1984)

INSPECTION AND ACCEPTANCE

(@) Inspection of all items under this Contract shall be accomplished by the Contracting

Officer (CO), the Contracting Officer’s Representative (COR), or any other duly
authorized Government representative identified by the CO. The Contractor will be
notified in writing or by a copy of the delegation of authority if a representative other
than the CO or the COR identified in Section G of the Contract is designated.

(b) Acceptance of all work and effort under this Contract (including "Deliverables™ in

Section J, Attachment J-2) shall be accomplished by either the CO, COR, or any other
duly authorized Government representative identified by separate letter. Items,
services, and deliverables under this Contract shall meet applicable Contract quality
and quantity standards to be accepted.

(c) Government inspection, oversight, evaluation, and other assessments of contractor-

performed work are for the sole benefit of the Government, and do not:

(1) Relieve the contractor of responsibility for providing adequate quality control
measures;

(2) Relieve the contractor of responsibility for damage to or loss of the material
before acceptance;

(3) Constitute or imply acceptance; or

(4) Affect the continuing rights of the Government after acceptance of the completed
work.

(d) Final inspection and acceptance of the work under this Contract shall be

accomplished by the CO upon completion of all Contract requirements.

(e) If any inspection, oversight, or evaluation is made by the Government on the

premises of the contractor or a subcontractor, the contractor shall provide and shall
require the subcontractors to provide all reasonable facilities and assistance for the
safety and convenience of the Government representatives in the performance of their
duties. All inspections and evaluations shall be performed in such a manner as will
not unduly delay the work.
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F.1

F.2

F.3

SECTION F - DELIVERIES OR PERFORMANCE

CLAUSES INCORPORATED BY REFERENCE

FAR 52.242-15 Stop Work Order (AUG 1989) — FFP CLINs
FAR 52.242-15 Stop Work Order (AUG 1989) Alternate | (APR 1984) — CR CLINs
FAR 52.242-17 Government Delay of Work (APR 1984)

PRINCIPAL PLACE OF PERFORMANCE

The principal places of performance shall be the Department of Energy Headquarters
in the Washington, D.C. metropolitan area, the Environmental Management
Consolidated Business Center in Cincinnati, Ohio, and Office of Environmental
Management field sites.

PERIOD OF PERFORMANCE

(@) The Contracting Officer will issue a Notice to Proceed (NTP) (which may be
concurrent with or following contract award). The Contractor shall commence work
upon the issuance of the NTP. The Contractor shall not be entitled for
reimbursement of any costs prior to the date of the NTP.

(b) The Period of Performance of this contract includes a base period of performance
for the work specified in Section C, PWS, of 24 months. The base period of
performance shall commence on TBDJuhy-16.2616, and continue through
TBDJuhy-15,-2018, unless terminated sooner as provided for in other clauses of
this Contract.

The Contract includes three (3) 12-month option periods that may be exercised
unilaterally provided that the Government gives the Contractor a preliminary
written notice of its intent to extend the Contract at least 60 days before the
Contract expires in accordance with FAR 52.217-9, Option to Extend the Term of
the Contract. The preliminary notice does not commit the Government to execute
any of the options.

(c) The Period of Performance for each CLIN is as follows:

Transition Period (CLIN 00001): The transition period shall last for 45 days or
less from the date of issuance of the Notice to Proceed (NTP).

*The first day of the transition period will be the date of the issuance of the NTP.
After completion of the transition activities contained in the approved transition plan

and such other transition activities as may be authorized or directed by the CO, the
Contractor shall notify the CO in writing that it is ready to assume full responsibility
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(d)

for the work specified in the Performance Work Statement. The Contractor shall
assume full responsibility for the work upon the contract effective date, also
considered the first day after the current incumbent contract period of performance
ends.

Base Period (CLINs 00002 — 88614-00006 (less 000043)):
The base period of the Contract shall be for two years from the end of the transition
period (24 months).

Phase Out and Closeout (CLIN 8881300003)
Phase Out and Closeout requirements aetivities of the Contract PWS shall occur
prior to the end of the period of performance.

If the Option period(s) are not exercised, phase out and closeout requirements
activities shall commence, as required_in the PWS, and shall be completed no later
than 24 months from contract effective date.

If the Option period(s) are exercised as outlined below, phase out and closeout
requirements aetivities shall commence, as required_in the PWS, and shall be
completed no later than the following dates:

= Option Period 1 — phase out and closeout shall be completed no later than 36
months from contract effective date, unless Option Period 2 is exercised.

= Option Period 2 — phase out and closeout shall be completed no later than 48
months from contract effective date, unless Option Period 3 is exercised.

= Option Period 3 — phase out and closeout shall be completed no later than 60
months from contract effective date.

Option Period 1 (CL INs 86615-00007 — 0001026):
Option Period 1 of the Contract, if exercised, shall be one year (12 months), from the
end of the base period.

Option Period 2 (CLINs 86627-00011 — 8803800014):
Option Period 2 of the Contract, if exercised, shall be one year (12 months), from the
end of Option Period 1.

Option Period 3 (CL INs 86639-00015 — 88956800018):
Option Period 3 of the Contract, if exercised, shall be one year (12 months), from the
end of Option Period 2.

None of the work, including the options, can extend beyond the five year contract
period of performance end date.
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F.4

DELIVERY SCHEDULE

Section J, Attachment J-2, List of Deliverables summarizes the specific products the
Contractor shall submit to DOE, the type of action DOE will perform, and the
date/timeframe within which the Contractor shall deliver the specified product. Section J,
Attachment J-2, does not include all deliverables identified in the Contract, DOE
directives, federal regulations, or regulatory documents.

NOTE: Attachment J-2 is a list of deliverables. If any deliverable required by any
clause/directive of the Contract is not listed in Attachment J-2, this does not relieve the
Contractor of the requirement to provide that deliverable. The Contractor shall be
responsible for the compliance with all applicable standards, orders, and regulations
under the contract.

| F.6F.5 EXERCISE OF OPTION

In accordance with Section I clause, FAR 52.217.9 “Option to Extend the Term of the
Contract” (Mar 2000), the Department of Energy has included option CLINS to extend
the term of this Contract. In order to demonstrate the value it places on quality
performance, the DOE has provided a mechanism for continuing a contractual
relationship with a successful Contractor that performs at a level which meets or exceeds
quality performance expectations as communicated to the Contractor, in writing by the
Contracting Officer or designated representative. When deciding whether to exercise the
option(s), the Contracting Officer may consider: (1) the quality of the Contractor’s
performance under this contract; (2) if sufficient funding is available; (3) whether the
requirement covered by the option(s) fulfills an existing Government need; (4) whether
the exercise of the option(s) is the most advantageous method of fulfilling the
Government’s need, price and other factors considered. The option(s) will not be
exercised if the Contractor has active exclusions listed in the System for Award
Management (SAM).
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G.1

G.2

G.3

SECTION G - CONTRACT ADMINISTRATION DATA

DOE-G-2001 CONTRACTING OFFICER AUTHORITY (OCT 2014)

The Contracting Officer (CO) is responsible for administration of the contract. The
Contracting Officer may appoint a Contracting Officer’s Representative (COR), in
accordance with the clause entitled Contracting Officer’s Representative, to perform
specifically delegated functions. The Contracting Officer is the only individual who has
the authority on behalf of the Government, among other things, to take the following
actions under the contract:

(a) Assign additional work within the general scope of the contract.
(b) Issue a change in accordance with the clause entitled Changes.
(c) Change the cost or price of the contract.

(d) Change any of the terms, conditions, specifications, or services required by the
contract.

(e) Accept non-conforming work.
(f) Waive any requirement of the contract.
DOE-G-2002 CONTRACTING OFFICER’S REPRESENTATIVE (OCT 2014)

Pursuant to the clause at DEAR 952.242-70, Technical Direction, the Contracting Officer
shall designate in writing a COR for this contract, and provide a copy of such designation
to the contractor, including the delegated responsibilities and functions. The COR does
not have authority to perform those functions reserved exclusively for the Contracting
Officer.

DOE-G-2003 CONTRACTOR’S PROGRAM MANAGER (OCT 2014)

(a) The Contractor shall designate a Program Manager who will be the Contractor's
authorized supervisor for technical and administrative performance of all work
hereunder. The Program Manager shall be the primary point of contact between the
Contractor and the COR under this contract.

(b) The Program Manager shall receive and execute, on behalf of the Contractor, such
technical directions as the COR may issue within the terms and conditions of the
contract.
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G4 CONTRACT ADMINISTRATION

To promote timely and effective contract administration, correspondence delivered to the
| Government under this contract shall reference the contract number, task order number,
the title, and the subject matter, and shall be subject to the following procedures:

(a) Technical correspondence. Technical correspondence shall be addressed to the
Contracting Officer’s Representative (COR) for this contract and task orders as well
as to the Technical Monitor designated for an affected subtask in the PWS. and Aa
copy of any such correspondence shall be sent to the Contracting Officer. As used
herein, technical correspondence does not include correspondence where patent or
rights in data issues are involved, nor technical correspondence which proposes or
involves waivers, deviations, or modifications to the requirements, terms or
conditions of this contract.

(b) Other Correspondence.

1) Correspondence regarding patent or rights in data issues should be sent to
the Intellectual Property Counsel. A copy of such correspondence shall be
provided to the Contracting Officer.

(2) If no Government Contract Administration Office is designated on
Standard Form 33 (Block 24) or Standard Form 26 (Block 6), all
correspondence, other than technical correspondence and correspondence
regarding patent of rights in data, including correspondence regarding
waivers, deviations, or modifications to requirements, terms or conditions
of the contract, shall be addressed to the Contracting Officer. Copies of all
such correspondence shall be provided to the COR.

(c) Information regarding correspondence addresses and contact information for this
contract and task orders is as follows:

Q) Contract Specialist

(A)Name: TBD

(B) Telephone number: TBD

(C) Address:
Environmental Management Consolidated
Business Center (EMCBC)
250 East Fifth Street, Suite 500
Cincinnati, OH 45202

(D) Email address: TBD

(2) Contracting Officer
(A)Name: TBD
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(B) Telephone number: TBD

(C) Address:
EMCBC
250 East Fifth Street, Suite 500
Cincinnati, OH 45202

(D) Email address: TBD

3) Contracting Officer’s Representative
(A)Name: TBD
(B) Telephone number: TBD
(C) Address: TBD
(D) Email address: TBD

4) Intellectual Property/Patents Counsel
(A)Name: Integrated Service Center (ISC) Chicago Office acting through
the Intellectual Property Law Division of the Office of Chief Counsel
(B) Telephone number: (630) 252-2308
(C) Address(es):
Department of Energy
9800 South Cass Avenue,
Argonne, Illinois, 60439

And

DOE-HQ Office of Chief Counsel
1000 Independence Ave, SW
Washington, DC 20585

(D) Email address: TBD

The Chicago Operations Office, acting through the Intellectual Property
Law Division of the Office of Chief Counsel, DOE, 9800 South Cass
Avenue, Argonne, Illinois, 60439, is hereby designated to represent the
CO in administering the Patent Clauses in this Contract. Correspondence
concerning patent and technical data issues shall be addressed to the
Chicago Operations Office in care of Gary Drew, Assistant Chief Counsel
for Intellectual Property, One Cyclotron Road MS90-1023, Berkeley, CA,
94720, with copies to the DOE-ID Office of Chief Counsel, CO and COR.

(5) Government Contract Administration Office
(A)Name: TBD
(B) Telephone number: TBD
(C) Address: TBD
(D) Email address: TBD
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(d)

(6) Property Administrator
(A) Name: TBD
(B) Telephone Number: TBD
(C) Mailing Address: TBD
(D) Email Address: TBD

A Technical Monitor will be designated for each subtask contained in the

Performance Work Statement (PWS) for the contract and each individual task
order issued. The Technical Monitor will be responsible for providing detailed
technical guidance to the Contractor in the day-to-day performance of work under
the subtask to which they are designated.

{e}(e) Electronic Media for Reports/Plans/Documents. All required reports, plans, and

other documents shall be submitted to DOE electronically, and upon request by the
DOE CO or the DOE COR, in hard copy form. The data shall be in a format that will
allow conversion to Portable Document Format (PDF) or Hyper Text Markup
Language (HTML) for potential posting on the Internet, Intranet, or in an electronic
library. If other software is used, the documents shall be scanned and then provided
electronically. Electronic data shall be available within five days of the DOE request.

BILLING INSTRUCTIONS

(a)

Contractors shall submit invoices using the Standard Form 1034 (Public VVoucher for
Purchases and Services Other than Personal) when requesting payment for work
performed under the contract.

(b) Contractors shall submit invoices electronically through the Oak Ridge Financial

(©)

Service Center's (ORFSC) Vendor Inquiry Payment Electronic Reporting System
(VIPERS). VIPERS allows vendors to submit invoices, attach supporting
documentation and check the payment status of any invoice submitted to the DOE.
Instructions concerning contractor enrollment and use of VIPERS can be found at
https://vipers.doe.gov.

A paper copy of an invoice that has been submitted electronically will not be
accepted.

(d) For Fixed Price CLINs 86002-00002through-00012 (Base Period), 806015-00007

threugh-00025-(Option Period 1), 0002117 threugh-86037-(Option Period 2), and
00015 39-through-80049-(Option Period 3), the monthly invoice shall be submitted in
accordance with FAR 52.232-1, Payments (APR 1984). Each invoice shall include
the amount for the monthly invoicing period that reflects the total firm-fixed-price
specified in Section B.3 for that particular CLIN divided by the stated number of
months (quantity) corresponding to the CLIN. Invoices for each Firm-Fixed-Price
Task Order under the IDIQ CLINs 00004, 00008, 00012, and 00016 must include the

G-4


https://vipers.doe.gov/

EM HQ IT Services Section G
| DraftFinal Request for Proposal
Solicitation No. DE-SOL-0007872

amount for the monthly invoicing period that reflects the price specified in the
applicable Task Order. For fixed price CLINs 00001 and 000043, the Contractor
shall invoice the Government for the total fixed price of the CLIN only upon its
completion. Invoices submitted by the Contractor shall be reduced by the value of
any work not performed or accepted in accordance with the Contract requirements
during the invoice period.

{e)(e) For Cost Reimbursable CLINs: 00005 (Base Period), 00009 (Option Period 1),

(f)

00013 (Option Period 2), and 00017 (Option Period 3), the monthly invoice shall
include the actual amount paid for the purchase of Other Direct Costs (ODCs),
including supporting documentation for the costs. The supporting documentation
shall include email documentation of the CO’s authorization of all ODC purchases.
The invoice may also include an indirect billing rate to be applied to the ODCs, as
identified in Section B.3.

Ahen-the-cogniza

Offica A a
>, O

ehangeta-the—pdreebiingrate—neludeacopyrortheanprova—No Fee will be paid
for these CLINs.

N Admini Ve aVa N
C otttV > c
1

For Fixed Price Task Orders awarded under this contract, the Contractor shall submit

invoices in accordance with FAR 52.232-1 “Payments” (APR 1984).

{e}(0) Inaccordance with FAR 52.232-25, Prompt Payment, The Government will make

payments to the Contractor by electronic funds transfer not later than thirty (30)
calendar days after receipt of an acceptable invoice from the Contractor.

{£)(h) Any basis for invoice withholding, adjustment, reduction or rejection which is

discovered prior to payment will be discussed with the Contractor by either the CO or
COR, and the payment will be approved, adjusted, or rejected, as required. If there is
a withholding of costs, adjustment, reduction or rejection of the invoice, the CO will
provide written notification to explain the nature of the basis for the withholding,
adjustment, reduction or rejection and will specify the dollar amount of the
withholding, adjustment or reduction.

{g3(1) _Any basis for invoice withholding, adjustment, reduction or rejection which is

discovered after payment will be corrected on subsequent invoices. If the Government
discovers such defects, the CO will notify the Contractor in writing. The CO’s written
notification will explain the nature of the basis for the withholding, adjustment or
reduction, and will specify the dollar amount of the withholding, adjustment or
reduction.
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DOE-G-2007 CONTRACTOR PERFORMANCE ASSESSMENT REPORTING
(OCT 2014)

(@) The Contracting Officer will document the Contractor’s performance under this
contract by using the Contractor Performance Assessment Reporting System
(CPARS). CPARS information is handled as “Source Selection Information.”
Performance assessments entered into CPARS by the Contracting Officer are
transmitted to the Past Performance Information Retrieval System (PPIRS) which is
maintained by the Department of Defense (DoD). Information in PPIRS is available
to authorized Government personnel seeking past performance information when
evaluating proposals for award.

(b) Contractor performance will be evaluated at least annually at the contract level, as
determined by the Contracting Officer. Evaluation categories may include any or all
of the following at the Government’s discretion: (1) quality, (2) schedule, (3) business
relations, (4) business management/key personnel, and (5) cost/price. PPIRS
information is available at http://www.ppirs.gov, and CPARS information is available
at http://www.cpars.gov. It is recommended that the Contractor take the overview
training that can be found on the CPARS website. The Contractor shall acknowledge
receipt of the Government’s request for comments on CPARS assessments at the time
it is received and shall respond to such requests within thirty (30) calendar days of the
request.

(c) Joint Ventures. Performance assessments shall be prepared on contracts with joint
ventures. When the joint venture has a uniqgue Commercial and Government Entity
(CAGE) code and Data Universal Numbering System (DUNS) number, a single
assessment will be prepared for the joint venture using its CAGE code and DUNS
number. If the joint venture does not have a unique CAGE code and DUNS number,
separate assessments, containing identical narrative, will be prepared for each
participating contractor and will state that the evaluation is based on performance
under a joint venture and will identify the contractors that were part of the joint
venture.

(d) In addition to the performance assessments addressed above, the Government will
perform other performance assessments necessary for administration of the contract
in accordance with other applicable clauses in this contract.

DOE-G-2008 NON-SUPERVISION OF CONTRACTOR EMPLOYEES (OCT
2014)

The Government shall not exercise any supervision or control over Contractor employees
performing services under this contract. The Contractor's employees shall be held
accountable solely to the Contractor's management, who in turn is responsible for
contract performance to the Government.
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G.9

DEFECTIVE OR IMPROPER INVOICES

Invoices not conforming to (a)(3) of contract clause FAR 52.232-25, Prompt Payment,
shall be deemed improper and thus defective. The Contractor shall provide the Name,
title, phone number, office name, and complete mailing address of officials of the
business concern who are to be notified when the Government receives a defective or
improper invoice.

[To Be Inserted by Offeror]

CONTRACTOR’S POINT OF CONTACT

The Contractor shall identify to the CO the official who has the authority to sign this
Contract and who is also responsible for managing, administering, negotiating and

executing changes or modifications to the terms and conditions of this Contract.

[To Be Inserted by Offeror]
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SECTION H - SPECIAL CONTRACT REQUIREMENTS

H.1 DOE-H-2002 NO THIRD PARTY BENEFICIARIES (OCT 2014)

This Contract is for the exclusive benefit and convenience of the parties hereto. Nothing
contained herein shall be construed as granting, vesting, creating, or conferring any right
of action or any other right or benefit upon past, present, or future employees of the
Contractor, or upon any other third party. This provision is not intended to limit or
impair the rights which any person may have under applicable Federal statutes.

H.2  DOE-H-2049 INSURANCE REQUIREMENTS (OCT 2014)

(@) In accordance with the clause FAR 52.228-5, Insurance — Work on a Government
Installation, the following types and minimum amounts of insurance shall be
maintained by the Contractor:

(1) Workers’ compensation — Amount in accordance with applicable Federal and
State workers’ compensation and occupational disease statutes.

(2) Employer’s liability - $100,000 (except in States with exclusive or monopolistic
funds that do not permit worker’s compensation to be written by private carriers).

(3) Comprehensive bodily injury liability - $500,000.

(4) Property damage liability — None, unless otherwise required by the Contracting
Officer.

(5) Comprehensive automobile bodily injury liability - $200,000 per person and
$500,000 per occurrence.

(6) Comprehensive automobile property damage - $20,000 per occurrence.

(b) The Contractor shall provide evidence of such insurance, if requested by the
Contracting Officer; and the Contracting Officer may require such evidence to be
provided prior to the commencement of work under the contract.

H.3 DOE-H-2033 ALTERNATIVE DISPUTE RESOLUTION (OCT 2014)

(a) The DOE and the Contractor both recognize that methods for fair and efficient
resolution of contractual issues in controversy by mutual agreement are essential to
the successful and timely completion of contract requirements. Accordingly, DOE
and the Contractor shall use their best efforts to informally resolve any contractual
issue in controversy by mutual agreement. Issues of controversy may include a
dispute, claim, question, or other disagreement. The parties agree to negotiate with
each other in good faith, recognizing their mutual interests, and attempt to reach a just
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and equitable solution satisfactory to both parties.

(b) If a mutual agreement cannot be reached through negotiations within a reasonable

(©)

period of time, the parties may use a process of alternate dispute resolution (ADR) in
accordance with the clause at FAR 52.233-1, Disputes. The ADR process may
involve mediation, facilitation, fact-finding, group conflict management, and conflict
coaching by a neutral party. The neutral party may be an individual, a board
comprised of independent experts, or a company with specific expertise in conflict
resolution or expertise in the specific area of controversy. The neutral party will not
render a binding decision, but will assist the parties in reaching a mutually
satisfactory agreement. Any opinions of the neutral party shall not be admissible in
evidence in any subsequent litigation proceedings.

Either party may request that the ADR process be used. The Contractor shall make a
written request to the Contracting Officer, and the Contracting Officer shall make a
written request to the appropriate official of the Contractor. A voluntary election by
both parties is required to participate in the ADR process. The parties must agree on
the procedures and terms of the process, and officials of both parties who have the
authority to resolve the issue must participate in the agreed upon process.

(d) ADR procedures may be used at any time that the Contracting Officer has the

(€)

authority to resolve the issue in controversy. If a claim has been submitted by the
Contractor, ADR procedures may be applied to all or a portion of the claim. If ADR
procedures are used subsequent to issuance of a Contracting Officer’s final decision
under the clause at FAR 52.233-1, Disputes, their use does not alter any of the time
limitations or procedural requirements for filing an appeal of the Contracting
Officer’s final decision and does not constitute reconsideration of the final decision.

If the Contracting Officer rejects the Contractor’s request for ADR proceedings, the
Contracting Officer shall provide the Contractor with a written explanation of the
specific reasons the ADR process is not appropriate for the resolution of the dispute.
If the Contractor rejects the Contracting Officer’s request to use ADR procedures, the
Contractor shall provide the Contracting Officer with the reasons for rejecting the
request.

DOE-H-2048 PUBLIC AFFAIRS - CONTRACTOR RELEASE OF
INFORMATION (OCT 2014)

In implementation of the clause at DEAR 952.204-75, Public Affairs, all communications
or releases of information to the public, the media, or Members of Congress prepared by
the Contractor related to work performed under the contract shall be reviewed and
approved by DOE prior to issuance. Therefore, the Contractor shall, at least ten (10)
calendar days prior to the planned issue date, submit a draft copy to the Contracting
Officer of any planned communications or releases of information to the public, the
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H.6

media, or Members of Congress related to work performed under this contract. The
Contracting Officer will obtain necessary reviews and clearances and provide the
Contractor with the results of such reviews prior to the planned issue date.

COMPLIANCE WITH INTERNET PROTOCOL VERSION 6 (Ipv6) IN
ACQUIRING INFORMATION TECHNOLOGY

This Contract involves the acquisition of Information Technology (IT) that uses Internet
Protocol (IP) technology. The Contractor agrees that (1) all deliverables that involve IT
that uses IP (products, services, software, etc.) comply with IPv6 standards and
interoperate with both IPv6 and IPv4 systems and products; and (2) it has IPv6 technical
support for fielded product management, development and implementation available. If
the Contractor plans to offer a deliverable that involves IT that is not initially compliant,
the Contractor shall (1) obtain the Contracting Officer's approval before starting work on
the deliverable; and (2) have IPv6 technical support for fielded product management,
development and implementation available.

Should the Contractor find that the Performance Work Statement of this Contract does
not conform to IPv6 standards, it must notify the Contracting Officer of such
nonconformance and act in accordance with the instructions of the Contracting Officer.

KEY PERSONNEL
(@) Introduction

Key Personnel are considered essential to the success of all work being performed
under this Contract. The Key Personnel shall satisfy as a minimum the applicable
labor category qualifications, both education and experience, set forth in the "Position
Descriptions/Qualifications," specified in Section J, Attachment J-3, except as the
Contracting Officer may otherwise authorize. This Clause provides specific
requirements, in addition to the requirements of the clause in Section I entitled,
"DEAR 952.215-70 Key Personnel," for the Key Personnel Team, requirements for
changes to Key Personnel, reductions in Contract price for changes to Key Personnel,
and identification of all Key Personnel for this Contract.

(b) Key Personnel Team Requirements

The Contracting Officer and designated Contracting Officer's Representative(s) shall
have direct access to the Key Personnel. All Key Personnel shall be permanently
assigned to the position. In addition to the definition contained in the Section | Clause
entitled, "DEAR 952.215-70, Key Personnel," Key Person(s) are considered
“managerial personnel”.

(c) Definitions
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Section H

For the purposes of this Clause, “Changes to Key Personnel” is defined as: (i) any
change to the position assignment of a current Key Person under the Contract, except
for a person who acts for short periods of time, in the place of a Key Person during
his or her absence the total time of which shall not exceed 30 working days during

any given year; (ii) utilizing the services of a new substitute Key Person for

assignment to the Contract; or (iii) assigning a current Key Person for work outside

the Contract.

(d) Contract Price Reductions for Changes to Key Personnel.

(1) Notwithstanding approval by the Contracting Officer, any time a Key Person is
changed for any reason within two (2) years of Notice to Proceed, or within two
(2) years of being placed in the position, whichever is later, DOE may modify the
Contract by reducing the contract price by the amounts shown in (d)(2) below for
each and every occurrence of a change.

(2) Contract price reductions will be prorated after the initial two years from contract
award date as follows:

Position Years 1-2 | Year 3 Year 4 Year 5
Key Personnel | $25,000 $15,000 $10,000 No
reduction

(3) The Contractor may request in writing that the Contracting Officer consider
waiving all or part of a reduction in price. Such written request shall include the

Contractor’s basis for the removal, replacement, or diversion of any key

personnel. The Contracting Officer shall have the unilateral discretion to make the

determination to waive all or part of the reduction in price.

(e) The Key Personnel for this Contract are identified below. The list of personnel may,
with the consent of the contracting parties, be amended from time to time during the

course of the Contract to add or delete personnel.

NAME

POSITION TITLE

[Offeror Fill-in]

Senior Program Manager

[Offeror Fill-in]

Senior Technical Project Manager

[Offeror Fill-in]

Senior Cyber Security Analyst

H.7 DOE-H-2016 PERFORMANCE GUARANTEE AGREEMENT (OCT 2014)
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The Contractor’s parent organization(s) or all member organizations if the Contractor is a
joint venture, limited liability company, or other similar entity, shall guarantee
performance of the Contract as evidenced by the Performance Guarantee Agreement
incorporated into the Contract in Section J, Attachment J-5.

If the Contractor is a joint venture, limited liability company, or other similar entity
where more than one organization is involved, the parent(s) or all member organizations
shall assume joint and severable liability for the performance of the Contract. In the
event any of the signatories to the Performance Guarantee Agreement enters into
proceedings related to bankruptcy, whether voluntary or involuntary, the Contractor
agrees to furnish written notification of the bankruptcy to the Contracting Officer.

DOE-H-2017 RESPONSIBLE CORPORATE OFFICIAL (OCT 2014)

The Contractor has provided a guarantee of performance from its parent company(s) in
the form set forth in the Section J, Attachment J-5 entitled, “Executed Performance
Guarantee Agreement.” The individual signing the “Performance Guarantee Agreement”
for the parent company(s) should be the Responsible Corporate Official.

The Responsible Corporate Official is the person who has sole corporate (parent
company(s)) authority and accountability for Contractor performance. DOE may contact,
as necessary, the single Responsible Corporate Official identified below regarding
Contract performance issues.

Responsible Corporate Official [Contractor to insert information]:
Name:

Position:
Company/Organization:
Address:

Phone:

Facsimile:

Email:

Should the Responsible Corporate Official or their contact information change during the
period of the Contract, the Contractor shall promptly notify the Contracting Officer in
writing of the change.

Identified below is each member of the Corporate Board of Directors that will have
corporate oversight.

DOE may contact, as necessary, any member of the Corporate Board of Directors, who is
accountable for corporate oversight of the Contractor organization and key personnel.
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H.10

H.11

Corporate Board of Directors [Contractor to insert information]:
Name:

Position:
Company/Organization:
Address:

Phone:

Facsimile:

Email:

Should any change occur to the Corporate Board of Directors or their contact information
during the period of the Contract, the Contractor shall promptly notify the Contracting
Officer in writing of the change.

DOE-H-1069 TRANSITION TO FOLLOW-ON CONTRACT (JULY 2009)

The Contractor recognizes that the work and services covered by this Contract are vital to
the DOE mission and must be maintained without interruption, both at the
commencement and the expiration of this Contract in accordance with PWS Sections
C.2.0 and C.14.0. Itis therefore understood and further agreed in recognition of the
above:

(a) At the expiration of the Contract term or any earlier termination thereof, the
Contractor shall cooperate with a successor contractor or the Government by allowing
its employees to interview for possible employment. For those employees who
accept employment with the successor contractor, such employees shall be released in
coordinated manner with the successor contractor. The Contractor shall cooperate
with the successor contractor and Government with regard to the termination or
transfer arrangements for such employees to ensure maximum protection of employee
service credits and fringe benefits.

(b) This clause shall apply to subcontracts as approved by the Contracting Officer.
GOVERNMENT-OWNED PROPERTY AND EQUIPMENT

The government will provide the contractor employee with appropriate facilities and
equipment for the proper execution of duties described in Section C.

CHANGE ORDER ACCOUNTING

(a) The Contractor shall maintain change order accounting whenever the estimated cost
of a change or series of related changes exceeds $100,000. The Contractor, for each
change or series of related changes, shall maintain separate accounts, by job order or
other suitable accounting procedure, of all incurred segregable, direct costs (less
allocable credits) of work, both changed and not changed, allocable to the change.
The Contractor shall maintain such accounts until the parties agree to an equitable
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adjustment for the changes ordered by the Contracting Officer or the matter is
conclusively disposed of in accordance with the Disputes clause.

(b) If the Contractor separately identifies costs in its invoices that pertain to the changed
work, the Contractor may invoice costs for both changed work and other work in the
same invoice.

(c) If the Contractor fails to provide an adequate, auditable definitization proposal within
120 days of the Contracting Officer’s request for such proposal, the Government may
consider some or all of the associated proposal costs to be unallowable.

(d) If the Contractor fails to comply fully with the requirements of this clause, the
Government may reflect the Contractor’s failure in its—

(1) Determination of otherwise earned fee under the Contract; and/or

(2) Past performance evaluation of the Contractor’s performance.

DOE-H-2063 CONFIDENTIALITY OF INFORMATION (OCT 2014)

(a) Performance of work under this contract may result in the Contractor having access to
confidential information via written or electronic documents, or by virtue of having
access to DOE’s electronic or other systems. Such confidential information includes
personally identifiable information (such as social security account numbers) or
proprietary business, technical, or financial information belonging to the Government
or other companies or organizations. The Contractor shall treat this information as
confidential and agrees not to use this information for its own purposes, or to disclose
the information to third parties, unless specifically authorized to do so in writing by
the Contracting Officer.

(b) The restrictions set out in paragraph (a) above, however, do not apply to —

(1) Information which, at the time of receipt by the Contractor, is in the public
domain;

(2) Information which, subsequent to receipt by the Contractor, becomes part of the
public domain through no fault or action of the Contractor;

(3) Information which the Contractor can demonstrate was previously in its
possession and was not acquired directly or indirectly as a result of access
obtained by performing work under this contract;

(4) Information which the Contractor can demonstrate was received from a third
party who did not require the Contractor to hold it in confidence; or
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(5) Information which is subject to release under applicable law.

(c) The Contractor shall obtain a written agreement from each of its employees who are
granted access to, or furnished with, confidential information, whereby the employee
agrees that he or she will not discuss, divulge, or disclose any such information to any
person or entity except those persons within the Contractor's organization directly
concerned with the performance of the contract. The agreement shall be in a form
satisfactory to the Contracting Officer.

(d) Upon request of the Contracting Officer, the Contractor agrees to execute an
agreement with any party which provides confidential information to the Contractor
pursuant to this contract, or whose facilities the Contractor is given access to that
restrict use and disclosure of confidential information obtained by the Contractor. A
copy of the agreement, which shall include all material aspects of this clause, shall be
provided to the Contracting Officer for approval.

(e) Upon request of the Contracting Officer, the Contractor shall supply the Government
with reports itemizing the confidential or proprietary information it receives under
this contract and identify the source (company, companies or other organizations) of
the information.

(f) The Contractor agrees to flow down this clause to all subcontracts issued under this
contract.

NOTICE OF CIVIL PENALTIES FOR VIOLATION OF SECURITY OF DOE
CLASSIFIED OR SENSITIVE INFORMATION OR DATA

The contractor shall comply with 42 U.S.C.A. 2282b relating to the safeguarding and
security of restricted data. Any person who has entered into a contract or agreement with
DOE, or a subcontract or sub-agreement thereto, and who violates (or whose employee
violates) any applicable rule, regulation, or order prescribed or otherwise issued by the
Secretary pursuant to this chapter relating to the safeguarding or security of Restricted
Data or other classified or sensitive information shall be subject to a civil penalty of not
to exceed $100,000 for each such violation.

EMERGENCY CLAUSE

(a) The DOE Manager or designee shall have sole discretion to determine when an
emergency situation exists at the site. In the event that either the DOE Manager or
designee determines such an emergency exists, the applicable DOE Manager or
designee will have the authority to direct any and all activities of the Contractor and
subcontractors necessary to resolve the emergency situation. The applicable DOE
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Manager or designee may direct the activities of the Contractor and subcontractors
throughout the duration of the emergency.

(b) The Contractor shall include this Clause in all subcontracts at any tier for work
performed at the site.

PERSONNEL SECURITY CLEARANCES

(a) The Contractor is required to conduct pre-employment investigative screening of
prospective employees in order to ensure trustworthiness and reliability. The
Contractor shall provide certification to the Contracting Officer that an investigative
screening has been completed prior to employment. The certification shall include
verification of identity, previous employment and education, and the results of credit
and law enforcement checks.

(b) Personnel assigned by the Contractor to work both at DOE HQ, and at the DOE
site(s) will be required to obtain a security clearance. The levels of clearance are as
follows:

Clearance level

Q — sensitive
Q — non-sensitive
L — confidential/secret

Under this Contract, Contractor personnel required to perform Task 4, IT Security
Task at HQ and-the Cyber Security portion of Task 5, EM Consolidated Business
support, and 1 of the 3 FTEs performing Task 10, EM Correspondence Center
(EMCC) Support shall be required to have a “Q - Sensitive” clearance level at a
minimum. The Contractor shall seek opportunities to reduce the levels of clearance
required for personnel based upon the site conditions.

(c) This requirement may be waived by the Contracting Officer for personnel not
involved with classified information while clearances are being processed, or for
personnel associated with the program for short periods of time, such as consultants.

(d) The Contractor shall retrieve and dispose of badges for employees: 1) who are no
longer working on the Contract; 2) who no longer require access; 3) when their badge
expires; or 4) when the Contract expires or is terminated.

DOE-H-2034 CONTRACTOR INTERFACE WITH OTHER CONTRACTORS
AND/OR GOVERNMENT EMPLOYEES (OCT 2014)

The Government may award contracts to other contractors for work to be performed at a
DOE-owned or —controlled site or facility. The Contractor shall cooperate fully with all
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other on-site DOE contractors and Government employees. The Contractor shall
coordinate its own work with such other work as may be directed by the Contracting
Officer or a duly authorized representative. The Contractor shall not commit or permit
any act which will interfere with the performance of work by any other contractor or by a
Government employee.

ACCESS TO DOE-OWNED OR LEASED FACILITIES

(a) The performance of this Contract requires that employees of the Contractor have
physical access to DOE-owned or leased facilities; however, this clause does not
control requirements for an employee’s obtaining a security clearance. The
Contractor understands and agrees that DOE has a prescribed process with which the
Contractor and its employees must comply in order to receive badges that allow such
physical access. The Contractor further understands that it must propose employees
whose backgrounds offer the best prospect of obtaining approval for access,
considering the following potentially disqualifying criteria, which are not all inclusive
and may vary depending on access requirements:

(1) Is or is suspected of being, a terrorist;

(2) Is the subject of an outstanding warrant;

(3) Has deliberately omitted, concealed, or falsified relevant and material facts from
any Questionnaire for National Security Positions (SF-86), Questionnaire for
Non-Sensitive Positions (SF-85), or similar form;

(4) Has presented false or forged identity source documents;

(5) Has been barred from Federal employment;

(6) Is currently awaiting a hearing or trial or has been convicted of a crime punishable
by imprisonment of six (6) months or longer; or

(7) Is awaiting or serving a form of pre-prosecution probation, suspended or deferred
sentencing, probation or parole in conjunction with an arrest or criminal charges
against the individual for a crime that is punishable by imprisonment of six (6)
months or longer.

(b) The Contractor shall assure:
(1) In initiating the process for gaining physical access, (i) compliance with
procedures established by DOE, including use of any forms directed by DOE; (ii)

that employees properly complete said forms; and (iii) that the employees submit
the forms to the person designated by the Contracting Officer.
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(2) In completing the process for gaining physical access, that its employees (i)
cooperate with DOE officials responsible for granting access to DOE—owned or
leased facilities; and (ii) provide any additional information as DOE may request.

(c) The Contractor understands and agrees that DOE may unilaterally deny a security
badge to an employee and that the denial remains effective until such time as DOE
determines that access may be granted. Upon notice from DOE that an employee’s
application for a security badge is or will be denied, the Contractor shall promptly
identify a substitute employee and initiate the process for gaining access for the
substitute. DOE’s denial of a security badge to individual employees shall not be
cause for extension of the period of performance of this Contract or any contractor
claim against DOE.

(d) The Contractor shall return to the Contracting Officer or designee the badge(s) or
other credential(s) provided by DOE pursuant to this clause, granting physical access
to DOE-owned or leased facilities by the Contractor’s employee(s), upon (1) the
termination of this Contract; (2) the expiration of this Contract; (3) the termination of
employment on this Contract by an individual employee; or (4) demand by DOE for
return of the badge.

(e) The Contractor shall include this clause, including this paragraph (e), in any
subcontract, awarded in the performance of this Contract, in which one or more
subcontractor employees will require physical access to DOE—owned or leased
facilities.

CONTRACT PARTICIPATION BY FOREIGN NATIONALS

(a) The Contractor shall notify the Contracting Officer, in writing, prior to the
employment of or participation by any foreign national in the performance of work
under the Contract.

(b) The Contractor shall notify the Contracting Officer, in writing, prior to any visit to
sites covered by this Contract by any foreign national in connection with the work
being performed under this Contract. This notification shall be made at least 75 days
prior to the planned visit.

DESIGNATION AND CONSENT OF MAJOR SUBCONTRACTORS

(a) The following subcontracts have been determined to be major subcontracts:

[Contractor Fill-In, insert major subcontractors]
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(b) The term “major subcontractor” is defined as any proposed subcontractor that is
anticipated to perform work with an estimated value of $10 million or more over the
contract period (including the option years).

(c) Any major subcontracts shall include provisions that hold the subcontractor directly
accountable for performance and delivery of quality products on time and shall also
include incentives and disincentives for performance.

PARTNERING

In order to most effectively accomplish this Contract, the Government proposes to form a
cohesive partnership with the Contractor. It is a way of doing business based upon trust,
dedication to common goals, and an understanding and respect of each other's
expectations and values. The process creates a teambuilding environment which fosters
better communication and problem solving, and a mutual trust between the participants.
These key elements create a climate in which issues can be raised, openly discussed, and
jointly settled, without getting into an adversarial relationship. In this way, partnering is
a mindset, and a way of doing business. It is an attitude toward working as a team, and
achieving successful project execution. This endeavor seeks an environment that
nurtures team building cooperation, and trust between the Government and the
Contractor. The partnership strives to draw on the strengths of each organization in an
effort to achieve a quality project done right the first time, within budget, and on
schedule.

Participation in the partnership will be totally voluntary by the parties. Any cost
associated with effectuating this partnership will be agreed to by both parties during
Contract performance. The U.S. Army Corps of Engineers has championed partnering
and their guidelines will be utilized in organizing partnering meetings and establishing a
partnering agreement.

INFORMATION

(a) Management of Information Resources. The Contractor shall design and implement
Information Resources Management (IRM) capabilities as required to execute this
Contract in accordance with the Office of Management and Budget (OMB) Circular
A-130, Management of Federal Information Resources.

(b) Release of Information. The Contractor shall provide timely, accurate, and complete
responses to information requested by DOE to comply with Freedom of Information
Act and Privacy Act requirements.

(c) Unclassified Controlled Nuclear Information (UCNI). Documents originated by the
Contractor or furnished by the Government to the Contractor, in connection with this
Contract, may contain Unclassified Controlled Nuclear Information as determined
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pursuant to Section 148 of the Atomic Energy Act of 1954, as amended. The
Contractor shall be responsible for protecting such information from unauthorized
dissemination in accordance with DOE regulations and directives and Section |
Clauses entitled, DEAR 952.204-2, Security Requirements and DEAR 952.204-70,
Classification/Declassification.

CYBER SECURITY PROGRAM

In accordance with DOE O 205.1B Department of Energy Cyber Security Management
Program, regardless of the performer of the work, the Contractor is responsible for
compliance with the provisions and requirements, flowing down applicable Contractor
Requirements Document (CRD) requirements to subcontractors at any tier, and to ensure
compliance with DOE O 205.1B.

ALLOCATION OF RESPONSIBILITY AND LIABILITY FOR CONTRACTOR
AND U.S. DEPARTMENT OF ENERGY (DOE) ENVIRONMENTAL
COMPLIANCE ACTIVITIES

(@) In this Clause:

(1) “Environmental ” requirements means requirements imposed by applicable
Federal, state, and local environmental laws and regulations, including, without
limitation, statutes, ordinances, regulations, court orders, consent decrees,
administrative orders, or compliance agreements, consent orders, permits, and
licenses; and

(2) “Party” means either the Contractor or DOE.

(b) Responsibility and liability for fines or penalties arising from or related to violations
of environmental requirements shall be borne by the party causing the violation
regardless of which party:

(1) The cognizant regulatory authority fines or penalizes;

(2) Signs permit applications (including situations where DOE signs defective or non-
conforming permit applications or other environmental submittals prepared by or
under the direction of the Contractor), manifests, reports, or other required
documents;

(3) Is a permittee; or

(4) Is the named subject of an enforcement action or assessment of a fine or penalty.

(c) Consequently, if the Contractor causes a violation:
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(1) All fines and penalties arising from or related to violations of environmental
requirements are unallowable costs. If DOE pays a fine or penalty for a violation
that the Contractor caused, the amount of the fine or penalty shall be due from the
Contractor, and DOE may immediately offset that amount against payments to
which the Contractor is otherwise entitled for allowable costs, or any other funds
otherwise owed by the Government to the Contractor; and

(2) Costs of challenging or defending actions brought against the Contractor for
violations of environmental requirements are to be borne by the Contractor.

H.24 EMPLOYEE CONCERNS PROGRAM

The Contractor shall submit an implementation plan to the Contracting Officer for
approval within 90 calendar days of issuance of the Notice to Proceed that describes an
Employee Concerns Program (ECP) that implements all programmatic requirements in
DOE Order 442.1A Department of Energy Employee Concerns Program, and all
superseding versions.

H-26H.25 DOE-H-2035 ORGANIZATIONAL CONFLICT OF INTEREST MANAGEMENT
PLAN (OCT 2014)

Within 10 calendar days after the effective date of the contract, the Contractor shall
submit to the Contracting Officer for approval an Organizational Conflict of Interest
(OCI) Management Plan (Plan). The Plan shall describe the Contractor’s program to
identify, avoid, neutralize, or mitigate potential or actual conflicts of interest that exist or
may arise during contract performance and otherwise comply with the requirements of
the clause at DEAR 952.209-72, Organizational Conflicts of Interest. The Plan shall be
periodically updated as required during the term of the contract. The Plan shall include,
as a minimum, the following:

(a) The procedures for identifying and evaluating past, present, and anticipated contracts
of the Contractor, its related entities and other performing entities under the contract.

(b) The procedures the Contractor will utilize to avoid, neutralize, or mitigate potential or
actual conflicts of interest.
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(c) The procedures for reporting actual or potential conflicts of interest to the Contracting
Officer.

(d) The procedures the Contractor will utilize to oversee, implement, and update the Plan,
to include assigning responsibility for management, oversight and compliance to an
individual in the Contractor's organization with full authority to implement the Plan.

(e) The procedures for ensuring all required representations, certifications and factual
analyses are submitted to the Contracting Officer for approval in a timely manner.

(F) The procedures for protecting agency information that could lead to an unfair
competitive advantage if disclosed including collecting disclosure agreements
covering all individuals, subcontractors, and other entities with access to agency-
sensitive information and physical safeguarding of such information.

(9) An OCI training and awareness program that includes periodic, recurring training and
a process to evidence employee participation.

(h) The enforceable, employee disciplinary actions to be used by the Contractor for
violation of OCI requirements.

| H-27H.26 DOE-H-2046 DIVERSITY PROGRAM

(a) The Contractor shall develop and implement a diversity program consistent with and
in support of the DOE’s diversity program. A diversity plan covering the full period
of performance (base and option periods) shall be submitted to the Contracting
Officer for approval within 30 calendar days after the effective date of the contract
(see Section J, Attachment J-2). Once the diversity plan is approved by the
Contracting Officer, the Contractor shall implement the diversity plan within 30
calendar days of its approval by the Contracting Officer.

(b) The diversity plan shall address, at a minimum, the Contractor's approach to ensure
an effective diversity program (including addressing applicable affirmative action and
equal employment opportunity regulations) to include: (1) a statement of the
Contractor's policies and practices; and (2) planned initiatives and activities which
demonstrate a commitment to a diversity program, including recruitment strategies
for hiring a diverse work force. The diversity plan shall also address, as a minimum,
the Contractor's approach for promoting diversity through (1) the Contractor's work
force; (2) educational outreach, including a mentor-protégé program; (3) stakeholder
involvement and outreach; (4) subcontracting; and (5) economic development.

(c) An annual diversity report shall be submitted pursuant to Section J, Attachment J-2.

This report shall provide a list of accomplishments achieved, both internally and
externally during the current reporting period, and projected initiatives during the
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(a)

next reporting period. The report shall also list any proposed changes to the diversity
plan which shall be subject to the Contracting Officer’s approval.

DOE-H-2047 FEDERAL HOLIDAYS AND OTHER CLOSURES (OCT 2014)

Designated Federal holidays. Federal employees observe the following Federal
holidays:

(1) New Year’s Day

(2) Birthday of Martin Luther King, Jr.
(3) Washington’s Birthday

(4) Memorial Day

(5) Independence Day

(6) Labor Day

(7) Columbus Day

(8) Veterans Day

(9) Thanksgiving Day

(10) Christmas Day

Generally, Federal holidays that fall on Saturday are observed on the preceding
Friday; and holidays that fall on Sunday are observed on the following Monday. The
exact calendar day and/or date on which any of the listed holidays are observed may
change year to year.

(b) Other Federal Holidays. In addition to the holidays specified above in paragraph (a),

Federal employees may observe other holidays designated by Federal Statute,
Executive Order, or Presidential Proclamation as a one-time, day-off such as
Inauguration Day for the President of the United States.

(c) Unscheduled closures. Occasionally, an individual Federally-owned or -controlled

site or facility will be closed or have an early closure on a normal work day for other
reasons such as inclement weather or facility conditions. If an unplanned closure
occurs, the Contractor will be notified as soon as possible after the determination that
the Federally-owned or -controlled site or facility will be closed.

(d) The Contractor shall provide the services required by the contract at Federally-owned

or —controlled sites or facilities on all regularly scheduled Federal work days and
other days as may be required by the contract. The Contractor shall not provide the
services required by the contract on those days, or portions thereof, specified in
paragraphs (a), (b) and (c), except as required under paragraph (e). Accordingly, the
Contractor’s employees, whose regular duty station in performance of this contract is
a Federally-owned or controlled site or facility, shall not be granted access to the
facility during those times specified in paragraphs (a), (b) and (c), unless required by
paragraph (e) below.
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H-29H.28

(@)

There may be times that the Contractor is required to perform the services required by
the contract on a Federal holiday or other closure times. In the event that such
performance is required, the Contracting Officer will notify the Contractor, in writing,
and specify the extent to which performance of the contract will be required. The
Contractor shall provide sufficient personnel to perform the contractually-required
work on those days, as directed by the Contracting Officer.

In accordance with the payment and other applicable clauses of the contract, the
Government will not pay the Contractor for its employees’ regularly scheduled work
hours not actually provided directly in performance of the contract due to an
unscheduled closure as contemplated in paragraphs (b) and (c) above.

DOE-H-2071 DEPARTMENT OF ENERGY DIRECTIVES (OCT 2014)
In performing work under this contract, the Contractor shall comply with the

requirements of those Department of Energy (DOE) directives, or parts thereof listed
in Section J, Attachment J-1 or identified elsewhere in the contract.

(b) The Contracting Officer may, at any time, unilaterally amend this clause, or other

(©)

clauses which incorporate DOE directives, in order to add, modify or delete specific
requirements. Prior to revising the listing of directives, the Contracting Officer shall
notify the Contractor in writing of the Department's intent to revise the list, and the
Contractor shall be provided with the opportunity to assess the effect of the
Contractor's compliance with the revised list on contract cost and funding, technical
performance, and schedule, and identify any potential inconsistencies between the
revised list and the other terms and conditions of the contract. Within 30 days after
receipt of the Contracting Officer's notice, the Contractor shall advise the Contracting
Officer in writing of the potential impact of the Contractor's compliance with the
revised list. Based on the information provided by the Contractor and any other
information available, the Contracting Officer shall decide whether to revise the
listing of directives and so advise the Contractor not later than 30 days prior to the
effective date of the revision.

Notwithstanding the process described in paragraph (b), the Contracting Officer may
direct the Contractor to immediately begin compliance with the requirements of any
directive.

(d) The Contractor and the Contracting Officer shall identify and, if appropriate, agree to

(€)

any changes to other contract terms and conditions, including cost and schedule,
associated with the revision pursuant to the clause of this contract at FAR 52.243-1
Changes — Fixed Price (Aug 1987) — Alt | (Apr 1984).

Regardless of the performer of the work, the Contractor is responsible for compliance
with the requirements of this clause. The Contractor shall include this clause in all
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subcontracts to the extent necessary to ensure the Contractor’s compliance with these
requirements.

H-36H.29 SAFEGUARDS AND SECURITY

H.30

The Contractor shall provide Identity, Credential and Access Management support in
compliance with DOE Order 206.2. This includes issuance of Homeland Security
Presidential Directive (HSPD)-12 badge credentials for all qualified contractor personnel,
cleared and uncleared, and implementation of the necessary capabilities to provide access
to Federal facilities or systems by the contract effective date. For personal located in
DC, the Contractor shall coordinate with the COR and the office that performs the
clearance processing function to obtain the HSPD credentials. Personnel not requiring
security clearances can enroll for and activate their badges at any location that has the
required equipment, i.e. an enrollment station. The Contractor shall determine what
office is Responsible for functioning as the individual’s Sponsor in the USAccess system.
The Sponsor is the individual who initiates the badging process and who tracks the
individual’s ongoing badging needs. Security Level Q clearances shall be required for
all Contractor personnel required to perform Task 4, IT Security Task at HQ and the
Cyber Security portion of Task 5, EM Consolidated Business support.

ORDERING PROCEDURES

For performance under the IDIQ CLINs (00005, 00006-01, 00006-02, 00008, 00009,
00010-01, 00010-02,,00012, 00013, 00014-01, 00014-02, 00016, 00017, 00018-01 and
00018-02 ) of this contract, DOE may issue Firm-Fixed-Price (FFP) task orders. None of
the task orders issued shall exceed three years in duration and shall be subject to the
following ordering procedure:

(a) The Contractor shall incur costs under these CLINSs only in the performance of task
orders and revisions to task orders issued in accordance with this ordering procedure.
No payment will be made for other work performed without the express written
consent of the Contracting Officer identified in Section G.04, Contract
Administration, or his/her designee.

(b) From time to time during the period of performance of this contract, task orders will
be issued in writing by the Contracting Officer or his/her designee to the Contractor
designating:

(1) A description of the specified work and deliverables required (Deliverables may
consist of statements, charts, reports, briefing notes, tabulations, viewgraphs, and
other forms of presentation as appropriate);

(2) The task order type (Firm-Fixed-Price);

(3) The anticipated performance period:;

(4) Authorized travel;
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(5) Any Government-furnished property.

(6) Information required to be submitted by the Contractor and a reasonable response
time

(7)_Any other pertinent information

(c) Task orders will be issued on forms specified and provided by the Government. Task
orders will be numbered. All task order modifications will be issued in writing on a
Standard Form 30 and will be numbered sequentially.

(d) The Contractor shall provide, within the time specified in the Request for Task
Proposal (RTP) issued by the Contracting Officer or his/her designee, a Contractor
Task Proposal. The Task Proposal is the Contractor's overall price for the completion
of the task order.

(e) The Contractor’s Task Proposal for Firm-Fixed-Price (FFP) task orders shall include:

(1) Date of commencement of work and any necessary revision to the schedule of
performance stipulated by the Government. The Contractor may submit a
schedule of milestones for which it may be reimbursed by the Government after
the successful completion of each milestone pursuant to Alternate | of FAR
Clause 52.232-16, Progress Payments.

(2) Direct Productive Labor Hours (DPLH), on a monthly basis by applicable labor
category at the negotiated labor rates in Section B.3, and the total labor hours
estimated to be necessary to complete the task.

(3) The estimate for travel and other direct costs (will be billed under the CR ODC
CLINS).

(4) A total firm-fixed-price for the completion of the work described in the
Performance Work Statement (PWS) of the task order by the schedule of
performance stipulated by the Government. The firm-fixed-price proposed by the
Contractor shall incorporate all anticipated costs including fully-burdened labor,
travel, and other direct costs.

(f) The Task Order issued will include, but is not limited to, the following information:

(1) Date of the order;

(2) Contract and Task Order numbers;

(3) Performance-Based Statement of Work, including references to applicable
specifications;

(4) Task Order Performance Period

(5) Task Order deliverables;
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(6) Any property, material, or site support to be made available for performance of
the Task Order (GFES/I);

(7) The total dollar value of the Task Orderand-appropriate-breakoutforthe specific

(8) Accounting and appropriation data;

(9) The names, addresses, and phone numbers of the applicable CO and COR as well
as any other necessary points of contact; and

(10) Any other pertinent information deemed necessary to the performance of
the order.

H.31 CONFERENCE MANAGEMENT

The Contractor agrees that:

a)

The contractor shall ensure that contractor-sponsored conferences reflect the DOE/NNSA's

b)

commitment to fiscal responsibility, appropriate stewardship of taxpayer funds and support
the mission of DOE/NNSA as well as other sponsors of work. In addition, the contractor will
ensure conferences do not include any activities that create the appearance of taxpayer funds
being used in a questionable manner.

The definition of a conference is attached.

C)

Contractor-sponsored conferences include those events that meet the conference definition

d)

and either or both of the following:

1) The contractor provides funding to plan, promote, or implement an event, except in
instances where a contractor:

1) covers participation costs in a conference for specified individuals (e.g. students,
retirees, speakers, etc.) in a total amount not to exceed $10,000 (by individual
contractor for a specific conference) or

i) purchases goods or services from the conference planners (e.g., attendee registration
fees, renting booth space).

2) The contractor authorizes use of its official seal, or other seals/logos/ trademarks to
promote a conference. Exceptions include non-M&QO contractors who use their seal to
promote a conference that is unrelated to their DOE contract(s) (e.q., if a DOE IT
contractor were to host a general conference on cyber security).

Attending a conference, giving a speech or serving as an honorary chairperson does not

e)

connote sponsorship.
The contactor will provide information on conferences they plan to sponsor with expected

costs exceeding $100,000 in the Department's Conference Management Tool, including:

1) Conference title, description, and date

2) Location and venue

3) Description of any unusual expenses (e.g., promotional items)

4) Description of contracting procedures used (e.q., competition for space/support)

5) Costs for space, food/beverages, audio visual, travel/per diem, registration costs,
recovered costs (e.g., through exhibit fees)

H-20



EM HQ IT Services Section H
| Draft-Final Request for Proposal
Solicitation No. DE-SOL-0007872

6) Number of attendees
The contractor will not expend funds on the proposed contractor-sponsored conferences with

a)

expenditures estimated to exceed $100,000 until notified of approval by the contracting
officer.
For DOE-sponsored conferences, the contractor will not expend funds on the proposed

h)

conference until notified by the contracting officer.

1) DOE-sponsored conferences include events that meet the definition of a conference and
where the Department provides funding to plan, promote, or implement the conference
and/or authorizes use of the official DOE seal, or other seals/logos/ trademarks to
promote a conference. Exceptions include instances where DOE:

i) covers participation costs in a conference for specified individuals (e.q. students,
retirees, speakers, etc.) in a total amount not to exceed $10,000 (by individual
contractor for a specific conference) or

i) purchases goods or services from the conference planners (e.g., attendee registration
fees; renting booth space); or provide funding to the conference planners through
Federal grants.

2) Attending a conference, giving a speech, or serving as an honorary chairperson does not
connote sponsorship.

3) The contractor will provide cost and attendance information on their participation in all
DOE-sponsored conference in the DOE Conference Management Tool.

For non-contractor sponsored conferences, the contractor shall develop and implement a

process to ensure costs related to conferences are allowable, allocable, reasonable, and

further the mission of DOE/NNSA. This process must at a minimum:

1) Track all conference expenses.

2) Require the Laboratory Director (or equivalent) or Chief Operating Officer approve a
single conference with net costs to the contractor of $100,000 or greater.

Contractors are not required to enter information on non-sponsored conferences in DOE'S

Conference Management Tool.
Once funds have been expended on a non-sponsored conference, contractors may not

authorize the use of their trademarks/logos for the conference, provide the conference
planners with more than $10,000 for specified individuals to participate in the conference, or
provide any other sponsorship funding for the conference. If a contractor does so, its
expenditures for the conference may be deemed unallowable.
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PART Il - CONTRACT CLAUSES
SECTION |
CONTRACT CLAUSES

FAR 52.252-2, CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This Contract incorporates one or more clauses by reference, with the same force and
effect as if they were given in full text. Upon request, the Contracting Officer will make
their full text available. Also, the full text of a clause may be accessed electronically at

these addresses:

http://www.acquisition.gov/far

http://energy.gov/management/downloads/searchable-electronic-department-energy-
acquisition-requlation

FAR 52.202-1 DEFINITIONS (NOV 2013)
FAR 52.203-3 GRATUITIES (APR 1984)
FAR 52.203-5 COVENANT AGAINST CONTINGENT FEES (MAY 2014)

FAR 52.203-6 RESTRICTIONS ON SUBCONTRACTOR SALES TO THE
GOVERNMENT (SEP 2006)

FAR 52.203-7 ANTI-KICKBACK PROCEDURES (MAY 2014)

FAR 52.203-8 CANCELLATION, RECISSION, AND RECOVERY OF FUNDS
FOR ILLEGAL OR IMPROPER ACTIVITY (MAY 2014)

FAR 52.203-10 PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR IMPROPER
ACTIVITY (MAY 2014)

FAR 52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN
FEDERAL TRANSACTIONS (OCT 2010)

FAR 52.203-13 CONTRACTOR CODE OF BUSINESS ETHICS AND CONDUCT
(OCT 2015APR 2010)

FAR 52.203-14 DISPLAY OF HOTLINE POSTER(S) (OCT 2015BEC-2067)

(b)(3) DOE IG Hotline Poster:
http://energy.gov/sites/prod/files/igprod/documents/Hotline_poster.pdf


http://www.arnet.gov/far
http://energy.gov/management/downloads/searchable-electronic-department-energy-acquisition-regulation
http://energy.gov/management/downloads/searchable-electronic-department-energy-acquisition-regulation
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1.12

1.13

1.14

1.15

1.16

1.17

1.18

1.19

1.20

1.21

1.22

1.23

1.24

1.25

1.26

1.27

FAR 52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND
REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS
(APR 2014)

FAR 52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER
FIBER CONTENT PAPER (MAY 2011)

FAR 52.204-9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR
PERSONNEL (JAN 2011)

FAR 52.204-10 REPORTING EXECUTIVE COMPENSATION AND FIRST-TIER
SUBCONTRACT AWARDS (OCT 20153UJ12013)

FAR 52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE (JUL
2013)

FAR 52.204-14 SERVICE CONTRACT REPORTING REQUIREMENTS (JAN
2014)

FAR 52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE
MAINTENANCE (JUL 2015)

FAR 52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS
AND CERTIFICATIONS (DEC 2014)

FAR 52.209-6 PROTECTING THE GOVERNMENT’S INTEREST WHEN
SUBCONTRACTING WITH CONTRACTORS DEBARRED, SUSPENDED OR
PROPOSED FOR DEBARMENT (OCT 2015AUG-2043)

FAR 52.209-9 UPDATES OF PUBLICLY AVAILABLE INFORMATION
REGARDING RESPONSIBILITY MATTERS (JUL 2013)

FAR 52.209-10 PROHIBITION ON CONTRACTING WITH INVERTED
DOMESTIC CORPORATIONS (DEC 2014)

FAR 52.210-1 MARKET RESEARCH (APR 2011)
FAR 52.215-2 AUDIT AND RECORDS — NEGOTIATION (OCT 2010)

FAR 52.215-8 ORDER OF PRECEDENCE — UNIFORM CONTRACT FORMAT
(OCT 1997)

FAR 52.215-11 PRICE REDUCTION FOR DEFECTIVE CERTIFIED COST OR
PRICING DATA - MODIFICATIONS (AUG 2011)

FAR 52.215-13 SUBCONTRACTOR CERTIFIED COST OR PRICING DATA —
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1.28

1.29

1.30

1.31

1.32

1.33

MODIFICATIONS (OCT 2010)

FAR 52.215-15 PENSION ADJUSTMENTS AND ASSET REVERSIONS (OCT
2010)

FAR 52.215-17, WAIVER OF FACILITIES CAPITAL COST OF MONEY (OCT
1997)

NOTE: This clause will not be included in the contract if awardee proposes
Facilities Capital Cost of Money in its proposal.

FAR 52.215-18 REVERSION OR ADJUSTMENT OF PLANS FOR
POSTRETIREMENT BENEFITS (PRB) OTHER THAN PENSIONS (JUL 2005)

FAR 52.215-19 NOTIFICATION OF OWNERSHIP CHANGES (OCT 1997)

FAR 52.215-21 REQUIREMENTS FOR CERTIFIED COST OR PRICING DATA
AND DATA OTHER THAN CERTIFIED COST OR PRICING DATA —
MODIFICATIONS (OCT 2010) AND ALTERNATE 111 (OCT 1997)

FAR 52.216-18 ORDERING (OCT 1995) (APPLICABLE ONLY TO IDIQ CLINS

1.34

00005, 00006-01, 00006-02, 00008, 00009, 00010-01, 00010-02,,00012, 00013, 00014-01, 00014-02,
00016, 00017, 00018-01 and 00018-02 )

(a) Any supplies and services to be furnished under this contract shall be ordered by
issuance of delivery orders or task orders by the individuals or activities designated in

the Schedule. Such orders may be issued from the date of award through the contract
expiration date.

(b) All delivery orders or task orders are subject to the terms and conditions of this
contract. In the event of conflict between a delivery order or task order and this
contract, the contract shall control.

(c) If mailed, a delivery order or task order is considered “issued” when the Government
deposits the order in the mail. Orders may be issued orally, by facsimile, or by
electronic commerce methods only if authorized in the Schedule.

FAR 52.216-19 ORDERING LIMITATIONS (OCT 1995) (APPLICABLE ONLY

TO IDIQ CLINS 00005, 00006-01, 00006-02, 00008, 00009, 00010-01, 00010-02,,00012, 00013,
00014-01, 00014-02, 00016, 00017, 00018-01 and 00018-02)

(a) Minimum order. When the Government requires supplies or services covered by this
contract in an amount of less than $35005;000-09, the Government is not obligated to
purchase, nor is the Contractor obligated to furnish, those supplies or services under
the contract.
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1.35

(b) Maximum order. The Contractor is not obligated to honor—

(1) Any order for a single item in excess of the ceiling amounts identified in Section
B.3 of the contract;

(2) Any order for a combination of items in excess of the ceiling amounts identified
in Section B.3 of the contract; or

(3) A series of orders from the same ordering office within 30 days that together call
for quantities exceeding the limitation in paragraph (b)(1) or (2) of this section.

(c)_If this is a requirements contract (i.e., includes the Requirements clause at
subsection 52.216-21 of the Federal Acquisition Regulation (FAR)), the Government
is not required to order a part of any one requirement from the Contractor if that
requirement exceeds the maximum-order limitations in paragraph (b) of this section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any
order exceeding the maximum order limitations in paragraph (b), unless that order (or
orders) is returned to the ordering office within 30 days after issuance, with written
notice stating the Contractor’s intent not to ship the item (or items) called for and the
reasons. Upon receiving this notice, the Government may acquire the supplies or
services from another source.

FAR 52.216-22 INDEFINITE QUANTITY (OCT 1995) (APPLICABLE ONLY TO

ID1Q 00005, 00006-01, 00006-02, 00008, 00009, 00010-01, 00010-02,,00012, 00013, 00014-01, 00014-
02, 00016, 00017, 00018-01 and 00018-02)

(a) This is an indefinite-guantity contract for the supplies or services specified, and
effective for the period stated, in the Schedule. The guantities of supplies and services
specified in the Schedule are estimates only and are not purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in
accordance with the Ordering clause. The Contractor shall furnish to the Government,
when and if ordered, the supplies or services specified in the Schedule up to and
including the quantity designated in the Schedule as the “maximum.” The
Government shall order at least the quantity of supplies or services designated in the
Schedule as the “minimum.”

(c) Except for any limitations on quantities in the Order Limitations clause or in the
Schedule, there is no limit on the number of orders that may be issued. The
Government may issue orders requiring delivery to multiple destinations or
performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within
that period shall be completed by the Contractor within the time specified in the
order. The contract shall govern the Contractor’s and Government’s rights and
obligations with respect to that order to the same extent as if the order were
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completed during the contract’s effective period; provided, that the Contractor shall
not be required to make any deliveries under this contract after one year after the
contract expiration date.

1.331.36 FAR 52.217-2 CANCELLATION UNDER MULTIYEAR CONTRACTS
(OCT 1997)
1.341.37 FAR 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits
and at the rates specified in the contract. These rates may be adjusted only as a result of
revisions to prevailing labor rates provided by the Secretary of Labor. The option
provision may be exercised more than once, but the total extension of performance
hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by
written notice to the Contractor within 30 days of the contract expiration date.

1.351.38 FAR 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT
(MAR 2000)

(a) The Government may extend the term of this contract by written notice to the
Contractor within 30 days; provided that the Government gives the Contractor a
preliminary written notice of its intent to extend at least 60 days before the contract
expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to
include this option clause.

(c) The total duration of this contract, including the exercise of any options under this
clause, shall not exceed 5 years.

1.361.39 FAR 52.219-6 NOTICE OF TOTAL SMALL BUSINESS SET-ASIDE (NOV
2011)

1.371.40 FAR 52.219-8 UTILIZATION OF SMALL BUSINESS CONCERNS (OCT
2014)

138141 FAR 52.219-14 LIMITATIONS ON SUBCONTRACTING (NOV 2011)

+391.42 FAR 52.219-28 POST-AWARD SMALL BUSINESS PROGRAM
REREPRESENTATION (JUL 2013)

[Offeror Fill-in]: The Contractor represents that it is, __is not a small business
concern under NAICS Code 518210 assigned to contract number TBD.

+401.43 FAR 52.222-3 CONVICT LABOR (JUN 2003)
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41144 FAR 52.222-4 CONTRACT WORK HOURS AND SAFETY STANDARDS —
OVERTIME COMPENSATION (MAY 2014)

1.421.45 FAR 52.222-21 PROHIBITION OF SEGREGATED FACILITIES (APR
2015)
1431.46 FAR 52.222-26 EQUAL OPPORTUNITY (APR 2015)

+441.47 FAR 52.222-35 EQUAL OPPORTUNITY FOR VETERANS (OCT 20153UL-
2014)

+451.48 FAR 52.222-36 EQUAL OPPORTUNITY FOR WORKERS WITH
DISABILITIES (JUL 2014)

1461.49 FAR 52.222-37 EMPLOYMENT REPORTS ON VETERANS (OCT
2015JUL 2014)
1471.50 FAR 52.222-40 NOTIFICATION OF EMPLOYEE RIGHTS UNDER THE

NATIONAL LABOR RELATIONS ACT (DEC 2010)

+481.51 FAR 52.222-50 COMBATING TRAFFICKING IN PERSONS (MAR 2015)

1491.52 FAR 52.222-54 EMPLOYMENT ELIGIBILITY VERIFICATION (OCT
2015AUG 2013)

501,53 FAR 52.223-2 AFFIRMATIVE PROCUREMENT OF BIOBASED
PRODUCTS UNDER SERVICE AND CONSTRUCTION CONTRACTS (SEPT
2013)

+511.54 FAR 52.223-5 POLLUTION PREVENTION AND RIGHT-TO-KNOW
INFORMATION (MAY 2011) - ALT | (MAY 2011)

+521.55 FAR 52.2233-6 DRUG-FREE WORKPLACE (MAY 2001)

+531.56 FAR 52.223-9 ESTIMATE OF PERCENTAGE OF RECOVERED
MATERIAL CONTENT FOR EPA-DESIGNATED ITEMS (MAY 2008)

(a) Definitions. As used in this clause—

“Postconsumer material” means a material or finished product that has served its
intended use and has been discarded for disposal or recovery, having completed
its life as a consumer item. Postconsumer material is a part of the broader
category of “recovered material.”
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“Recovered material” means waste materials and by-products recovered or
diverted from solid waste, but the term does not include those materials and by-
products generated from, and commonly reused within, an original manufacturing
process.

(b) The Contractor, on completion of this contract, shall—
(1) Estimate the percentage of the total recovered material content for EPA
designated item(s) delivered and/or used in contract performance, including, if
applicable, the percentage of post-consumer material content; and
(2) Submit this estimate to the Contracting Officer.
| +541.57 FAR 52.223-10 WASTE REDUCTION PROGRAM (MAY 2011)
| +551.58 FAR 52.223-11 OZONE-DEPLETING SUBSTANCES (MAY 2001)

() Definition. “Ozone-depleting substance,” as used in this clause, means any substance
the Environmental Protection Agency designates in 40 CFR Part 82 as—

(1) Class I, including, but not limited to, chlorofluorocarbons, halons, carbon
tetrachloride, and methyl chloroform; or

(2) Class Il, including, but not limited to hydrochlorofluorocarbons.

(b) The Contractor shall label products which contain or are manufactured with ozone-
depleting substances in the manner and to the extent required by 42 U.S.C. 7671j (b),
(c), and (d) and 40 CFR Part 82, Subpart E, as follows:

Warning

Contains (or manufactured with, if applicable) * , @ substance(s) which harm(s)
public health and environment by destroying ozone in the upper atmosphere.

* The Contractor shall insert the name of the substance(s).

| +561.59 FAR 52.223-12 REFRIGERATION EQUIPMENT AND AIR
CONDITIONERS (MAY 1995)

| +571.60 FAR 52.223-15 ENERGY EFFICIENCY IN ENERGY-CONSUMING
PRODUCTS (DEC 2007)

| +581.61 FAR 52.223-16 ACQUISITION OF EPEAT® - REGISTERED PERSONAL
COMPUTER PRODUCTS (JUN 2014)
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+591.62 FAR 52.223-17 AFFIRMATIVE PROCUREMENT OF EPA-DESIGNATED
ITEMS IN SERVICE AND CONSTRUCTION CONTRACTS (MAY 2008)

+601.63 FAR 52.223-18 ENCOURAGING CONTRACTOR POLICIES TO BAN
TEXT MESSAGING WHILE DRIVING (AUG 2011)

+611.64 FAR 52.223-19 COMPLIANCE WITH ENVIRONMENTAL
MANAGEMENT SYSTEMS (MAY 2011)

+621.65 FAR 52.225-1 BUY AMERICAN - SUPPLIES (MAY 2014)

163166 FAR 52.225-13 RESTRICTIONS ON CERTAIN FOREIGN PURCHASES
(JUN 2008)

164167 FAR 52.227-1 AUTHORIZATION AND CONSENT (DEC 2007)

1651.68 FAR 52.227-2 NOTICE AND ASSISTANCE REGARDING PATENT AND

COPYRIGHT INFRINGEMENT (DEC 2007)

1661.69 FAR 52.227-14 RIGHTS IN DATA — GENERAL (MAY 2014) ALT | (DEC
2007)

671.70 FAR 52.227-23 RIGHTS TO PROPOSAL DATA (TECHNICAL) (JUN
1987)

Except for data contained on pages [Offeror Fill-in], it is agreed that as a condition of
award of this contract, and notwithstanding the conditions of any notice appearing
thereon, the Government shall have unlimited rights (as defined in the “Rights in Data—
General” clause contained in this contract) in and to the technical data contained in the
proposal dated [Offeror Fill-in], upon which this contract is based.

+681.71 FAR 52.228-5 INSURANCE - WORK ON A GOVERNMENT
INSTALLATION (JAN 1997) — FEP CLINs

+691.72 FAR 52.229-3 FEDERAL, STATE, AND LOCAL TAXES (FEB 2013) — FFP
CLINs

+701.73 FAR 52.232-1 PAYMENTS (APR 1984) — FEP CLINs

HAL74 FAR 52.232-8 DISCOUNTS FOR PROMPT PAYMENT (FEB 2002) — FEP
CLINs

172175 FAR 52.232-9 LIMITATIONS ON WITHHOLDING OF PAYMENTS (APR
1984)

3176 FAR 52.232-11 EXTRAS (APR 1984) — FEP CLINs
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H4LT77 FAR 52.232-16 PROGRESS PAYMENTS (APR 2012) ALT I (MAR 2000)

+751.78 FAR 52.232-17 INTEREST (MAY 2014)

+761.79 FAR 52.232-18 AVAILABILITY OF FUNDS (APR 1984)
+#71.80 FAR 52.232-23 ASSIGNMENT OF CLAIMS (MAY 2014)

.81 FAR 52.232-25 PROMPT PAYMENT (JUL 2013) — FEP CLINs and
ALTNERNATE I (FEB 2002) — CR CLINs
++781.82

+791.83 FAR 52.232-33 PAYMENT BY ELECTRONIC FUNDS TRANSFER —
SYSTEM FOR AWARD MANAGEMENT (JUL 2013)

+801.84 FAR 52.232-39 UNENFORCEABILITY OF UNAUTHORIZED
OBLIGATIONS (JUNE 2013)

+841.85 FAR 52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL
BUSINESS SUBCONTRACTORS (DEC 2013)

+821.86 FAR 52.233-1 DISPUTES (MAY 2014) - ALTERNATE | (DEC 1991)

183—FAR 52.233-3 PROTEST AFTER AWARD (AUG 1996) — FFP CLINs and-
AETERNATEHIUN-1985)—CR-CEINs

1841.87 FAR 52.233-4 APPLICABLE LAW FOR BREACH OF CONTRACT
CLAIM (OCT 2004)

+851.88 FAR 52.237-2 PROTECTION OF GOVERNMENT BUILDINGS,
EQUIPMENT, AND VEGETATION (APR 1984)

+861.89 FAR 52.237-3 CONTINUITY OF SERVICES (JAN 1991)
+841.90 FAR 52.239-1 PRIVACY OR SECURITY SAFEGUARDS (AUG 1996)
+881.91 FAR 52.242-13 BANKRUPTCY (JUL 1995)
+891.92 FAR 52.243-1 CHANGES - FIXED PRICE (AUG 1987) — ALT 1 (APR 1984)
+901.93 FAR 52.243-6 CHANGE ORDER ACCOUNTING (APR 1984)
+911.94 FAR 52.244-2 SUBCONTRACTS (OCT 2010)

Paragraph (d) fill-in: Any subcontract to replace any of the subcontracts noted in

Paragraph (j) of this clause as well as any subcontract equal to or greater than
$10,000,000
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Paragraph (j) fill-in: any and all subcontractors evaluated prior to contract award and all
subcontractors evaluated prior to the award of contract modifications.

| £.921.95 FAR 52.244-6 SUBCONTRACTS FOR COMMERCIAL ITEMS (OCTAPR
2015)
+931.96 FAR 52.245-1 GOVERNMENT PROPERTY (APR 2012) ALT | (APR 2012)_
—— FFP CLINs
| 1.941.97 FAR 52.245-9 USE AND CHARGES (APR 2012)
| 1.951.98 FAR 52.246-25 LIMITATION OF LIABILITY — SERVICES (FEB 1997)
| 1.961.99 FAR 52.248-1 VALUE ENGINEERING (OCT 2010)

(m) Contracting Officer fill in at award

| 1.971.100 FAR 52.249-2 TERMINATION FOR THE CONVENIENCE OF THE
GOVERNMENT (FIXED PRICE) (APR 2012)

| 1.981.101 FAR 52.249-8 DEFAULT (FIXED-PRICE SUPPLY AND SERVICE) (APR
1984)

‘ +991.102 FAR 52.251-1 GOVERNMENT SUPPLY SOURCES (APR 2012)

‘H:QQI.lOB FAR 52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984)

(@) The use in this solicitation or contract of any FAR (48 CFR Chapter 1) clause with an
authorized deviation is indicated by the addition of “(DEVIATION)” after the date of
the clause.

(b) The use in this solicitation or contract of any DEAR (48 CFR Chapter 9) clause with
an authorized deviation is indicated by the addition of “(DEVIATION)” after the
name of the regulation.

‘l.—]:@%l.loﬂf FAR 52.253-1 COMPUTER GENERATED FORMS (JAN 1991)
‘l.—]:@%l.lOS DEAR 952.202-1 DEFINITIONS (EEBMAR 2011)

| 1.4631.106 DEAR 952.203-70 WHISTLEBLOWER PROTECTION FOR
CONTRACTOR EMPLOYEES (DEC 2000)

I-10
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(@) The Contractor shall comply with the requirements of the “DOE Contractor
Employee Protection Program” at 10 CFR part 708 for work performed on behalf of
DOE directly related to activities at DOE-owned or -leased sites.

(b) The Contractor shall insert or have inserted the substance of this clause, including this
paragraph (b), in subcontracts at all tiers, for subcontracts involving work performed
on behalf of DOE directly related to activities at DOE-owned or leased sites.

+1041.107 DEAR 952.204-2 SECURITY (MAR 2011)

(a) Responsibility. It is the Contractor's duty to protect all classified information, special
nuclear material, and other DOE property. The Contractor shall, in accordance with
DOE security regulations and requirements, be responsible for protecting all
classified information and all classified matter (including documents, material and
special nuclear material) which are in the Contractor's possession in connection with
the performance of work under this contract against sabotage, espionage, loss or theft.
Except as otherwise expressly provided in this contract, the Contractor shall, upon
completion or termination of this contract, transmit to DOE any classified matter or
special nuclear material in the possession of the Contractor or any person under the
Contractor's control in connection with performance of this contract. If retention by
the Contractor of any classified matter is required after the completion or termination
of the contract, the Contractor shall identify the items and classification levels and
categories of matter proposed for retention, the reasons for the retention, and the
proposed period of retention. If the retention is approved by the Contracting Officer,
the security provisions of the contract shall continue to be applicable to the classified
matter retained. Special nuclear material shall not be retained after the completion or
termination of the contract.

(b) Regulations. The Contractor agrees to comply with all security regulations and
contract requirements of DOE as incorporated into the contract.

(c) Definition of classified information. The term Classified Information means
information that is classified as Restricted Data or Formerly Restricted Data under the
Atomic Energy Act of 1954, or information determined to require protection against
unauthorized disclosure under Executive Order 13526, Classified National Security
Information, as amended, or prior executive orders, which is identified as National
Security Information.

(d) Definition of restricted data. The term Restricted Data means all data concerning
design, manufacture, or utilization of atomic weapons; production of special nuclear
material; or use of special nuclear material in the production of energy, but excluding
data declassified or removed from the Restricted Data category pursuant to 42 U.S.C.
2162 [Section 142, as amended, of the Atomic Energy Act of 1954].

1-11
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(e) Definition of formerly restricted data. The term ”Formerly Restricted Data” means
information removed from the Restricted Data category based on a joint
determination by DOE or its predecessor agencies and the Department of Defense
that the information—(1) Relates primarily to the military utilization of atomic
weapons; and (2) can be adequately protected as National Security Information.
However, such information is subject to the same restrictions on transmission to other
countries or regional defense organizations that apply to Restricted Data.

(F) Definition of national security information. The term “National Security Information”
means information that has been determined, pursuant to Executive Order 13526,
Classified National Security Information, as amended, or any predecessor order, to
require protection against unauthorized disclosure, and that is marked to indicate its
classified status when in documentary form.

(9) Definition of special nuclear material. The term “special nuclear material” means—
(1) Plutonium, uranium enriched in the isotope 233 or in the isotope 235, and any
other material which, pursuant to 42 U.S.C. 2071 [section 51 as amended, of the
Atomic Energy Act of 1954] has been determined to be special nuclear material, but
does not include source material; or (2) any material artificially enriched by any of
the foregoing, but does not include source material.

(h) Access authorizations of personnel. (1) The Contractor shall not permit any individual
to have access to any classified information or special nuclear material, except in
accordance with the Atomic Energy Act of 1954, and the DOE's regulations and
contract requirements applicable to the particular level and category of classified
information or particular category of special nuclear material to which access is
required.

(2) The Contractor must conduct a thorough review, as defined at 48 CFR 904.401, of
an uncleared applicant or uncleared employee, and must test the individual for
illegal drugs, prior to selecting the individual for a position requiring a DOE
access authorization.

(1) Areview must—Verify an uncleared applicant's or uncleared employee's
educational background, including any high school diploma obtained within
the past five years, and degrees or diplomas granted by an institution of higher
learning; contact listed employers for the last three years and listed personal
references; conduct local law enforcement checks when such checks are not
prohibited by state or local law or regulation and when the uncleared applicant
or uncleared employee resides in the jurisdiction where the Contractor is
located; and conduct a credit check and other checks as appropriate.

(i1) Contractor reviews are not required for an applicant for DOE access
authorization who possesses a current access authorization from DOE or
another Federal agency, or whose access authorization may be reapproved
without a federal background investigation pursuant to Executive Order
12968, Access to Classified Information (August 4, 1995), Sections 3.3(c) and
(d).
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(iii) In collecting and using this information to make a determination as to
whether it is appropriate to select an uncleared applicant or uncleared
employee to a position requiring an access authorization, the Contractor must
comply with all applicable laws, regulations, and Executive Orders, including
those—(A) Governing the processing and privacy of an individual's
information, such as the Fair Credit Reporting Act, Americans with
Disabilities Act (ADA), and Health Insurance Portability and Accountability
Act; and (B) prohibiting discrimination in employment, such as under the
ADA, Title VII and the Age Discrimination in Employment Act, including
with respect to pre- and post-offer of employment disability related
questioning.

(iv)In addition to a review, each candidate for a DOE access authorization must
be tested to demonstrate the absence of any illegal drug, as defined in 10 CFR
707.4. All positions requiring access authorizations are deemed testing
designated positions in accordance with 10 CFR part 707. All employees
possessing access authorizations are subject to applicant, random or for cause
testing for use of illegal drugs. DOE will not process candidates for a DOE
access authorization unless their tests confirm the absence from their system
of any illegal drug.

(v) When an uncleared applicant or uncleared employee receives an offer of
employment for a position that requires a DOE access authorization, the
Contractor shall not place that individual in such a position prior to the
individual's receipt of a DOE access authorization, unless an approval has
been obtained from the head of the cognizant local security office. If the
individual is hired and placed in the position prior to receiving an access
authorization, the uncleared employee may not be afforded access to classified
information or matter or special nuclear material (in categories requiring
access authorization) until an access authorization has been granted.

(vi) The Contractor must furnish to the head of the cognizant local DOE Security
Office, in writing, the following information concerning each uncleared
applicant or uncleared employee who is selected for a position requiring an
access authorization—

(A) The date(s) each Review was conducted;

(B) Each entity that provided information concerning the individual,

(C) A certification that the review was conducted in accordance with all
applicable laws, regulations, and Executive Orders, including those
governing the processing and privacy of an individual's information
collected during the review;

(D) A certification that all information collected during the review was
reviewed and evaluated in accordance with the Contractor's personnel
policies; and

(E) The results of the test for illegal drugs.

(1) Criminal liability. It is understood that disclosure of any classified information
relating to the work or services ordered hereunder to any person not entitled to
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receive it, or failure to protect any classified information, special nuclear material, or
other Government property that may come to the Contractor or any person under the
Contractor's control in connection with work under this contract, may subject the
Contractor, its agents, employees, or Subcontractors to criminal liability under the
laws of the United States (see the Atomic Energy Act of 1954, 42 U.S.C. 2011 et
seq.; 18 U.S.C. 793 and 794).

(j) Foreign ownership, control, or influence. (1) The Contractor shall immediately
provide the cognizant security office written notice of any change in the extent and
nature of foreign ownership, control or influence over the Contractor which would
affect any answer to the questions presented in the Standard Form (SF) 328,
Certificate Pertaining to Foreign Interests, executed prior to award of this contract.
Contractors are encouraged to submit this information through the use of the online
tool at https://foci.td.anl.gov. When completed the Contractor must print and sign one
copy of the SF 328 and submit it to the Contracting Officer. In addition, any notice of
changes in ownership or control which are required to be reported to the Securities
and Exchange Commission, the Federal Trade Commission, or the Department of
Justice, shall also be furnished concurrently to the Contracting Officer.

(2) If a Contractor has changes involving foreign ownership, control, or influence,
DOE must determine whether the changes will pose an undue risk to the common
defense and security. In making this determination, DOE will consider proposals
made by the Contractor to avoid or mitigate foreign influences.

(3) If the cognizant security office at any time determines that the Contractor is, or is
potentially, subject to foreign ownership, control, or influence, the Contractor
shall comply with such instructions as the Contracting Officer shall provide in
writing to protect any classified information or special nuclear material.

(4) The Contracting Officer may terminate this contract for default either if the
Contractor fails to meet obligations imposed by this clause or if the Contractor
creates a foreign ownership, control, or influence situation in order to avoid
performance or a termination for default. The Contracting Officer may terminate
this contract for convenience if the Contractor becomes subject to foreign
ownership, control, or influence and for reasons other than avoidance of
performance of the contract, cannot, or chooses not to, avoid or mitigate the
foreign ownership, control, or influence problem.

(k) Employment announcements. When placing announcements seeking applicants for
positions requiring access authorizations, the Contractor shall include in the written
vacancy announcement, a notification to prospective applicants that reviews, and tests
for the absence of any illegal drug as defined in 10 CFR 707.4, will be conducted by
the employer and a background investigation by the Federal government may be
required to obtain an access authorization prior to employment, and that subsequent
reinvestigations may be required. If the position is covered by the Counterintelligence
Evaluation Program regulations at 10 CFR part 709, the announcement should also
alert applicants that successful completion of a counterintelligence evaluation may
include a counterintelligence-scope polygraph examination.
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(I) Flow down to subcontracts. The Contractor agrees to insert terms that conform
substantially to the language of this clause, including this paragraph, in all
subcontracts under its contract that will require subcontractor employees to possess
access authorizations. Additionally, the Contractor must require such subcontractors
to have an existing DOD or DOE facility clearance or submit a completed SF 328,
Certificate Pertaining to Foreign Interests, as required in 48 CFR 952.204-73,
Facility Clearance, and obtain a foreign ownership, control and influence
determination and facility clearance prior to award of a subcontract. Information to be
provided by a subcontractor pursuant to this clause may be submitted directly to the
Contracting Officer. For purposes of this clause, subcontractor means any
subcontractor at any tier and the term “Contracting Officer” means the DOE
Contracting Officer. When this clause is included in a subcontract, the term
“Contractor” shall mean subcontractor and the term “contract” shall mean
subcontract.

+1051.108 DEAR 952.204-70 CLASSIFICATION/DECLASSIFICATION (SEP 1997)

In the performance of work under this contract, the contractor or subcontractor shall
comply with all provisions of the Department of Energy's regulations and mandatory
DOE directives which apply to work involving the classification and declassification of
information, documents, or material. In this section, "information" means facts, data, or
knowledge itself; "document™ means the physical medium on or in which information is
recorded; and "material™ means a product or substance which contains or reveals
information, regardless of its physical form or characteristics. Classified information is
"Restricted Data" and "Formerly Restricted Data" (classified under the Atomic Energy
Act of 1954, as amended) and "National Security Information” (classified under
Executive Order 13526 or prior Executive Orders). The original decision to classify or
declassify information is considered an inherently Governmental function. For this
reason, only Government personnel may serve as original classifiers, i.e., Federal
Government Original Classifiers. Other personnel (Government or contractor) may serve
as derivative classifiers which involves making classification decisions based upon
classification guidance which reflect decisions made by Federal Government Original
Classifiers.

The contractor or subcontractor shall ensure that any document or material that may
contain classified information is reviewed by either a Federal Government or a
Contractor Derivative Classifier in accordance with classification regulations including
mandatory DOE directives and classification/declassification guidance furnished to the
contractor by the Department of Energy to determine whether it contains classified
information prior to dissemination. For information which is not addressed in
classification/declassification guidance, but whose sensitivity appears to warrant
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classification, the contractor or subcontractor shall ensure that such information is
reviewed by a Federal Government Original Classifier.

In addition, the contractor or subcontractor shall ensure that existing classified documents
(containing either Restricted Data or Formerly Restricted Data or National Security
Information) which are in its possession or under its control are periodically reviewed by
a Federal Government or Contractor Derivative Declassifier in accordance with
classification regulations, mandatory DOE directives and classification/declassification
guidance furnished to the contractor by the Department of Energy to determine if the
documents are no longer appropriately classified. Priorities for declassification review of
classified documents shall be based on the degree of public and researcher interest and
the likelihood of declassification upon review. Documents which no longer contain
classified information are to be declassified. Declassified documents then shall be
reviewed to determine if they are publicly releasable. Documents which are declassified
and determined to be publicly releasable are to be made available to the public in order to
maximize the public's access to as much Government information as possible while
minimizing security costs.

The contractor or subcontractor shall insert this clause in any subcontract which involves
or may involve access to classified information.

|4.2061.109 DEAR 952.204-75 PUBLIC AFFAIRS (DEC 2000)

|4.20671.110 DEAR 952.204-77 COMPUTER SECURITY (AUG 2006)

| +.2081.111 DEAR 952.208-70 PRINTING (APR 1984)

|4.1091.112 DEAR 952.209-72 ORGANIZATIONAL CONFLICTS OF INTEREST
(AUG 2009)

(a) Purpose. The purpose of this clause is to ensure that the Contractor (1) is not biased
because of its financial, contractual, organizational, or other interests which relate to the
work under this contract, and (2) does not obtain any unfair competitive advantage over
other parties by virtue of its performance of this contract.

(b) Scope. The restrictions described herein shall apply to performance or participation
by the Contractor and any of its affiliates or their successors in interest (hereinafter
collectively referred to as "Contractor"”) in the activities covered by this clause as a prime
Contractor, subcontractor, cosponsor, joint venturer, consultant, or in any similar
capacity. For the purpose of this clause, affiliation occurs when a business concern is
controlled by or has the power to control another or when a third party has the power to
control both.
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(1) Use of Contractor's Work Product.

(i) The Contractor shall be ineligible to participate in any capacity in Department
contracts, subcontracts, or proposals therefore (solicited and unsolicited) which stem
directly from the Contractor's performance of work under this contract for a period of
(three) years after the completion of this contract. Furthermore, unless so directed in
writing by the Contracting Officer, the Contractor shall not perform any advisory and
assistance services work under this contract on any of its products or services or the
products or services of another firm if the Contractor is or has been substantially involved
in their development or marketing. Nothing in this subparagraph shall preclude the
Contractor from competing for follow-on contracts for advisory and assistance services.

(i) If, under this contract, the Contractor prepares a complete or essentially complete
statement of work or specifications to be used in competitive acquisitions, the Contractor
shall be ineligible to perform or participate in any capacity in any contractual effort
which is based on such statement of work or specifications. The Contractor shall not
incorporate its products or services in such statement of work or specifications unless so
directed in writing by the Contracting Officer, in which case the restriction in this
subparagraph shall not apply.

(iii) Nothing in this paragraph shall preclude the Contractor from offering or selling its
standard and commercial items to the Government.

(2) Access to and use of information.

(i) If the Contractor, in the performance of this contract, obtains access to information,
such as Department plans, policies, reports, studies, financial plans, internal data
protected by the Privacy Act of 1974 (5 U.S.C. 552a), or data which has not been
released or otherwise made available to the public, the Contractor agrees that without
prior written approval of the Contracting Officer it shall not—

(A) use such information for any private purpose unless the information has been
released or otherwise made available to the public;

(B) compete for work for the Department based on such information for a period of six
(6) months after either the completion of this contract or until such information is
released or otherwise made available to the public, whichever is first;

(C) submit an unsolicited proposal to the Government which is based on such
information until one year after such information is released or otherwise made available
to the public; and

(D) release such information unless such information has previously been released or
otherwise made available to the public by the Department.
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(i) In addition, the Contractor agrees that to the extent it receives or is given access to
proprietary data, data protected by the Privacy Act of 1974 (5 U.S.C. 552a), or other
confidential or privileged technical, business, or financial information under this contract,
it shall treat such information in accordance with any restrictions imposed on such
information.

(i) The Contractor may use technical data it first produces under this contract for its
private purposes consistent with paragraphs (b)(2)(i) (A) and (D) of this clause and the
patent, rights in data, and security provisions of this contract.

(c) Disclosure after award.

(1) The Contractor agrees that, if changes, including additions, to the facts disclosed by it
prior to award of this contract, occur during the performance of this contract, it shall
make an immediate and full disclosure of such changes in writing to the Contracting
Officer. Such disclosure may include a description of any action which the Contractor has
taken or proposes to take to avoid, neutralize, or mitigate any resulting conflict of
interest. The Department may, however, terminate the contract for convenience if it
deems such termination to be in the best interest of the Government.

(2) In the event that the Contractor was aware of facts required to be disclosed or the
existence of an actual or potential organizational conflict of interest and did not disclose
such facts or such conflict of interest to the Contracting Officer, DOE may terminate this
contract for default.

(d) Remedies. For breach of any of the above restrictions or for nondisclosure or
misrepresentation of any facts required to be disclosed concerning this contract, including
the existence of an actual or potential organizational conflict of interest at the time of or
after award, the Government may terminate the contract for default, disqualify the
Contractor from subsequent related contractual efforts, and pursue such other remedies as
may be permitted by law or this contract.

(e) Waiver. Requests for waiver under this clause shall be directed in writing to the
Contracting Officer and shall include a full description of the requested waiver and the
reasons in support thereof. If it is determined to be in the best interests of the
Government, the Contracting Officer may grant such a waiver in writing.

+116]1.113 DEAR 952.215-70 KEY PERSONNEL (DEC 2000)

(a) The personnel listed in Section H are considered essential to the work being
performed under this contract. Before removing, replacing, or diverting any of the
listed or specified personnel, the Contractor must: (1) Notify the Contracting Officer
reasonably in advance; (2) submit justification (including proposed substitutions) in
sufficient detail to permit evaluation of the impact on this contract; and (3) obtain the
Contracting Officer's written approval. Notwithstanding the foregoing, if the
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Contractor deems immediate removal or suspension of any member of its
management team is necessary to fulfill its obligation to maintain satisfactory
standards of employee competency, conduct, and integrity under the clause at 48 CFR
970.5203-3, Contractor's Organization, the Contractor may remove or suspend such
person at once, although the Contractor must notify Contracting Officer prior to or
concurrently with such action.

(b) The list of personnel may, with the consent of the contracting parties, be amended
from time to time during the course of the contract to add or delete personnel.

| +2121.114 DEAR 952.223-78 SUSTAINABLE ACQUISITION PROGRAM (OCT 2010)
| +2221.115 DEAR 952.242-70 TECHNICAL DIRECTION (DEC 2000)

(a) Performance of the work under this contract shall be subject to the technical direction
of the DOE Contracting Officer's Representative (COR). The term "technical
direction” is defined to include, without limitation:

(1) Providing direction to the Contractor that redirects contract effort, shift work
emphasis between work areas or tasks, require pursuit of certain lines of inquiry,
fill in details, or otherwise serve to accomplish the contractual Statement of Work.

(2) Providing written information to the Contractor that assists in interpreting
drawings, specifications, or technical portions of the work description.

(3) Reviewing and, where required by the contract, approving, technical reports,
drawings, specifications, and technical information to be delivered by the
Contractor to the Government.

(b) The Contractor will receive a copy of the written COR designation from the

Contracting Officer. It will specify the extent of the COR's authority to act on behalf

of the Contracting Officer.

(c) Technical direction must be within the scope of work stated in the contract. The COR
does not have the authority to, and may not, issue any technical direction that—

(1) Constitutes an assignment of additional work outside the Statement of Work;
(2) Constitutes a change as defined in the contract clause entitled "Changes;"

(3) In any manner causes an increase or decrease in the total estimated contract cost,
the fee (if any), or the time required for contract performance;
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(4) Changes any of the expressed terms, conditions or specifications of the contract;
or

(5) Interferes with the Contractor's right to perform the terms and conditions of the
contract.

(d) All technical direction shall be issued in writing by the COR.

(e) The Contractor must proceed promptly with the performance of technical direction
duly issued by the COR in the manner prescribed by this clause and within its
authority under the provisions of this clause. If, in the opinion of the Contractor, any
instruction or direction by the COR falls within one of the categories defined in (c)(1)
through (c)(5) of this clause, the Contractor must not proceed and must notify the
Contracting Officer in writing within five (5) working days after receipt of any such
instruction or direction and must request the Contracting Officer to modify the
contract accordingly. Upon receiving the notification from the Contractor, the
Contracting Officer must—

(1) Advise the Contractor in writing within thirty (30) days after receipt of the
Contractor's letter that the technical direction is within the scope of the contract
effort and does not constitute a change under the Changes clause of the contract;

(2) Advise the Contractor in writing within a reasonable time that the Government
will issue a written change order; or

(3) Advise the Contractor in writing within a reasonable time not to proceed with the
instruction or direction of the COR.

(F) A failure of the Contractor and Contracting Officer either to agree that the technical
direction is within the scope of the contract or to agree upon the contract action to be
taken with respect to the technical direction will be subject to the provisions of the
clause entitled "Disputes.”

+1431.116 DEAR 970.5223-1 INTEGRATION OF ENVIRONMENT, SAFETY, AND
HEALTH INTO WORK PLANNING AND EXECUTION (DEC 2000)

THE FOLLOWING CLAUSES APPLY TO THE COST-REIMBURSEMENT CLINS
ONLY

| +2241.117 FAR 52.216-7 ALLOWABLE COST AND PAYMENT (JUN 2013)/DEAR
952.216-7 ALLOWABLE COST AND PAYMENT (FEB 2011)

(@)(3) 30"

+1151.118 FAR 52.216-11 COST CONTRACT - NO FEE (APR 1984)
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‘l.—l—]:@l.ll9 FAR 52.232-20 LIMITATION OF COST (APR 1984)
‘l.—l—l—ll.lZO FAR 52.232-22 LIMITATION OF FUNDS (APR 1984)

| +2181.121 FAR 52.233-3 PROTEST AFTER AWARD (AUG 1996) ALTERNATE |
(JUN 1985)

| 14291.122 FAR 52.242-1 NOTICE OF INTENT TO DISALLOW COSTS (APR 1984)

| +4201.123 FAR 52.243-2 CHANGES - COST-REIMBURSEMENT (AUG 1987)
21 FAR52:245- 1 GOVERNMENTPROPERTY-(APR 2012}

+122]1.124 FAR 52.249-6 TERMINATION (COST-REIMBURSEMENT) (MAY 2004)

+1231.125 DEAR 952.251-70 CONTRACTOR EMPLOYEE TRAVEL DISCOUNTS_
(AUG 2009)
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PART 111 — LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS

SECTION J - LIST OF ATTACHMENTS

ATTACHMENT J-1 EM HQ IT SERVICES LIST OF APPLICABLE DOE
DIRECTIVES (LISTS A AND B)

ATTACHMENT J-2 LIST OF DELIVERABLES

ATTACHMENT J-3 EM HQ IT SERVICES LABOR CATEGORY POSITION
DESCRIPTIONS

ATTACHMENT J-4 LIST OF PWS ACRONYMS

ATTACHMENT J-5 EXECUTED PERFORMANCE GUARANTEE AGREEMENT

[TO BE INSERTED AFTER AWARD]

ATTACHMENT J-6 QUALITY ASSURANCE SURVEILLANCE PLAN
[TO BE PROVIDED DURING TRANSITION]

ATTACHMENT J-7 LABOR CATEGORY RATES FOR FIXED PRICE CLINS

Section J
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The table below summarizes the specific products the Contractor shall submit to the DOE, the type of action DOE will perform, and the

SECTION J - ATTACHMENT J-2

LIST OF DELIVERABLES

Section J — Attachment J-2

date/timeframe that the Contractor shall submit the product. Durations stated in the table are in calendar days unless otherwise noted.

Deliverables are considered contract endpoints, work scope completions, products, reports or commitments that shall be delivered to DOE. The
types of DOE action are defined as:

Approval — The Contractor shall provide the deliverable to DOE for review and approval. Contractor is responsible for obtaining DOE
approval. The initial deliverable shall be of sufficient quality, depth, thoroughness, and format to support DOE approval. DOE will

review the deliverable and provide comments in writing or approval (within 10 business days). DOE comments will be discussed with the

Contractor and the Contractor shall provide written responses. The Contractor shall re-write the documents to incorporate all DOE

mandatory comments. Once DOE approves a deliverable or document, the Contractor shall place it under change control and shall make
no changes to that document without further DOE approval. There shall be no approval by default for any deliverable.
Information — The Contractor shall provide the deliverable to DOE for information purposes. DOE will have the option of reviewing the
information and providing comments. Contractor shall respond to all written comments.

Deliverable

Method of Delivery

Driver / Requirement

Frequency / Timing

Approval by or
Information for
Technical
Monitor(s)
and/or COR

Notes
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Deliverable

Method of Delivery

Driver / Requirement

Frequency / Timing

Approval by or
Information for
Technical
Monitor(s)
and/or COR

Notes

Transition plan

Electronic (Email) to Designated
Contracting Officer (CO) and

Designated-Contracting Officer’s
Representative (COR)

Section C.2.0

Once; within 15 calendar
days following Notice
To Proceed (NTP)

COR review and
approval

Contractor may begin
critical path transition
activities prior to
COR approval.

Monthly Project Status
Report will include (by
task) accomplishments,
planned activities, and
key issues/issue
resolution, and discuss
performance against
performance standards
and quality levels in the
QASP. This report will
also include financial
information (overall and
for each task) including
funding obligations, and

planned and actual costs.

Electronic (Email)

C3.0-C.13.0

10™ business day of the
month

Information

All Tasks

Weekly Status Report
containing
accomplishments,
activities, issues, and
recommendations

Electronic (Email)

C.3.0

COB each Friday

Information

Task #1
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
OMB Exhibit 300 and Electronic (Email) C.3.0 Reports can be Monthly, | Approval by Task #1
53 Reporting Annually, and/ or Aas Technical
determined by OMB Monitor

OMB Passback Electronic (Email) C.3.0 As determined by OMB | Approval by Task #1
Submission Technical

Monitor
Maintain/Create/Maintai | Electronic (Email) C.3.0 As requested in writing Approval by Task #1
n Guidance Documents Technical
for Cost and Risk Monitor
Reduction
Maintain/Create/Maintai | Electronic (Email) C.3.0 As requested in writing Approval by Task #1
n Guidance Documents Technical
for Capital Planning Monitor
Process
Develop and Document | Electronic (Email) C.3.0 As requested in writing Approval by Task #1
a Portfolio Management Technical
process to support IT Monitor
Governance
Facilitate measurement Electronic (Email) C.3.0 Last Friday of each Approval by Task #1
of IT Investment month Technical
Performance (IT Monitor
Dashboard), then issue
report
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
10. | Update/Maintain the EM | Electronic (Email) C.3.0 Within 2 business days | Approval by Task #1
Application Registry of any modification Technical
request to registry, or at | Monitor
least once a month
11. | Support up to 50 Ad Electronic (Email) C.3.0 Within 2 business days Approval by Task #1
Hoc analysis reports for of written request Technical
IT Project/Portfolio Monitor
Management
12. | EM Portfolio Report Electronic (Email) C.3.0 First Monday of each Approval by Task #1
month Technical
Monitor
13. | Perform Support two Electronic (Email) C.3.0 Annually, based on Approval by Task #1
investment TechStat scheduling with sites Technical
Audits annually Monitor
14. | Weekly Status Report Electronic (Email) C.4.0 COB each Friday Information Task #2
containing
accomplishments,
activities, issues, and
recommendations
15. | IT Governance Electronic (Email) C.4.0 As requested in writing Approval by Task #2
documentation Technical
Monitor
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
16. | EA Repository Electronic (Email) C.4.0 Each Friday Approval by Task #2
Maintenance Report Technical
Monitor
17. | EA Management Plan to | Electronic (Email) C.4.0 As requested in writing Approval by Task #2
support decision-making Technical
for the EA program Monitor
18. | IT Strategic Plan Electronic (Email) C.4.0 Provide quarterly as Approval by Task #2
Quarterly Status Report requested Technical
Monitor
19. | Transition Plans — Electronic (Email) C.4.0 As requested in writing Approval by Task #2
develop transition plans Technical
to capture system Monitor
integration and
interoperability
requirements
20. | IT Governance Reports | Electronic (Email) C.4.0 Within 3 business days Approval by Task #2
— develop a governance after being submitted for | Technical
report to summarize all review Monitor
IT projects performance
metrics and information
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
21. | Cloud Computing Electronic (Email) C.4.0 As requested in writing Approval by Task #2
Governance Document — Technical
develop a documented Monitor
solution to integrate
cloud computing
deployments in the EM
governance environment
22. | Document EA Target Electronic (Email) C.4.0 As requested in writing Approval by Task #2
Architecture Technical
Monitor
23. | Support all OMB, Electronic (Email) C.4.0 As requested in writing Approval by Task #2
OCIO, EM Data Calls Technical
Monitor
24. | Develop a Electronic (Email) C.4.0 As requested in writing Approval by Task #2
Comprehensive Data Technical
Management Plan and Monitor
Methodology
25. | Patch Management Electronic (Email) C5.0 Monthly Information Task #3
Report based on
Vulnerability Scanning
performed by OCIO
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
26. | Content Server Content | Electronic (Email) C.5.0 Monthly Information Task #3
Management Report
27. | Content Server Account | Electronic (Email) C.5.0 Monthly Information Task #3
Management and
License Report
28. | Applications Integration | Electronic (Email) C5.0 As requested in writing Approval by Task #3
Analysis and Technical
Recommendations Monitor
29. | Evaluate existing and Electronic (Email) C.5.0 As requested in writing Approval by Task #3
new technologies and Technical
solutions based on new Monitor
requirements
30. | Life cycle application Electronic (Email) C5.0 According to written Approval by Task #3
documentation including project schedule for all Technical
Functional supported applications Monitor
Requirements, System
Design, System Test
Plans, System
Maintenance,
Configuration
Maintenance and
Security Plans
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
31. | Weekly Status Report Electronic (Email) C.35.0 COB each Friday*eekhy | Information Task #3
containing
accomplishments,
activities, issues, and
recommendations
32. | Annual Mission Electronic (Email) C.6.0 January 30 annually Approval by Task #4
Information Program Technical
Plan and Schedule Monitor
33. | Task Management Plan | Electronic (Email) C.6.0 Within 10 business days | Approval by Task #4
and Schedule after task issuance Technical
Monitor
34. | Task Management Plan/ | Electronic (Email) C.6.0 Within 5 business days Approval by Task #4
Schedule Updates after task modification Technical
Monitor
35. | Profile inventory by site | Electronic (Email) C.6.0 Within 30 calendar Information Task #4
days after Notice to
Proceed 30-calendar
days-aftertask-issuance
36. | Updates to RMAIP Electronic (Email) C.6.0 15 calendar-days-after Approval by Task #4
task-issuaneeWithin 15 | Technical
calendar days after Monitor
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
Notice to Proceed
37. | EM Mission Information | Electronic (Email) C.6.0 15-calendar-days-after Information Task #4
Protection Program task-issuanceWithin 15
Standard Operating calendar days after
Procoedure Notice to Proceed
38. | Business Continuity Electronic (Email) C.6.0 January 30 (annually) Approval by Task #4
Disaster Recovery Plan Technical
Monitor
39. | Meeting Minutes Electronic (Email) C.3.0 Within 2 business days Information Task #4
after meeting
| 40. | Quarterly and Annual Electronic (Email) C.6.0 At least 5 business days | Approval by Task #4
FISMA Report prior Under Secretary’s / | Technical
OCIQO’s due date Monitor
| 41. | Updates to Plans of Electronic (Email) C.6.0 At least 5 business days | Approval by Task #4
Action and Milestones prior (to be established) | Technical
and other OCIO- and OMB/OCIO submission | Monitor
OMB- required reports schedules
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
42. | Prepare the OCIO Electronic (Email) C.6.0 Quarterly at least 5 Approval by Task #4
Quarterly Internal business days prior to (to | Technical
Review be established) Monitor
OMB/OCIO submission
schedules
43. | Travel Reports Electronic (Email) C.6.0 Within 3 business days Information Task #4
after completion of the
travel
44, | Certification and Electronic (Email) C.6.0 Within 10 business days | Approval by Task #4
Accreditation Security after the certification Technical
Assessment Report, testing has been Monitor
Certification Memo and completed
associated memos
45. | Finalize MIPP FY Electronic (Email) C.6.0 At least 5 business days | Approval by Task #4
53/300 submissions prior to (to be Technical
established) Monitor
OMB/CFO/OCIO
submission schedules
46. | Prepare Privacy Act Electronic (Email) C.6.0 At least 5 business days | Approval by Task #4
Impact Assessment prior to (to be Technical
Quarterly Report established) Monitor
OMB/CFO/OCIO/PO
submission schedules

10
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
47. | Weekhy-ActivityReport | Electronic (Email) C.6.0 COB each Every Friday | Information Task #4
Weekly Status Report
containing
accomplishments,
activities, issues, and
recommendations
48. | Other-Deliverables-as TBDB c.6.0 As-determined-by-the TBbB Task#4
Required request
49. | Tenable Security Electronic{(Email) c70 Quarterly Information Task#5
.
{eyberseeurity)
50. | Meetihg-Minutes Electrome{fEmath S0 2-businessdeysafter ermation Faskith
{eyberseenryy mestng
51. | Updatesto-Plans-of eRPM/SharePoint C70 2-business-dayspriorto | Information Fask+#5
. Ml : lished!
POA&IMY-and-other CMB/OCIO submission
OCIO-apd QMR- sehadilas
reperisfevbarseenring

11
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
52. | Update SharePoint c70 5" business-day-of the Information Fask#5
recommendationsfor month
Cybersecurity-Standard
Onerating-Procedores
53. | SHeMisHstoperiorm DA S0 pas ) ormation Faskib
Cybersecurity-reviews
and-provide-supportfor
other 1 T-systems-as
needed
54. | Approved Desktop and SharePoint C.7.0 Quarterly Information Task #5
Server Software List
55. | ContiruensMontorng | ShareRont S0 30-calendar days-atter ermation Fasks
56. | Joint Cybersecurity Electronic (Email) C.7.0 Submit as As-required to | EMCBC GSS Task #5
Coordination Center SharePoint JC3. Information cc: to ISSM
(JC3) Incident Reports EMCBC GSS ISSM Information
57. | Joint Cybersecurity SharePoint C.7.0 Update as required EMCBC GSS Task #5
Ceoordination Center ISSM
(JC3) Incident Log and
Updates

12
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Approval by or
Information for

legacy records
collections throughout

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR

57.5¢ Blocked-Websites list Electronic{Emaib) C.7.0 Adleastmenthbhy{more ermation Faskh
363)

| Website-Seeurity-Sean Electronic-(Emaih) -0 Within-three-(3)-business | Information Task+#5

| . | ¢ verformi

60. | Classified system Electronic (Encrypted email C.7.0 Within 120 days of B55 NSS ISSM | Task #5
inspection and delivery) Notice to Proceed and
assessment results Quarterly, thereafter.

| 59.6]f Inventory management Report, either delivered on paper or C.8.0 Within 120 calendar Approval by Task #6
plan for active, inactive, | eElectronically (Email link to days of Notice to Technical
orphan, and legacy Content Server) Proceed-contract-award Monitor
records collections in Program
EM HQ Records-Official
(PRO}

66-62 Design, create, and Report on the structure, content, and | C.8.0 Quarterly Approval by Task #6
implement a database number of records captured Technical
for capturing and Monitor
managing the Program
inventories of active, Records Official
inactive, orphan, and {PRO)

13
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Approval by or
Information for

Tuesday at 4:00pm

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
EM HQ
6163 Report to EM-72 Task Electronic (Email link to Content C.8.0 Bi-Annually (twice a Approval by Task #6
#6 Technical Monitor Server) year) Technical
Program-Records Monitor
Official {PRO) bi- Program
annually (twice a year) Records-Official
on the on-going records PRO)
inventory process to
include a description of
the process followed and
to document the strategy
utilized to ensure
electronic records are
identified and managed
appropriately. aH
electronicrecords-have
inventoried
64. | Weekly Activity Report | Electronic Cc.8.0 Every Monday by Approval by Task #6

for Task #6 4:00pm. In the event of | Technical

a Monday holiday, by Monitor

14
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Approval by or
Information for

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
|| 62.69 Records Management Electronic (Email link to Content C.8.0 Within 120 calendar Approval by Task #6
procedures for Content Server) days of contract award; Technical
Server activities, to updates as necessary Monitor
include inventories of Progrom
active and inactive Records-Official
records held in offices in PRO)
DOE/EM HQ
|| 63.66 Create processes/ Electronic (Email link to Content C.8.0 Within 90 calendar days | Approval by Task #6
procedures for using Server) of -contract award; Technical
Content Server to updates as necessary Monitor
manage records, Program
regardless of media Records-Official
(including Email and (PRO)
electronic files)
throughout EM HQ
|| 64-67 Record Management Electronic (Email link to Content C.8.0 Within 90 calendar days | Approval by Task #6
training modules Server) of contract award,; Technical
suitable for use in the updates as necessary Monitor
Online Learning Center Program
(OLC)/EM Portal Records-Official
(PRO}
65.68 Annual Inventory of EM | Electronic (Email link to Content C.8.0 Annually Approval by Task #6
HQ Vital Records Server) Technical
Monitor
Program
cticial
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Deliverable

Method of Delivery

Driver / Requirement

Frequency / Timing

Approval by or
Information for
Technical
Monitor(s)
and/or COR

Notes

(PRO)

69 Participate in monthly

OCIO/SPO-ITSWG and
EM-13 SWG meetings
and weekly OCIO

DCWG meetings and
prepare summary notes

Electronic (Email) with attached file

C.9.0

Monthly (ITSWG and
SWG meetings), and

Weekly (DCWG
meetings)

Information

Task #7

6410

Prepare status reports of
EM Field Site FGC and
DOE Sustainability
Award program
participants and
awardees

Electronic (Email) with attached file

C.9.0

Quarterly

Information

Task #7

71] Coordinate and review

EM site responses and
prepare cembined
quarterly Federal Data
Center Consolidation
Initiative (FDCCI) and
Data Center
Optimization Initiative
inventory updates to be
submitted through
PortfolioStat and Max

Electronic (Email) with attached file

C.9.0

Quarterly

Approval

Task #7

16
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Approval by or
Information for

Design, System Test
Plans, System
Installation Manuals,

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
Portal
69.72] VTC Utilization Report | Electronic (Email) which includes an | C.10.0 5™ business day of the Information Task #8
attachment and clickable link following month Approval-by
Technical
Moenitor
#06-73 Prepare Inventory Exit Electronic (Email) which includesan | C.10.0 Started within 2 business | Approval by Task #8
Packages using attachment and clickable link days of receipt of Technical
Sunflower; ensure request. Completed and Monitor
equipment is transferred delivered prior to exiting
out of exiting employee’s departure.
employee’s name and
returned to ETIS
inventory and/or
designated assignment
[[ 7274 VTC Room Inventory Electronic (Email) which includesan | C.10.0 Annually (End of Approval by Task #8
attachment and clickable link December) Technical
Monitor
| 4279 Prepare documentation Electronic (Email) which includesan | C.10.0 As agreed upon schedule | Approval by Task #8
to include Functional attachment and clickable link Technical
Requirements, System Monitor

17
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR

User Manuals, System
Maintenance
Documentation,
Configuration
Management Plans,
Security Plans, and other
documentation required
for activities covered
under this task

£3-76] Whitten-Weeldy-Status Electronic (Email) which includesan | C.10.0 COB each Every Friday Information Task #8
Report attachment and clickable link

Weekly Status Report

containing

accomplishments
activities, issues, and

recommendations

#4-77] Conduct Internal EM-72 | Electronic (Email) which includes an | C.10.0 Bi-Annually Approval by Task #8
Bi-Annual Inventory of | attachment and clickable link Technical
EM IT Assets and Monitor

reconcile/document
discrepancies

75:7¢ Quarterly Mobile Device | Electronic (Email) which includes an | C.10.0 Within 2 calendar weeks | Approval by Task #8
Report Analysis to attachment and clickable link after receipt of OCIO Technical
include zero usage, Quarterly Report Monitor

transfers, and departing

18
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Approval by or
Information for

written Plan)

Monitor for this

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
employees
7679 SuppertforEM-72 Varies A0 Asrequired Approval-by Task+#9
e o e
.
|| 7780 Support for EM Field Electronic (Email) C.11.0 As required; meeting Information Task #9
Site Collaboration minutes within 2
Meetings {including business days after
meeting-minutes)-and meeting
Initiatives(including
preparing meeting
minutes and other
written materials)
+8-81f Support for development | Electronic (Email) C.11.0 Per agreed upon Approval by Task #9
of Business Cases for schedule EM-72 OD (the
Identified EM Strategic Technical
Initiatives (including Monitor for this
preparing written Task)
materials)
79:82 Support for Updated EM | Electronic (Email) C.11.0 Peragreed-upon Approval by Task #9
IT Strategic Plan schedule Annually oras | EM-72 OD (the
(including preparing requested Technical

19
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Approval by or
Information for

(overdue, current, etc.)
for distribution each
morning to the DAS,
Senior Staff Officials
(SS0), and Front Office
staff

mailbox address

mornings_ by 9am,
excluding holidays and
other situations when the
government is closed

EMCC Federal
Oversight Lead

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR

Task)

Support EM-720D
|| 8184 Support review of Electronic (Email) C.11.0 As required by DOE Approval by Task #9
departmental level office requesting review | EM-72 OD (the
documents such as the Technical
DOE Information Monitor for this
Resources Management Task)
(IRM) Strategic Plan
and IT Modernization
Strategy to ensure EM
alignment (including
preparing written
comments)
82.89 Prepare Daily ES report | Electronic (Email) from EMCC C.12.0 Daily, Monday — Friday | Approval by Task #10

20
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Approval by or
Information for

Office Signature Task

mailbox address

(FROST) report

(overdue, current, etc.)
for distribution each
morning to the DAS,
Senior Staff Officials
(SS0), and Front Office
staff

mornings by 9am,
excluding holidays and

EMCC Federal
Oversight Lead

other situations when the

government is closed

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
83.8¢ Place the ES Report on Electronic (Email) C.12.0 COB twice a week,every | Approval by Task #10
the EM Portal Tuesday-and-Thursday EMCC Federal
excluding holidays and Oversight Lead
other situations when the
government is closed
84-87] Prepare, disseminate, Electronic (Email) C.12.0 Daily, pending Approval by Task #10
and communicate EM organizational need EMCC Federal
correspondence Nooen-Menday(Tuesday | Oversight Lead
guidance and policy H-Meonday-is-a-hohiday)
information to SSOs and and-Wednesday;
administrative staff excluding-other
using the instant situations-when-the
notification process and gevernmentisclosed
the official
Correspondence
Guidance Handbook
88. | Prepare Daily EM Front | Electronic (Email) from EMCC C.12.0 Daily, Monday — Friday | Approval by Task #10
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
89. | Monitor, track, and Electronic (Email) to EMCC Federal | C.12.0 Daily, Monday — Friday | Information to Task #10
update ES action status oversight Lead mornings by 4:30pm, EMCC Federal
in EDOCS daily excluding holidays and oversight Lead
other situations when the | upon completion
government is closed
|| 85.90 Dispatch Electronic (via ESTARS) C.12.0 Within 2.5 business Approval by Task #10
correspondence days of receipt EMCC Federal
packages for routing and Oversight Lead
signature
| 86-91f Dispatch final signed Electronic (via ESTARS) C.12.0 Within 1.5 business Approval by Task #10
correspondence days of receipt EMCC Federal
document Oversight Lead
actionsand days ERMCCFederal
appropriately-close-the Oversightlead
program-actions-that
remain-open
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Approval by or
Information for

accomplishments,
activities, issues, and

recommendations

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
88.99 Dispatch Electronie fvia ESTARS) G120 Within-25-bosiness Approvelby Fask=10
correspondence days-of receipt EMCC Federal
packages-for-external Oversight Lead
concurenece
85.94 - I o (via ES S XLY: T - I I :
.
. ies (i.e.. ¢
95. | Yearend records Physical records provided to EM C.12.0 Yearly, as required by Approval by Task #10
management actions Records Management Team the EM Records EMCC Federal
Management Policy Oversight Lead
90-9¢| Bi-Weekly Status Electronic (Email) which includes an | C.13.0 COB Bi-\Weekhy-every Information Task #11
Reports containing attachment and clickable link other Friday
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Approval by or
Information for

confidential or
proprietary information
the Contractor receives
under this contract

request of the CO.

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
. . | b
Izegan_d_| g Sustal able e |
|| 92.99 Reports itemizing Electronic (Email) to CO and COR Section H.12%(e) As required, upon CO Information | Reports should

identify the source
(company, companies
or other
organizations) of the
information.

National Participation in
Performance of Work

days prior to the planned
visit

|| 93.99 Certification that Electronic (Email) to CO and COR | Section H.22(a)15 Prior to employment CO approval
Personnel Security
Clearances have been
completed

| 94.1( Notification of Foreign Electronic (Email) to CO Section H. 2618 As required at least 75 CO approval
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Approval by or
Information for

the full period of
performance (base and
option period)

after contract effective
date.

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
|| 95-10 Release of Information Electronic (Email) CO and COR Section H.429 10 days prior to planned | CO approval
issued date
|| 96-10 Responses to Freedom Electronic (Email) to CO and COR Section H.219(b) As requested CO approval
of Information Act and
Privacy Act Requests
|| 9710 Employee Concern Electronic (Email) to CO and COR Section H.2432 Within 90 calendar days | CO approval
Program — of NTP
implementation plan
|| 98.10 Organizational Conflict | Electronic (Email) to CO and COR Section H.2638 Within 10 calendar days | CO Approval
of Interest (OCI) after contract effective
Management Plan date.
|| 99.1 Diversity plan covering | Electronic (Email) to CO and COR Section H.2739 Within 30 calendar days | CO Approval
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Approval by or
Information for
Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
|| 100.1] Diversity Report Electronic (Email) to CO and COR Section H.2739 Annually Information
|| 2011l Code of Business Ethics | Electronic (Email) to CO Section 1.10 30 calendar days after Information
and Conduct NTP
|| 202.1] Reporting Executive Electronic (Email) to CO Section 1.15 Annually Information
Compensation and First-
Tier Subcontract Awards
| 103.1) Updates of Publicly Electronic (Email) to CO Section 1.261 Semi-Annually Information
Available Information
Regarding
Responsibility Matters
| 104.1) Limitations on Electronic (Email) to CO and COR Section 1.4137 Yearly CO/COR In addition to
Subcontracting Review calculating the
Information percentage reflecting
compliance with the
requirements set forth
in FAR 52.219-14;
the contractor shall
provide sufficient
documentation on
how the percentage
was computed. The
report shall be fully
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Approval by or
Information for

Disabilities

30

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
supported, including
but not limited to, a
narrative explanation
and backup
supporting
documentation, to
allow the CO and
COR to fully
understand the
computation and the
basis of the
computation.
|| 205.1 Equal Opportunity Electronic (Email) to CO Section 1.45 As requested Information
Compliance Information
|| 106.1 Equal Employment Electronic submission via DOE Section 1.456 Annually by September | Information
Report (EEO-1) Workforce Information System 30
(WFIS)
Electronic (Email) to EMCBC Office
of Civil Rights and Diversity
(OCRD) and CO
1071 Affirmative Action Electronic (Email) to EMCBC Section 1.476 Within 30 calendar days | ID OCRD
Program for Veterans OCRD and CO Section 1.478 of NTP and updated review; CO
and Workers with annually by September approval
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Approval by or
Information for

Deliverable Method of Delivery Driver / Requirement Frequency / Timing Technical Notes
Monitor(s)
and/or COR
|| 108.1] Federal Contractor --Electronic submission to U.S. Section 1.489 Annually by September Information
Veterans’ Employment | Department of Labor 30
Report (VETS-100A
Report) Electronic (Email) to EMCBC
OCRD and CO
| 109.1] Annual Biobased --Electronic submission via Section 1.563 (i) October 31 of each Information
Report http://www.sam.gov year during contract
--Email notification to CO and COR performance; and
(ii) At the end of
contract performance
| 1101 Bankruptcy Notification | Electronic (Email) to CO Section 1.931 As Applicable Information
|| 222.1] Consent to Subcontract Electronic (Email) to CO Section 1.964 As required CO

28
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Deliverable

Method of Delivery

Driver / Requirement

Frequency / Timing

Approval by or
Information for
Technical
Monitor(s)
and/or COR

Notes

1l Workplace Substance

Abuse Program

Electronic (Email) to EMCBC
Industrial Relations Specialist and
Co

DOE 0 350.1

10 CFR 707

Section 1127

Within 30 calendar days
of NTP

EMCBC
Industrial
Relations
Specialist
review; CO
approval

1131

Employee Assistance
Program Implementation
Plan

Electronic (Email) to EMCBC
Industrial Relations Specialist and
CO

DOE 0 350.1
Section1-125

Within 60 calendar days
of NTP

EMCBC
Industrial
Relations
Specialist
review; CO
approval

Basis of Estimate (BOE)
Statements

Electronic (Email) to CO

Once; within 5 business
days following contract
award.

Information

Basis of Estimate (BOE) Statements shall be at the PWS level as identified in Section C. The BOE documents shall support the Contractor's proposed prices by

specifically identifying assumptions and the resource quantities (labor hours, material quantities, etc.) and labor rates for all direct cost elements (direct labor,
materials, equipment, ODC's, etc.)
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EM HQ IT SERVICES LABOR CATEGORY POSITION DESCRIPTIONS AND QUALIFICATIONS FORKEY

Labor Category —
Key Personnel

Position Description

Minimum Qualifications

Senior Program Manager —
Key Personnel

Provides overall direction, control and reporting of multiple tasks, including
development and implementation of advance program/project management
perspectives and lessons learned case studies. Provides high-level technical
and management guidance to ensure all schedule and cost objectives are
achieved successfully. Develops program management documentation, project
schedules and various planning and case study training documents. Determines
and acquires resources to complete projects as needed. Responsible for the
technical content and phases of program/project execution.

Organizes, directs, and manages contract operating support functions,

involving multiple, complex, and inter-related project tasks. Manages teams of
contract support personnel at multiple locations. Maintains and manages the
customer interface at the senior levels of the client organization. Meets with
customer and contractor personnel to formulate and review task plans and
deliverable items. Ensures conformance with program task schedules and costs.
Responsible for overall contractor performance on the Contract.

Bachelor’s degree in Computer Science, Software
Engineering, Business Administration,
Management or other scientific or technical
disciplines with 6 to 10 years of relevant
experience.

Senior Technical Project
Manager — Key Personnel

Serves as task lead for contractor staff in the delivering of products and
services to the customer. Responsible for the development and maintenance of
a Work Breakdown Structure (WBS) for delivering all products and services as
defined by the scope, cost, and schedule requirements.

Supports a large, complex contract with many tasks. Assists the Senior
Program Manager in working with the Contracting Officer (CO), the
Contracting Officer’s Representative (COR), the task level Technical Monitors,
government management personnel, and customer agency representatives.
Responsible for the overall management of the specific tasks and insuring that
the technical solutions and schedules in the contract are implemented in a
timely manner.

Bachelor’s degree in Computer Science,
Information Systems, Engineering, Business,
Management, Physical Science, or other
technically related discipline with 6 years relevant
experience in the Federal environment.
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Senior Cyber Security
Analyst — Key Personnel

Possess a working knowledge of network technologies such as: Windows,
Linux Operating Systems; Database security, Active Directory, Service
Oriented Architectures, vulnerability testing, networking protocols and
topologies, security architectures, and incident management. Develops
technical solutions including: information operations and analysis related to
security intrusion analysis, systems and vulnerabilities, network security,
advanced analytic tools, data visualization techniques. Serves as lead analyst
in the detection of malicious activity to prevent, detect, contain, and eradicated
intrusions and intrusion attempts. Conduct analysis of system logs, forensic
results, vulnerability assessment tool results, risk, and investigate instances of
security concern throughout the enterprise. Ensure required cyber security
policies are adhered to and that required controls are implemented.

Bachelor’s degree in Computer Science,
Programming, Software Engineering, or other
related discipline from an accredited institution
with more than 8 years relevant experience.
Experience in computer network defense and in
depth technical knowledge/mastery with intrusion
detection systems. Must have a working
knowledge of NIST 800 series guidance for cyber
security.

Lipbor Category —
EM Mission Systems
S

Upport Task

Position Description

Minimum Qualifications

d)plications Systems
falyst — SENIOR — EM

Formulates and defines system scope and objectives based on user needs.
Devises or modifies procedures to solve complex problems. Analyzes and

ission Systems Support

revises existing system logic difficulties and documentation as necessary. May

Bachelor’s degree in Computer Science,
Information Systems, Software Engineering,
Business, or other related discipline with 5 years

M
Tgsk

use CASE tools.

of relevant experience.

Ad)plications Systems
Arhalyst — INTERMEDIATE —

Formulates and defines system scope and objectives through research and
fact-finding to develop or modify moderately complex information systems.

Bachelor’s degree in Computer Science,
Information Systems, Software Engineering

EM Mission Systems Analyzes and revises existing system logic difficulties and documentation as Business, or other related discipline with 3 years
Sypport Task necessary. May use CASE tools. of relevant experience.

Database Designs, implements, and maintains moderately complex databases. Includes Bachelor’s degree in Computer Science, Software
Amalyst/Programmer — maintenance of database dictionaries and integration of systems through Engineering or relevant discipline with a minimum
INTERMEDIATE — EM database design. Competent to work on most phases of database of 5 years of experience.

Miission Systems Support administration

Tqsk
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Labor Category — IT Position Description Minimum Qualifications
Cyber Security Task
Sgnior Penetration Tester | Conducts remote and onsite testing of Information Technology Bachelor's degree in Computer Science,

T Cyber Security Task

Systems (IT) to detect weaknesses, vulnerabilities, and compliance
issues. Experienced in Network architectures, operating systems,
application software, and cyber security tools and technigues. Expert

Programming, Software Engineering, or other
related discipline from an accredited
institution with more than 10 years relevant

in the use of penetration testing tools, technigues, and attack vectors

experience. Must have at least four years of

to be used in a sanctioned attack or intrusion for the sole purpose of

practical experience conducting penetration

evaluating the security of an IT system and to discover weaknesses,
vulnerabilities, or compliance issues that are unknown to the system

testing. Serve as the lead Penetration Tester
and responsible for management of

owner.

penetration testing program. Must have a
working knowledge of NIST 800 series
guidance for cyber security.

Pgnetration Tester —IT Conducts remote and onsite testing of Information Technology Bachelor's degree in Computer Science,

Cyber Security Task Systems (IT) to detect weaknesses, vulnerabilities, and compliance Programming, Software Engineering, or other
issues. Experienced in Network architectures, operating systems, related discipline from an accredited
application software, and cyber security tools and techniques. Expert institution with more than 5 years relevant
in the use of penetration testing tools, technigues, and attack vectors experience. Must have at least four years of
to be used in a sanctioned attack or intrusion for the sole purpose of practical experience conducting penetration
evaluating the security of an IT system and to discover weaknesses, testing. Must have a working knowledge of
vulnerabilities, or compliance issues that are unknown to the system NIST 800 series guidance for cyber security.
owner.

Malware Analyst/Reverse | Analyze Malware to determine its capabilities, intent, indicators and Bachelor's degree in Computer Science,

Erjgineer — IT Cyber origin. Work with forensics personnel to reverse engineer the Programming, Software Engineering, or other

Sdcurity Task sequence of events of a breach or attack. Create alerts, and Indicators related discipline from an accredited

of compromise that will be shared throughout the enterprise. Develop

institution with more than 5 years relevant

briefings to educate the customer leadership and user base about
current technical and intelligence threats.

experience. Expert knowledge in Dynamic
and Static analysis and tools such as IDApro,
Ollydbg, and other like tools.
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Sdnior Cyber Security
Anmalyst — IT Cyber Security

Possess a working knowledge of network technologies such as:

Task

Windows, Linux Operating Systems; Database security, Active
Directory, Service Oriented Architectures, vulnerability testing,
networking protocols and topologies, security architectures, and
incident management. Develops technical solutions including:
information operations and analysis related to security intrusion
analysis, systems and vulnerabilities, network security, advanced
analytic tools, data visualization techniques. Experience in computer
network defense and in depth technical knowledge/mastery with
intrusion detection systems. Serve as lead analyst in the detection of
malicious activity to prevent, detect, contain, and eradicated intrusions

and intrusion attempts. Conduct analysis of system logs, forensic
results, vulnerability assessment tool results, risk, and investigate
instances of security concern throughout the enterprise. Ensure

required cyber security policies are adhered to and that required
controls are implemented.

Bachelor's degree in Computer Science,
Programming, Software Engineering, or other
related discipline from an accredited
institution with more than 8 years relevant
experience. Must have a working knowledge
of NIST 800 series guidance for cyber

security.

Lipbor Category —
EM Cloud Task

Position Description

Minimum Qualifications

Efterprise Architect — EM

Acts independently to provide business and/or technical IT consulting support

Bachelor's degree in Computer Science, Software

Cloud Task

to strategic units and customer enterprises. Works with executives in the
customer organization to formulate enterprise-wide business and/or technical

Engineering, Business Management or related
discipline with 3 to 5 years relevant experience.

IT product and/or service strategies. Develops and applies consulting
methodologies, business models and organizational behavior models to
conceptualize methods to apply business and/or technical IT products and
services as strategic assets. Supports and participates in the conceptualization
and development of ' technology policy, methodologies, models, techniques

and strategies.
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Section J — Attachment J-3

Information Assurance

Specialist — SENIOR —

Establishes and satisfies complex system-wide information security
requirements based upon the analysis of user, policy, requlatory, and resource

Bachelor’s degree in Computer Science,
Engineering, Business Administration, or other

EM Cloud Task demands. Coordinates with customer organization to establish and define related scientific or technical discipline. Requires
programs, resources, and risks. Provides guidance and direction to other an expert understanding of security policy
professionals, acts in a consulting and/or advisory capacity, coordinates advocated by the U.S. Government with 10 to 15
resolution of highly complex problems and tasks. years of relevant experience.

Applications Systems Formulates and defines system scope and objectives through research and fact- | Bachelor’s degree in Computer Science,

Ahalyst — finding to develop or modify moderately complex information systems. Information Systems, Software Engineering

INTERMEDIATE - EM Analyzes and revises existing system logic difficulties and documentation as Business, or other related discipline with 3 years

Cloud Task necessary. May use CASE tools. of relevant experience.

Plloject Manager — EM

C|

oud Task

Designs, implements, and maintains moderately complex databases. Includes
maintenance of database dictionaries and integration of systems through
database design. Competent to work on most phases of database
administration

Bachelor’s degree in Computer Science
Information Systems, Engineering, Business,
Management, Physical Science, or other
technically related discipline with 6 years of
relevant experience in the Federal environment.
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K.1

SECTION K- REPRESENTATIONS, CERTIFICATIONS, AND OTHER

STATEMENTS OF OFFERORS OR QUOTES

FAR 52.204-8 ANNUAL REPRESENTATIONS AND CERTIFICATIONS (DEC

2014)

(@)(1) The North American Industry Classification System (NAICS) code for this

acquisition is 518210.

(2) The small business size standard is $32.5M.
(3) The small business size standard for a concern which submits an offer in its own

name, other than on a construction or service contract, but which proposes to
furnish a product which it did not itself manufacture, is 500 employees.

(b)(1) If the provision at 52.204-7, System for Award Management, is included in this

solicitation, paragraph (d) of this provision applies.

(2) If the provision at 52.204-7 is not included in this solicitation, and the offeror is

(©(1)

currently registered in the System for Award Management (SAM), and has

completed the Representations and Certifications section of SAM electronically,

the offeror may choose to use paragraph (d) of this provision instead of
completing the corresponding individual representations and certification in the
solicitation. The offeror shall indicate which option applies by checking one of
the following boxes:

[ ] (i) Paragraph (d) applies.

[X] (ii) Paragraph (d) does not apply and the offeror has completed the individual
representations and certifications in the solicitation.

The following representations or certifications in SAM are applicable to this

solicitation as indicated:

(i) 52.203-2, Certificate of Independent Price Determination. This provision
applies to solicitations when a firm-fixed-price contract or fixed-price contract
with economic price adjustment is contemplated, unless—

(A) The acquisition is to be made under the simplified acquisition procedures
in Part 13;

(B) The solicitation is a request for technical proposals under two-step sealed
bidding procedures; or

(C) The solicitation is for utility services for which rates are set by law or
regulation.

(i1) 52.203-11, Certification and Disclosure Regarding Payments to Influence
Certain Federal Transactions. This provision applies to solicitations expected
to exceed $150,000.

(iii) 52.204-3, Taxpayer Identification. This provision applies to solicitations that
do not include the provision at 52.204-7, System for Award Management.

(iv) 52.204-5, Women-Owned Business (Other Than Small Business). This
provision applies to solicitations that—

(A) Are not set aside for small business concerns;

K-1
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(B) Exceed the simplified acquisition threshold; and
(C) Are for contracts that will be performed in the United States or its outlying
areas.

(v) 52.209-2, Prohibition on Contracting with Inverted Domestic Corporations—
Representation.

(vi) 52.209-5, Certification Regarding Responsibility Matters. This provision
applies to solicitations where the contract value is expected to exceed the
simplified acquisition threshold.

(vii) 52.214-14, Place of Performance—Sealed Bidding. This provision applies to
invitations for bids except those in which the place of performance is specified
by the Government.

(viii) 52.215-6, Place of Performance. This provision applies to solicitations
unless the place of performance is specified by the Government.

(ix) 52.219-1, Small Business Program Representations (Basic & Alternate I).
This provision applies to solicitations when the contract will be performed in
the United States or its outlying areas.

(A) The basic provision applies when the solicitations are issued by other than
DoD, NASA, and the Coast Guard.

(B) The provision with its Alternate I applies to solicitations issued by DoD,
NASA, or the Coast Guard.

(x) 52.219-2, Equal Low Bids. This provision applies to solicitations when
contracting by sealed bidding and the contract will be performed in the United
States or its outlying areas.

(xi) 52.222-22, Previous Contracts and Compliance Reports. This provision
applies to solicitations that include the clause at 52.222-26, Equal
Opportunity.

(xii) 52.222-25, Affirmative Action Compliance. This provision applies to
solicitations, other than those for construction, when the solicitation includes
the clause at 52.222-26, Equal Opportunity.

(xiii) 52.222-38, Compliance with Veterans’ Employment Reporting
Requirements. This provision applies to solicitations when it is anticipated the
contract award will exceed the simplified acquisition threshold and the
contract is not for acquisition of commercial items.

(xiv) 52.223-1, Biobased Product Certification. This provision applies to
solicitations that require the delivery or specify the use of USDA-designated
items; or include the clause at 52.223-2, Affirmative Procurement of Biobased
Products Under Service and Construction Contracts.

(xv) 52.223-4, Recovered Material Certification. This provision applies to
solicitations that are for, or specify the use of, EPA—designated items.

(xvi) 52.225-2, Buy American Certificate. This provision applies to solicitations
containing the clause at 52.225-1.

(xvii) 52.225-4, Buy American—Free Trade Agreements—Israeli Trade Act
Certificate. (Basic, Alternates I, I, and Il1.) This provision applies to
solicitations containing the clause at 52.225-3.

(A) If the acquisition value is less than $25,000, the basic provision applies.
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(B) If the acquisition value is $25,000 or more but is less than $50,000, the
provision with its Alternate I applies.

(C) If the acquisition value is $50,000 or more but is less than $79,507, the
provision with its Alternate Il applies.

(D) If the acquisition value is $79,507 or more but is less than $100,000, the
provision with its Alternate I11 applies.

(xwviii) 52.225-6, Trade Agreements Certificate. This provision applies to
solicitations containing the clause at 52.225-5.

(xix) 52.225-20, Prohibition on Conducting Restricted Business Operations in
Sudan—_Certification. This provision applies to all solicitations.

(xx) 52.225-25, Prohibition on Contracting with Entities Engaging in Certain
Activities or Transactions Relating to Iran-Representation and Certification.
This provision applies to all solicitations.

(xxi) 52.226-2, Historically Black College or University and Minority Institution
Representation. This provision applies to solicitations for research, studies,
supplies, or services of the type normally acquired from higher educational
institutions.

(2) The following certifications are applicable as indicated by the Contracting

Officer:

[Contracting Officer check as appropriate.]

_X_ (i) 52.204-17, Ownership or Control of Offeror.

_ (i) 52.222-18, Certification Regarding Knowledge of Child Labor for Listed
End Products.

__ (i) 52.222-48, Exemption from Application of the Service Contract Act to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment
Certification.

_(iv) 52.222-52, Exemption from Application of the Service Contract Labor
Standards to Contracts for Certain Services—Certification.

_(v) 52.223-9, with its Alternate I, Estimate of Percentage of Recovered
Material Content for EPA—Designated Products (Alternate | only).

__(vi) 52.227-6, Royalty Information.

__(A) Basic.
__(B) Alternate 1.

_X (vii) 52.227-15, Representation of Limited Rights Data and Restricted

Computer Software.

(d) The offeror has completed the annual representations and certifications electronically
via the SAM website accessed through https://www.acquisition.gov. After reviewing
the SAM database information, the offeror verifies by submission of the offer that the
representations and certifications currently posted electronically that apply to this
solicitation as indicated in paragraph (c) of this provision have been entered or
updated within the last 12 months, are current, accurate, complete, and applicable to
this solicitation (including the business size standard applicable to the NAICS code
referenced for this solicitation), as of the date of this offer and are incorporated in this
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K.2

offer by reference (see FAR 4.1201); except for the changes identified below [offeror
to insert changes, identifying change by clause number, title, date]. These amended
representation(s) and/or certification(s) are also incorporated in this offer and are
current, accurate, and complete as of the date of this offer.

FAR Clause Title Date Change

Any changes provided by the offeror are applicable to this solicitation only, and do not
result in an update to the representations and certifications posted on SAM.

FAR 52.209-7 INFORMATION REGARDING RESPONSIBILITY MATTERS
(JUL 2013)

(a) Definitions. As used in this provision—

“Administrative proceeding” means a non-judicial process that is adjudicatory in

nature in order to make a determination of fault or liability (e.g., Securities and

Exchange Commission Administrative Proceedings, Civilian Board of Contract

Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings).

This includes administrative proceedings at the Federal and State level but only in

connection with performance of a Federal contract or grant. It does not include

agency actions such as contract audits, site visits, corrective plans, or inspection of

deliverables.

“Federal contracts and grants with total value greater than $10,000,000” means—

(1) The total value of all current, active contracts and grants, including all priced
options; and

(2) The total value of all current, active orders including all priced options under
indefinite-delivery, indefinite-quantity, 8(a), or requirements contracts (including
task and delivery and multiple-award Schedules).

“Principal” means an officer, director, owner, partner, or a person having primary

management or supervisory responsibilities within a business entity (e.g., general

manager; plant manager; head of a division or business segment; and similar

positions).

(b) The offeror [ ] has [ ] does not have current active Federal contracts and grants with
total value greater than $10,000,000.

(c) If the offeror checked “has” in paragraph (b) of this provision, the offeror represents,
by submission of this offer, that the information it has entered in the Federal Awardee
Performance and Integrity Information System (FAPIIS) is current, accurate, and
complete as of the date of submission of this offer with regard to the following
information:

(1) Whether the offeror, and/or any of its principals, has or has not, within the last
five years, in connection with the award to or performance by the offeror of a
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Federal contract or grant, been the subject of a proceeding, at the Federal or State

level that resulted in any of the following dispositions:

(1) Inacriminal proceeding, a conviction.

(i1) In a civil proceeding, a finding of fault and liability that results in the payment
of a monetary fine, penalty, reimbursement, restitution, or damages of $5,000
or more.

(i) In an administrative proceeding, a finding of fault and liability that results
in—

(A) The payment of a monetary fine or penalty of $5,000 or more; or
(B) The payment of a reimbursement, restitution, or damages in excess of
$100,000.

(iv) In a criminal, civil, or administrative proceeding, a disposition of the matter
by consent or compromise with an acknowledgment of fault by the Contractor
if the proceeding could have led to any of the outcomes specified in
paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of this provision.

(2) If the offeror has been involved in the last five years in any of the occurrences
listed in (c)(1) of this provision, whether the offeror has provided the requested
information with regard to each occurrence.

(d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this
provision in FAPIIS as required through maintaining an active registration in the
System for Award Management database via https://www.acquisition.gov (see
52.204-7).

K.3 ORGANIZATIONAL CONFLICTS OF INTEREST

(a) Organizational conflict of interest means that because of other activities or
relationships with other persons, a person is unable or potentially unable to render
impartial assistance or advice to the Government, or the person's objectivity in
performing the contract work is or might be otherwise impaired, or a person has an
unfair competitive advantage.

(b) Each Offeror is to check the appropriate block for each of the questions below. The
questions apply equally to (1) the Offeror, (2) intended subcontractors at any tier, (3)
consultants, (4) affiliates of the foregoing, and (5) chief executives and directors of
any of the foregoing who will be involved in performing the contract, and,
accordingly, that the term “Offeror” is defined to include all five types of
considerations. The questions shall be completed by each Offeror or person
identified.

(1) Does the Offeror depend upon industries or firms which could be affected

by DOE actions related to the contract for a significant portion of its
business, or have a relationship (financial, organizational, contractual or
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)

@)

(4)

()

otherwise) with such industries or firms which could impair its objectivity or
independence? Yes[ ] No [

Would any unfair competitive advantage accrue to the Offeror in either its
private or government business pursuits from access to:

(i) data generated under the contract? Yes L1 No [
(ii) information concerning DOE plans and programs? Yes [] No []
(iii) confidential and proprietary data of others? Yes [1 No [

Will any proposed subcontractor perform any self-evaluation or inspection
of a service or product, or evaluation or inspection of another with whom a
relationship exists which could impair objectivity, including evaluation or
inspection of goods or services which complete commercially with the
performer’s goods or services? Yes[ ] No [

Will any of the Offeror’s chief executives, directors, or entities which they
own or represent, or any of the Offeror’s affiliates be involved in the
performance of the contract? Yes [1 No [

Do you have any current business arrangements which may conflict with
your role as Offeror or subcontractor under this contract? Yes [1 No []

(c) If the Offeror checked “yes” to any of the above in paragraph (b), the Offeror shall

provide the statement described in paragraph (d) from each entity or person
affirmatively responding.

(d) The statement must contain the following:

(1) A statement of any past (within the past twelve months), present, or

currently planned financial, contractual, organizational, or other interests
relating to the performance of the statement of work. For contractual
interests, such statement must include the name, address, telephone number
of the client or client(s), a description of the services rendered to the
previous client(s), and the name of a responsible officer or employee of the
Offeror who is knowledgeable about the services rendered to each client, if,
in the 12 months preceding the date of the statement, services were rendered
to the Government or any other client (including a foreign government or
person) respecting the same subject matter of the instant solicitation, or
directly relating to such subject matter. The agency and contract number
under which the services were rendered must also be included, if applicable.
For financial interests, the statement must include the nature and extent of
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K.4

K.5

the interest and any entity or entities involved in the financial relationship.
For these and any other interests enough such information must be provided
to allow a meaningful evaluation of the potential effect of the interest on the
performance of the statement of work.

(2) A statement that no actual or potential conflict of interest or unfair
competitive advantage exists with respect to the services required by the
Performance Work Statement to be provided in connection with the instant
contract.

(e) Failure of the Offeror to provide the required statement may result in the Offeror
being determined ineligible for award. Misrepresentation or failure to report any fact
may result in the assessment of penalties associated with false statements or such
other provisions provided for by law or regulation.

INSTRUCTIONS FOR SUBMITTING FOREIGN OWNERSHIP, CONTROL OR
INFLUENCE INFORMATION (FOCI)

The Offeror shall submit FOCI information in accordance with the Section K Provision
entitled, DEAR 952.204-73, Facility Clearance, using the DOE FOCI Electronic
Submission System (ESS) located at https://foci.anl.gov. Under the DOE FOCI ESS
electronic signatures cannot be accepted; thus, a signed SF-328 original, executed in
accordance with the form’s instructions, shall be submitted with the Offeror’s
offer/proposal to DOE.

Offerors are encouraged to transmit FOCI information well before the deadline for
proposal submission set forth in Block 9 of the SF33, in accordance with Section L
Provision entitled, FAR 52.215-1, Instructions to Offerors — Competitive Acquisition.

If the Offeror has an approved facility clearance, the Offeror shall identify (1) its DOE
Facility Code (or DOD CAGE Code, if applicable), (2) the date the Offeror’s completed
Standard Form 328 was submitted, and (3) the date of the Cognizant Security Officer
(CSO) affirmative FOCI determination. A copy of the affirmative FOCI determination
shall also be provided.

E-FOCI ELECTRONIC PROCESSING

In furtherance of DEAR 952.204-73, Facility Clearance, Offerors/subcontractors and/or
joint ventures that do not possess a Department of Defense (DOD) or a Department of
Energy (DOE) Facility Clearance shall submit the information requested via
https://foci.anl.gov website. Offerors/Teaming Partners/Subcontractors and/or Joint
Ventures who possess a DOD or DOE Facility Clearance shall submit agency
documentation that grants the facility clearance, including their company's assigned DOD
commercial and government entity (CAGE) code or DOE facility code.
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Please check, as appropriate:

[ ] Facility Clearance documentation has been submitted via https://foci.anl.gov

[ ] Documentation granting offeror's/teaming partners/subcontractor(s) and/or joint
venture facility clearance is attached

Company Name and Address:

In relation to this solicitation, my company is responding as (please check, as
appropriate):

[ ] Offeror

[ ] Teaming Partner

[ ] Subcontractor

[ ] Joint Venture

[ ] Other (please specify):

When filling out the eFOCI Registration form please include the following information:

= The FOCI Office that will review your FOCI submission when it is completed —
Environmental Management Consolidated Business Center.

= Reason for Request — Environmental Management Headquarters Information
Technology Solicitation No. DE-SOL-0007872.

‘ K+#K.6 SOLICITATION CERTIFICATION

By submitting its signed offer, the Offeror represents its understanding that Solicitation
number DE-SOL-0007872 represents the current and complete contracting requirements
of the Government for the Environmental Management Headquarters Information
Technology Services procurement. This Solicitation supersedes in its entirety any prior
representations from the Government or attributed to the Government, including, but not
necessarily limited to; any information formally provided by the Government prior to
release of this Solicitation; remarks made by the Government during, or reported as a
result of, industry one-on-one meetings; and any information or conjecture presented by
the media, or any other source, on the Governments requirements for this Solicitation.
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| K8K.7 SIGNATURE/CERTIFICATION

By signing below, the Contractor certifies, under penalty of law, that the representations
and certifications are accurate, current, and complete. The Contractor further certifies that
it will notify the Contracting Officer of any changes to these representations and
certifications. The representations and certification made by the Offeror, as contained
herein, concern matters within the jurisdiction of an agency of the United States and the
making of a false, fictitious, or fraudulent representation or certification may render the
maker subject to prosecution under Title 18, United States Code, Section 1001.

Signature of the Officer or Employee Date of Execution
Responsible for the Offer

Typed Name and Title of the Officer or Employee
Responsible for the Offer

Name of Organization

Address City, State, ZIP
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FAR 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE
(FEB 1998)

This solicitation incorporates one or more solicitation provisions by reference, with the same force
and effect as if they were given in full text. Upon request, the Contracting Officer will make their
full text available. The Contractor is cautioned that the listed provisions may include blocks that
must be completed by the Contractor and submitted with its quotation or offer. In lieu of submitting
the full text of those provisions, the Contractor may identify the provision by paragraph identifier
and provide the appropriate information with its quotation or offer. Also, the full text of a
solicitation provision may be accessed electronically at the following address:

https://www.acquisition.qgov/far/

http://energy.gov/management/downloads/searchable-electronic-department-energy-acquisition-
regulation

The following provisions are incorporated by reference:

Provision FAR/DEAR

No. Reference e

L.la |FAR52.204-7 System for Award Management (JUL 2013)

Lib |EAR52204-16 Commercial and Government Entity Code Reporting (JUL 2015NOV
2014)

L.l.c |[|FAR52.215-1 Instructions to Offerors — Competitive Acquisition (JAN 2004)

L.1d |FARS2.215-16 Facilities Capital Cost of Money (JUN 2003)

Preaward On-Site Equal Opportunity Compliance Evaluation (FEB

L.l.e |FAR52.222-24 1999)

L.1.f |DEAR 952.204-73 |Facility Clearance (MAR 2011)

L.1.g |DEAR952.219-70 |DOE Mentor-Protégé Program (MAY 2000)

L.2

L.3

FAR 52.216-1 TYPE OF CONTRACT (APR 1984)

The Government contemplates award of a Firm-Fixed-Price (FFP) contract with Non-Fee Bearing
Cost Reimbursable (CR) Contract Line Item Numbers (CLINs) for Other Direct Costs, Labor-Hour
(LH) CLINs, and Indefinite Delivery/Indefinite Quantity (IDIQ) CLINs under which FFP task

orders can be |ssued Ihe—@evemmen%eememplates—mﬁmd—eﬁa—FwwH*ed—Pﬁee—éFF%eﬁ%aet

FAR 52.233-2 SERVICE OF PROTEST (SEP 2006)/DEAR 952.233-2 SERVICE OF
PROTEST (MAY 2010)

(a) Protests, as defined in section 33.101, Definitions, of the Federal Acquisition Regulation, that
are filed directly with an agency, and copies of any protests that are filed with the Government
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L.5

(b)

(©)

Accountability Office (GAQ), shall be served on the Contracting Officer (addressed as follows)
by obtaining written and dated acknowledgment of receipt from:

United States Department of Energy

Environmental Management Consolidated Business Center
Office of Contracting

250 East 5" Street, Suite 500

Cincinnati, Ohio 45202

Attention: LeAnn-Breck Jodi Gordon

Telephone: (513) 744246-0977563
Facsimile: (513) 246-0529
E-mail: Jodi.gordonteann-breck@emchc.doe.gov

The copy of any protest shall be received in the office designated above within one day of filing
a protest with the GAO.

Another copy of a protest filed with the GAO shall be furnished to the following address within
the time period described in paragraph (b) of this clause:

U.S. Department of Energy

Assistant General Counsel for Procurement and
Financial Assistance (GC-61)

1000 Independence Avenue, S.W.

Washington, DC 20585

Fax: (202) 586-4546

DEAR 952.233-4 NOTICE OF PROTEST FILE AVAILABILITY (AUG 2009)

(@)

(b)

If a protest of this procurement is filed with the Government Accountability Office (GAO) in
accordance with 4 CFR Part 21, any actual or prospective offeror may request the Department
of Energy to provide it with reasonable access to the protest file pursuant to 48 CFR
33.104(a)(3)(ii), implementing section 1065 of Public Law 103- 355. Such request must be in
writing and addressed to the Contracting Officer for this procurement.

Any offeror who submits information or documents to the Department for the purpose of
competing in this procurement is hereby notified that information or documents it submits may
be included in the protest file that will be available to actual or prospective offerors in
accordance with the requirements of 48 CFR 33.104(a)(3)(ii). The Department will be required
to make such documents available unless they are exempt from disclosure pursuant to the
Freedom of Information Act. Therefore, offerors should mark any documents as to which they
would assert that an exemption applies. (See 10 CFR part 1004.)

DEAR 952.233-5 AGENCY PROTEST REVIEW (SEP 1996)

Protests to the Agency will be decided either at the level of the Head of the Contracting Activity or
at the Headquarters level. The Department of Energy's agency protest procedures, set forth in 48
CFR 933.103, elaborate on these options and on the availability of a suspension of a procurement
that is protested to the agency. The Department encourages potential protesters to discuss their
concerns with the Contracting Officer prior to filing a protest.
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L.6

L.7

L.8

L.9

L.10

OFFER ACCEPTANCE PERIOD

Proposals submitted in response to this solicitation shall remain firm for at least 240 calendar days
after the date specified for receipt by the Government and shall contain a statement to this effect. In
addition, the Offeror shall insert “240” (or a larger number) into Block 12 of Standard Form (SF)
33, Solicitation, Acceptance, and Award.

DOE-L-1004 NUMBER OF AWARDS

It is anticipated there will be one award resulting from this solicitation. However, the Government
reserves the right to make any number of awards, or no award, if considered to be in the
Government's best interest to do so.

DOE-L-1005 FALSE STATEMENTS

Proposals must set forth full, accurate, and complete information as required by this solicitation
(including attachments). The penalty for making false statements in proposals is prescribed in 18
U.S.C. 1001.

DOE-L-1006 EXPENSES RELATED TO PROPOSAL OR BID SUBMISSIONS

This solicitation does not commit the Government to pay any costs incurred in the submission of
any proposal, or in making necessary studies or designs for the preparation thereof or for acquiring
or contracting for any services relating thereto.

DOE-L-1012 GUIDANCE FOR PROSPECTIVE OFFERORS — IMPACT OF TEAMING
ARRANGEMENTS ON SMALL BUSINESS STATUS

(a) This procurement has been set aside for small business. In order to ensure that award is made to
an eligible small business, prospective Offerors, in consultation with legal counsel, are
encouraged to review the Small Business Administration's (SBA's) size eligibility standards
found at Title 13 of the Code of Federal Regulations, Section 121 (13 C.F.R. § 121). In
particular, Offerors proposing a joint venture, subcontracting, or another form of teaming
arrangement should review 13 C.F.R. § 121.103, "How does SBA determine affiliation?" prior
to submitting a proposal.

(b) The SBA is the sole authority for making determinations of small business status for small
business programs. Such determinations are binding on the Offeror and the Contracting
Officer. Accordingly, a finding by the SBA of affiliation between an Offeror and its proposed
team member(s) or subcontractor(s) may result in the Offeror being found to be other than a
small business and therefore ineligible for contract award.

(c) Business concerns are considered to be affiliates of each other if either one directly or indirectly
controls or has the power to control the other, or if another concern controls both. In
determining whether affiliation exists, factors such as common ownership (stock ownership or
options, convertible securities and agreements to merge), common management, and contractual
relationships are considered. An Offeror will also be found to be affiliated with its
subcontractor(s) if the Offeror is unusually reliant upon its subcontractors or if the
subcontractor(s) will perform primary and vital requirements of a contract.
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L.11

L.12

L.13

L.14

(d) The SBA has issued several decisions concerning its evaluation of affiliation of an Offeror and
its proposed subcontractor(s). The following examples set forth characteristics that the SBA has
reviewed in considering the question of affiliation and may assist prospective Offerors in
developing any teaming arrangements and their proposals.

(1) The SBA considers whether proposed subcontracting, partnership, joint venture, or other
teaming arrangements contain discrete descriptions of the tasks or work to be performed by
each party. The SBA considers whether the Offeror or, if the Offeror is a joint venture or
partnership, the joint venture participants or partners, perform the primary or vital portions
of the Statement of Work. The SBA considers whether teaming arrangements clearly set
forth the relationship between the parties, as well as the individual roles and responsibilities
assigned.

(2) The SBA considers whether there is a clear separation of facilities, employees, and
management (decision-making authority) between the Offeror and any entities with which it
has teaming arrangements.

(3) The SBA considers the extent to which the Offeror directly employs Key Personnel
(Program Manager, Project Manager, etc.).

(4) If the Offeror is an eligible small business prime contractor, the SBA considers whether the
majority of the technical expertise resides with the Offeror. If the Offeror is an eligible
joint venture, the SBA considers whether the majority of the technical expertise resides
among the joint venture members.

(5) The SBA considers the Offeror's profit sharing arrangements with its proposed
subcontractor or other entities.

(6) In reviewing affiliation between the Offeror and its proposed subcontractors or entities with
which the Offeror has a teaming arrangement, SBA considers the previous contractual or
business relationships between the Offeror and that entity.

DOE-L-1013 ALTERNATE PROPOSALS
Alternate proposals are not solicited, are not desired, and will not be evaluated.

DOE-L-1015 NOTICE OF INTENT - USE OF NON-FEDERAL EVALUATORS AND
ADVISORS

The Government may utilize non-federal advisors for evaluating proposals received in response to
this solicitation. Such evaluators and/or advisors shall be required to sign Nondisclosure
Agreements in accordance with DEAR 915.207-70-(f) (6).

Under the statutes governing Procurement Integrity, non-federal advisors may not disclose any
information learned by participating in this acquisition. Any company that employs such an
individual, after his or her service as an advisor, cannot lawfully seek procurement-sensitive
information, and any attempt to do so constitutes a violation of the Procurement Integrity Act, 41
U.S.C. § 423.

DOE-L-1016 CONTACTS REGARDING FUTURE EMPLOYMENT
Offerors may contact incumbent contractor employees about future employment except where
prohibited by law. These contacts must take place outside the normal working hours of the

employees.

AVAILABILITY OF REFERENCE DOCUMENTS
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L.15

L.16

L.17

Referenced documents are available for offerors for information and use in connection with
preparing an offer, and other written proposal information under this RFP will be made available. A
current listing of the referenced documents available can be found via the EMCBC Environmental
Management (EM) Headquarters (HQ) Information Technology (IT) Services procurement website
at:

https://www.emcbc.doe.qov/SEB/EM HQ IT Services/

INTENTION TO PROPOSE

In order to enable us to anticipate the number of proposals to be evaluated, as an optional courtesy
to DOE, Offerors are requested to submit via email a “Notice of Intent to Propose” to the
Contracting Officer, Jodi Gordon at jodi.gordon@emchbc.doe.gov within 10 calendar days of
proposal due date. The email shall contain known Offeror information such as the name of the
Offeror, Company Division and information on all teaming members, and subcontractors, etc.; and
appropriate contact information such as address and telephone number of the company. Failure to
provide this advance notification does not preclude an Offeror from submitting an offer under this
solicitation.

QUESTIONS ON SOLICITATION

Questions concerning this solicitation must be submitted via email to jodi.gordon@emcbc.doe.gov
and by DecemberNevember 175, 201510FBE], to allow sufficient time before the submission of
proposals. Any questions received after such time may not be answered and may not be a basis for
amending this RFP. Each question should clearly specify the RFP area to which it refers.

Responses to submitted questions will be made available as practicable viathe EMCBC EM HQ IT
Services procurement website:

https://www.emchc.doe.gov/SEB/EM HQ IT Services/questions and_answers.php

Any information concerning this solicitation will be furnished promptly to all prospective Offerors,
if that information is necessary in submitting proposals or if the lack of it would be prejudicial to
any other prospective Offerors. The identity of the prospective Offerors asking questions will be
withheld.

The Government will not respond to questions submitted by telephone or in person at any time
(excluding the scheduled one-on-one sessions). Contractors are encouraged to periodically check
the procurement website to ascertain the status of any answers to questions, as hard copies will not
be distributed.

AWARD WITHOUT DISCUSSIONS WITH CONTRACTORS

The Government intends to evaluate proposals and award a contract without discussions with
offerors. It is particularly important that each Contractor be fully responsive in providing their best
offer initially, since there may be no opportunity to expand, clarify or revise proposals at a later
date.

Contractors' initial proposals shall be reviewed to determine whether they satisfy the requirements
of this solicitation. The Contracting Officer may eliminate those proposals so grossly and obviously
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L.20

deficient as to be totally unacceptable on their face from further consideration before the initial
evaluation.

Failure of Contractors to respond or follow the instructions regarding the organization and content
of any of the proposal volumes may result in the Contractor's entire offer, consisting of Volumes |
through 111 being eliminated from the initial evaluation. If such an offer becomes eliminated from
initial evaluation, revisions to any of the proposal volumes will not be considered for evaluation.

AMENDMENT OF THE SOLICITATION

The only method by which any term of this solicitation may be modified is by an express, formal
amendment generated by the Contracting Officer. No other communication made at any scheduled
pre-solicitation conference or subsequent discussions, whether oral or in writing will modify or
supersede the terms of this solicitation. Receipt of an amendment to the solicitation by a Contractor
must be acknowledged in accordance with the solicitation provision, FAR 52.215-1 "Instructions to
Contractors - Competitive Acquisition.” Such acknowledgment must be received prior to the hour
and date specified for receipt of offers.

ELECTRONIC MEDIA — RFP AND AMENDMENT DISTRIBUTION

In order to further the Government policy of maximizing electronic commerce and making the
acquisition process optimally cost effective, electronic media will be used exclusively and will be
the sole method used for distributing the RFP and amendments to the public. The RFP and any
amendments will be posted via FedBizOpps and the FedConnect website at:

https://www.fbo.gov/

and

https://www.fedconnect.net/FedConnect/Default.htm

The FedConnect electronic medium will constitute the official distribution method for this
RFP.

The RFP, related reference documents, any amendments, and questions and answers will
also be posted to the EMCBC EM HQ IT Services procurement website at:

https://www.emchc.doe.gov/SEB/EM HQ IT Services/index.php

Offerors and all other interested parties shall maintain continual surveillance of the websites
to remain abreast of the latest available information. No other communication, whether oral
or in writing, will modify or supersede the terms of the RFP. The only method by which
any term of the RFP may be modified is by an express, formal amendment to the RFP
generated by the Contracting Officer.

DISPOSITION OF OFFERORS AND PROPOSAL INFORMATION

Proposals will not be returned. Proposals not required for official record retention will be
destroyed. Drawings, specifications, and other documents supplied with the solicitation may be
retained by the Offeror (unless there is a requirement for a document to be completed and returned
as a part of the offer).
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L.21

L.22

L.23

EXCEPTIONS OR DEVIATIONS

The Offeror's exceptions to and deviations from the solicitation’s terms and conditions, including
but not limited to Federal Acquisition Regulation (FAR), Department of Energy Acquisition
Regulation (DEAR), and DOE clauses are not sought and the Government is under no obligation to
enter into discussions. Any exceptions, deviations, or conditional assumption to the terms of the
solicitation may make an offer ineligible for award.

SMALL BUSINESS SIZE STANDARD AND SET-ASIDE INFORMATION

This acquisition is a set-aside for small businesses only. The North American Industry

Classification System (NAICS) Code is 518210, Data Processing, Hosting, and Related Services.

The size standard for NAICS Code 518210 is $32.5M.

TIME, DATE, AND PLACE OFFERS AND PROPOSAL INFORMATION ARE DUE

(&) The Offeror shall submit its proposal in both electronic form and paper copies. The submission
of electronic proposals by means other than FedConnect is not authorized. All Offers and
Proposal Information, regardless of method of delivery, must be received on or before the date
and time shown in Block 9 of the SF33.

(b) Written proposals delivered via standard, next day, or express mail, shall be marked as follows:

FROM: Offeror’s Name

MAIL Original and five (5) copies TO:

U S. Department of Energy

ATTN: Jodi Gordon, Contracting Officer

110 Boggs Lane 250 East 5" Street, Suite-500
SpringdaleCineinnati, OH 4524602

Request for Proposal (RFP) No. DE-SOL-0007872

*NOTICE TO DOE MAIL ROOM: DO NOT OPEN. THIS IS APROPOSAL UNDER
THE ABOVE-IDENTIFIED SOLICITATION.

(c) Offers may be hand delivered to the above address, but the Offeror must phone the Contract
Specialist one business day in advance to arrange delivery:

Hand carried package(s) may only be delivered during the hours 8:00 a.m. to 4:00 p.m. local
time on Federal workdays. Delivery to any other location than that specified herein is
unacceptable.

(d) Notwithstanding which method of delivery the Offeror chooses to use, the Offeror assumes full

responsibility for ensuring that the proposal is received at the place and by the date and time
specified in the RFP. Such proposals must be closed and sealed as if mailing. Any offers
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received at the Government office designated in this provision after the exact time specified for
receipt of offers is “late” and will NOT be considered. Facsimile offers will not be accepted.

PROPOSAL PREPARATION INSTRUCTIONS - GENERAL

(@)

(b)

(©)

(d)

General: Proposals shall conform to solicitation provisions and be prepared in accordance with
this section. To aid in evaluation, the proposal must be clearly and concisely written as well as
being neat, indexed (cross-indexed as appropriate) and logically assembled. Extraneous,
repetitious, or wordy submissions are not desired. All pages of each part must be appropriately
numbered and identified with the name of the Offeror, the date, and the solicitation number.

These instructions are provided to aid the Offeror in the preparation of their proposal. These
instructions and the information contained in these instructions are not evaluation factors for
this solicitation.

Reference Material: DOE has established a website that contains various reference documents
and relatable organizational web links for the Offeror to utilize in preparing their offer. Such
documents/information can be accessed at:

https://www.emcbc.doe.qov/SEB/EM HQ IT Services/index.php

Offerors are cautioned that the reference documents and organizational web links contained in
the above URL address are not, nor was it intended to be, all inclusive. Offerors are strongly
urged to perform additional research using other available sources.

Definitions: The term "Offeror" as used in this Section L refers to the single legal entity
submitting the offer which may be a “contractor team arrangement” as that term is defined in
FAR 9.601(1). The Offeror may be preexisting or newly formed for the purposes of competing
for this Contract.

The term “major subcontractor” as used in this Section L is defined as any proposed
subcontractor that is anticipated to perform work with an estimated value of $10 million or
more over the contract period (including the option periods).

Proposal Submission: The Offeror shall submit its proposal in both electronic form and paper
copies in accordance with the section L provision “TIME, DATE, AND PLACE OFFERS AND
PROPOSAL INFORMATION ARE DUE” and the instructions contained herein. The
submission of electronic proposals by means other than FedConnect is not authorized.
FedConnect on-line is available at http://www.fedconnect.net. The Offeror shall be registered
and have access to the FedConnect website located at http://www.fedconnect.net. Subcontractor
submissions of proprietary information may (a) register in FedConnect and submit their
information separately, identifying in the subject line the solicitation number and to whom they
are a subcontractor; or (b) provide a password protected document file to the prime and share
the password with the CO. Regardless of the option chosen, the subcontractor proposal must
adhere to the proposal due date/time of this solicitation. Each electronic volume submitted by
the Offeror should be uploaded into FedConnect as individual zip files. In addition to the
electronic submission of the Offeror’s proposal, Offerors shall submit the required number of
paper copies of each proposal volume as indicated below. The content in the electronic copy
shall be identical to the content of the paper copies. The written hard-copy version of the
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proposal constitutes the official offer and proposal. In the event of a conflict, the written
proposal takes precedence over the electronic proposal.

Required Copies: The number of hard copies required is shown below.

Volume I, The Offer — 1 Original, 5 copies, and 6 CDs/DVDs
Volume I, Technical Proposal — 1 Original, 5 copies, and 6 CDs/DVDs
Volume IlI, Price Proposal — 1 Original, 5 copies, and 6 CDs/DVDs

The original proposal shall contain signed originals of all documents requiring signatures by the
Offeror. Use of reproductions of signed originals is authorized in all other copies of the
proposal.

Page Limitation: Page limitations apply to the Offeror’s Volume II technical proposal. Volume
Il page limitations are provided in Section L.33-26 below. The Table of Contents, Title Pages,
Glossary, Dividers/Tabs, Blank Pages, Cross Reference Matrix, Key Personnel Resumes,
Letters of Commitment, Past Performance and Relevant Experience Reference Information
Forms, and List of Contracts Terminated for Convenience or Default do not count towards the
Volume Il page limitations. Pages exceeding the page count limit will not be read or evaluated
and will be removed. No material may be incorporated by reference as a means to circumvent
the page limitation. No page limitations apply to Volume | and VVolume IlII.

Binding and Labeling: Each volume shall be separately bound in three-ringed loose-leaf
binders. Staples shall not be used. The outside front cover of each binder shall indicate the
Offeror’s name, the date of proposal submission, the solicitation number, the title of the
solicitation, and the copy number (i.e., sequentially number the required copies with the original
being labeled “Original). The same identifying data shall be placed on the spine of each binder
to facilitate identification and accountability when placed in a vertical position.

CDs/DVDs: The cover and outside of each CD/DVD must clearly identify the volume to which
it relates. Electronic media versions of the proposal files are to be formatted in Adobe Acrobat
7.0 (PDF) or higher. The electronic media versions provided shall be searchable. The
CDs/DVDs are provided for evaluation convenience only. In the event of a conflict, the written
material takes precedence over the CD/DVD text. The Offeror shall submit any supporting
spreadsheets or mathematical computation using Microsoft Excel 2007 or 2010. The Offeror’s
Excel files shall be working versions including formulas and computations.

Page Description: All pages of each volume shall be appropriately numbered, identify the name
of the Offeror, the date of proposal submission, and the solicitation number. Any time a page
limitation is specified, a page is defined as a single side. All pages of the proposal shall be
submitted on 8 1/2” x 11 sheets. Printing is to be double-sided. Print type used in the text
portions of the proposal shall be no smaller than size 12, single spaced, and font type shall be
Times New Roman. Page margins (distance between the edge of the page and the body of the
proposal) shall be 1-inch on the top, bottom, left and right sides of the page. Those pages that
exceed the limits set forth in this solicitation will not be considered in the evaluation.

Graphs and spreadsheets where necessary must be £2-10 point or larger Times New Roman font
type. Foldouts of charts, tables, diagrams or design drawings shall not exceed 11 x 17 inches
and will be considered as two pages. Foldout pages shall fold entirely within the volume. Page
margins for the foldouts shall be a minimum of one inch at the top, bottom and each side.
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(k)

(1)

Cover Letter: A cover letter shall be provided with each proposal volume as the first page. The
cover letter does not count towards any page limitation and shall include the following:

(1) The solicitation number;
(2) The name, address, telephone numbers, and electronic addresses of the Offeror;

(3) Names, titles, telephone numbers, and electronic addresses of persons authorized to
negotiate (if required) and sign the proposal in connection with this solicitation;

(4) The complete legal name and address of the Offeror and other participants to be used in any
resulting contract. Provide Dun and Bradstreet, Inc. (D&B) Data Universal Numbering
System (DUNS) number for the Offeror, each team member, and any proposed
subcontractor regardless of the dollar amount of work they are proposed to perform since a
FOCI determination will be required,;

(5) The name, address, telephone number, and electronic address of the individual in the
Offeror’s organization to be contacted, if necessary, during evaluation of the proposal;

(6) A statement specifying the extent of agreement with all terms, conditions, and provisions
included in the solicitation and agreement to furnish any or all items requested in the
solicitation.

(7) A statement that the Offeror grants to the Evaluation Team or its authorized representatives,
the right to examine, for purposes of verifying the information submitted, those books,
records, documents, and other supporting data that will permit adequate evaluation; and this
right may be exercised in connection with any such reviews deemed necessary by the
Government.

(8) A statement to the effect that the proposal is firm for a period of not less than 240 days.

(9) If Offerors include data in their proposal that they do not want disclosed to the public, or
used by the Government except for evaluation purposes shall mark the cover letter with the
following legend:

“This proposal includes data that shall not be disclosed outside the Government and shall
not be duplicated, used, or disclosed—in whole or in part—for any purpose other than to
evaluate this proposal. If, however, a contract is awarded to this Offeror as a result of—or
in connection with—the submission of this data, the Government shall have the right to
duplicate, use, or disclose the data to the extent provided in the resulting contract. This
restriction does not limit the Government’s right to use information contained in this data if
it is obtained from another source without restriction. The data subject to this restriction are
contained in sheets [insert numbers or identify all].”

Restriction of Data: Mark each sheet of data that is to be restricted with the following legend:
“Use or disclosure of data contained on this sheet is subject to the restriction on the title page of
this proposal.”

Table of Contents: The Offeror shall incorporate a table of contents into each proposal volume,
which identifies the section, sub-section, paragraph titles, and page numbers. Also include a list
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L.25

of all tables and figures.

(m) Glossary: The Offeror shall incorporate a glossary of all abbreviations and acronyms used for
each volume.

(n) Cross Reference Matrix: The Offeror shall provide a completed Cross Reference Matrix which
correlates the proposal by page and section or sub-section number to the Performance Work
Statement, (PWS), Section L, and Section M. This cross reference matrix shall be placed in
Volume Il immediately after the glossary section.

(o) Classified Information: The Offeror shall not provide classified information in response to this
solicitation.

(p) Point of Contact: The CO is the sole point of contact during the conduct of this procurement.

(q) Errors or Omissions: The RFP is considered complete and accurate in every detail and
adequately describes the Government’s requirements. If the Offeror feels any part of the RFP
contains an error or omission, contact the CO to obtain clarification. To preclude unnecessary
work and to ensure submittal of a complete proposal, the Offeror is cautioned to resolve all
guestionable areas with the CO prior to proposal submission.

(r) Changes to the RFP: No changes to this RFP will be effective unless they are incorporated into
the solicitation by a written and signed amendment issued by the CO.

(s) Information Provided: The Government will evaluate on the basis of information provided in
the proposal and in accordance with the evaluation factors specified in Section M. The
Government will not assume that an Offeror possesses any capability unless such a capability is
established in the quotation.

(t) Disposition of Proposals: Proposals will not be returned.

PROPOSAL PREPARATION INSTRUCTIONS - VOLUME I, OFFER AND OTHER
DOCUMENTS

Volume I, Offer and Other Documents, consists of the actual offer to enter into a contract to
perform the required work, as identified in the following paragraphs. The signed original(s) of all
documents requiring signature by the Offerors shall be contained in the original volume(s). No
price/cost information shall be included in the Volume | unless required for completion in Sections

B-J of the contract (e.g., to complete Section B.3, Contract Pricing). Volume I, Offer and Other

Documents, shall include the following (in the order listed):

(a) Standard Form (SF) 33: The Standard Form 33 shall be fully executed by an authorized
representative of the Offeror. The person signing the SF33 must have the authority to commit
the Offeror to all of the provisions of the proposal, fully recognizing that the Government has
the right, by terms of the solicitation, to make an award without further discussion if it so elects.
The acceptance period entered on the Proposal Form by the Offeror must not be less than that
prescribed in the solicitation provision entitled "Offer Acceptance Period", which must apply if
no other period is offered. The Offeror’s completed SF 33 shall include acknowledgement of
all amendments, if any. The form shall be used as the second page of each copy of Volume I,
Offer and Other Documents, after the cover letter. By signing and submitting the SF 33, the
Offeror commits to accepting the resulting Contract as written and to comply with the other
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(b)

(©)

provisions of the solicitation. Any exceptions or deviations by the Offeror to the terms and
conditions stated in this solicitation for inclusion in the resulting Contract may make the offer
unacceptable for award.

Exceptions and Deviations: Exceptions and/or deviations are not sought and the Government is
under no obligation to enter into discussions. However, any exceptions and/or proposed
deviations taken to the terms and conditions of the proposed contract shall be identified. The
exceptions and proposed deviations shall be listed in a logical sequence, such as by individual
sections of the solicitation. The Offeror shall provide summary and specific cross-references to
the full discussion of exceptions or deviations taken in the other proposal volumes. The benefit
to the government, if any, shall be explained for each deviation/exception taken.

IF AN OFFEROR PROPOSES EXCEPTIONS AND/OR DEVIATIONS TO THE TERMS
AND CONDITIONS OF THE SOLICITATION, THE PROPOSAL MAY BE
UNACCEPTABLE FOR AWARD WITHOUT DISCUSSIONS. FURTHER, THE
GOVERNMENT MAY MAKE AN AWARD WITHOUT DISCUSSIONS TO ANOTHER
OFFEROR THAT DID NOT TAKE EXCEPTIONS AND/OR DEVIATIONS TO THE
TERMS AND CONDITIONS;

Sections B through J: Offerors shall only submit those pages requiring Offeror fill-ins as
identified in the model contract (e.g., H.6, Key Personnel, etc.). All other pages of the model
contract are not required for submission. Specific clauses requiring Offeror fill-in are
identified below:

(1) Section B, Supplies or Services and Prices/Costs: The Offeror shall complete the
following sections in Section B:

a) B.3, Contract Pricing

(2) Section G, Contract Administration Data: The Offeror shall complete the following
sections in Section G:

a) G.8, Defective or Improper Invoices

b) G.9, Contractor’s Point of Contact

(3) Section H, Special Contract Requirements: The Offeror shall complete the following
sections in Section H:

a) H.6, Key Personnel

b) H.8, Responsible Corporate Official: The Offeror shall identify by name the
Responsible Corporate Official who has sole corporate (parent company(s))
authority and accountability for Contractor performance. The Responsible
Corporate Official must be at a level above the Contractor who is accountable
for the Contractor regarding performance issues. The Contractor shall also
identify the Corporate Board of Directors.

¢) H.19, Designation and Consent of Major Subcontractors: In accordance with
the requirements of Section H Clause entitled, Designation and Consent of
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Major Subcontracts, the Offeror shall identify any subcontractors in their
proposal which are proposed to perform work with an estimated value of $10
million or more over the contract period (including option year).

(4) Section I, Contract Clauses: The Offeror shall complete the following clauses in
Section |, if applicable:

a) FAR 52.219-28, Post-Award Small Business Program Representation (JUL
2013)
b) FAR 52.227-23, Rights to Proposal Data (Technical) (JUN 1987)

(d) Joint Ventures and/or LLCs and/or Any Other Teaming Arrangements: Offerors that submit a

(€)

()

proposal as a Joint Venture and/or LLC and/or any Other Teaming Arrangement as defined by
FAR 9.601(1) shall provide full and complete information on each of the participating
members/companies, as well as the proposed organization itself. If the Offeror is a joint venture
or an LLC, the Offeror shall describe whether or not the Joint Venture or LLC will be populated
or unpopulated.

If the Offeror’s proposed organization is a joint venture, newly-formed Limited Liability
Company (LLC), or other similar entity where more than one company is involved in a business
relationship created for the purpose of performing under a resultant contract, the Offeror shall
provide a complete copy of the teaming agreement(s) and operating agreement (if applicable)
that describes the business arrangement between the entities. Proposals received from a joint
venture, team or LLC must identify the one member/partner that will have a majority interest
and be responsible for the Offeror’s actions. In order to ensure that award is made to an eligible
small business, the Offeror shall provide evidence that the joint venture or teaming arrangement
is in compliance with the SBA’s size eligibility standards found at 13 CFR 121.

The Offeror shall also provide copies or drafts of any applicable mentor/protégé agreements or
arrangements, and/or arrangements with major subcontractors. After award, DOE reserves the
right to require consent to subcontract(s) for each of the proposed major subcontractors or

participating members/companies in accordance with FAR 52.244-2, Subcontracts (Section 1).

Corporate Governance: The Offeror shall identify by name the Responsible Corporate Official
who has sole corporate (parent company(s)) authority and accountability for Contractor
performance. The Offeror shall name and provide affiliation of each member of the Corporate
Board of Directors (or functionally equivalent entity) who will have corporate oversight of the
management operations of the proposed contractor organization and key personnel. If the
Offeror’s proposed organization is a joint venture, Limited Liability Company (LLC), or similar
entity where more than one company is involved in a business relationship created for the
purpose of performing under the resultant contract, the Offeror shall provide the information
required by this provision for that formal organizational element established to act in a manner
that is functionally equivalent to a Corporate Board of Directors.

The Offeror shall describe the role of the Board of Directors (or functionally equivalent entity)
in providing corporate oversight, corporate assurances, and resource commitments to ensure
that the proposed organizational structure and Key Personnel effectively manage and
accomplish the work contemplated under the contract.

Representations, Certifications, and Other Statements of Offerors: The Offeror, including any
entity comprising the teaming arrangement thereof, as defined by FAR 9.601(1), and each major
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(9)

(h)

(i)

)

subcontractor, shall submit a fully completed and signed Section K, Representations,
Certifications, and Other Statements of Offerors, as a part of Volume | of the proposal signed by
an authorized representative of the Offeror. DOE will also review and verify each entity’s most
recent Representations and Certifications via the System for Award Management (SAM) at
https://www.sam.gov by downloading a copy of the FAR report associated with each entity’s
“Reps & Certs” SAM record. The Offeror shall include confirmation of registration in the SAM
in accordance with FAR 52.204-7, System for Award Management.

Foreign Ownership Control, or Influence (FOCI): As a part of completing Section K, an
Offeror and all teaming partners and subcontractors possessing a security clearance shall
provide their DOE Facility Clearance code or their DOD assigned CAGE code in VVolume 1.
Offerors and any teaming partners and subcontractors that do not possess a DOE Facility
Clearance code or a DOD assigned CAGE code shall submit the original signed and completed
FOCI packet, containing the original SF-328 “Use of Certificate Pertaining to Foreign
Interests,” “Summary of FOCI Data Sheet,” and if applicable, “Representative of Foreign
Interest Statement.” The DOE FOCI/cognizant security office that will review the completed
FOCI submission is the EMCBC. The Offeror shall select the EMCBC when prompted in the
eFOCI system.

Performance Guarantee: The Offeror shall provide a fully completed and executed Attachment
L-6, entitled, Performance Guarantee Agreement, from the ultimate corporate parent(s), which
will become part of the resulting contract as a Section J attachment. The Section H clause
entitled “Performance Guarantee Agreement” requires the Offeror’s parent organization(s) or all
member organizations if the Offeror is a joint venture, Limited Liability Company, other similar
entity, or a newly formed entity to guarantee performance of the contract. If the Contractor is a
joint venture, Limited Liability Company (LLC), or other similar entity where more than one
company is involved in a business relationship, the parent companies of the Contractor shall
each provide guarantees. In order to consider the financial or other resources of the corporate
parent(s), the parent(s) must be legally bound to provide the necessary resources to the
Contractor and assume all contractual obligations of the Contractor. Note: the Attachment L-6
shall only be completed if the Contractor is a joint venture, Limited Liability Company, other
similar entity or a newly formed entity.

Organizational Conflicts of Interest Disclosure: The Offeror, including any entity comprising
the teaming arrangement thereof as defined by FAR 9.601(1) as well as all subcontractors, shall
provide a fully executed Section K.4 “Organizational Conflicts of Interest,” and any necessary
statements required by the provision. If the Offeror believes there is an existing or potential
OClI, the Offeror shall submit an appropriate mitigation plan. If the Department identifies an
existing or potential OCI, the Offeror shall submit any information requested by the
Department, including a mitigation plan.

Equal Employment Opportunity: The Offeror (including major subcontractors, joint venture
members, parent(s), and LLC members) shall provide all of the information required to perform
a pre-award on-site equal opportunity compliance evaluation in accordance with FAR 52.222-
24. This information shall include, but not be limited to, the company name, address, phone
number and the point of contact for equal employment opportunity matters. This information
shall be provided for the Offeror, as well as, each joint venture member and LLC member.
Additionally, each first tier subcontractor with a subcontract of $10 million or more is required
to provide the information described above.
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(k) Amendments to the RFP: In addition to acknowledging amendments on the SF 33, the Offeror
shall provide a statement acknowledging receipt of all amendments to the solicitation.

() Additional Information: If the address shown on the SF 33 is different from the remittance
address, it shall be provided along with any other information the Offeror needs to bring to the
attention of the Government.

L.26 PROPOSAL PREPARATION INSTRUCTIONS - VOLUME II, TECHNICAL PROPOSAL

(a) General

(1) The Offeror shall include the detailed information outlined below so its proposal can be
evaluated in accordance with Section M, Evaluation Factors for Award. The Offeror shall
structure Volume |1 to adhere to the headings listed below. The proposal shall provide
straight-forward, concise delineation, and sufficient detail to demonstrate the Contractor’s
approach to successfully perform the PWS. The proposal shall not merely offer to perform
work in accordance with the PWS.

(2) In order that the Technical Proposal may be evaluated strictly on the technical merit of the
material submitted, no cost/price information shall be included in the Technical Proposal,
except for the size descriptions of the work the Offeror, its teaming members, and/or major
subcontractors are proposed to perform that are to be provided in the Attachment L-3 Past
Performance and Relevant Experience Reference Information Forms.

(3) The Technical Proposal shall not exceed 45-20 pages, excluding the items listed in
L.3224(F).

(b) Specific Areas to be Addressed

Volume 11, Technical Proposal, shall consist of the following specific components:

Factor 1 - Relevant Past Performance

Factor 2 - Technical and Management Approach
Factor 3 - Relevant Experience

Factor 4 - Key Personnel

(1) Factor 1 — Relevant Past Performance (The past performance write-up section shall be
limited to the Attachment L-3, Past Performance and Relevant Experience Reference
Information Form, which is limited to three pages per contract or project; the Attachment
L-4, Past Performance Letter and Questionnaire; and the Attachment L-5, List of Contracts
Terminated for Convenience or Default, no page limit.)

(i) The Offeror, including any entity comprising the teaming arrangement thereof, as
defined by FAR 9.601(1), and major subcontractor(s) shall submit past performance
information for contracts or projects currently ongoing or completed within the last
three (3) years from the date of the solicitation that encompass work similar in size,
scope and complexity to the functions of the PWS each entity is proposed to perform.
Size is defined as contract dollar value and duration; Scope is defined as the type of
work (e.g., work as identified in the PWS); and Complexity is defined as performance
challenges and risks (e.g., providing expert advice, assistance, and cost-effective
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solutions to respond rapidly to critical IT management issues with results based on
current market and technical research, hands-on experience, and IT best practices;
performing under a firm-fixed-price environment; and interfaces with DOE and other
government Contractors).

The Offeror bears the burden of demonstrating the relevance and acceptability of its
past performance; therefore, the Offeror is required to provide sufficient data for the
Government to properly evaluate the past performance. It is the Offeror’s responsibility
to provide sufficient information to demonstrate the relevancy and similarity of the
references provided for past performance evaluation to the functions of the PWS that
each entity is proposed to perform.

Provided past performance information shall be submitted as described below:

e The Offeror, including each entity comprising the teaming arrangement thereof as
defined by FAR 9.601(1), shall submit an Attachment L-3, Past Performance and
Relevant Experience Reference Information Form for three (3) contracts or projects
| (total maximum) (e.g., if the Offeror is a Joint Venture comprised of two
companies, the Offeror may submit eabr-a maximum of three references total).

Each of the Offeror’s major subcontractor(s), proposed to perform work with a
value of $10 million or more over the contract period (including the option
periods), shall submit an Attachment L-3, Past Performance and Relevant

| Experience Reference Information Form for two (2) contracts or projects (total
maximum). NOTE: Information for any subcontractor that does not meet the
major subcontractor threshold will not be evaluated.

On Attachment L-3 under item 20, the Offeror, each entity comprising the teaming
arrangement, and major subcontractors shall provide the past performance information
for each referenced contract regarding any problems they encountered and the
corrective actions that they took to resolve those problems. The Attachment L-3, Past
Performance and Relevant Experience Reference Information Form, shall be limited to
a total of 3 pages per contract or project. The contracts/projects referenced for each
entity shall be the same contracts/projects provided for Factor 3 - Relevant Experience
below. The Offeror may amend the format for Attachment L-3, Past Performance and
Relevant Experience Reference Information Form, as long as the exact information,
font and size, and page limitations are followed.

{H(il) _ The Offeror, including any entity comprising the teaming arrangement thereof, as
defined by FAR 9.601(1), and major subcontractor(s) shall forward the Attachment
L-4, Past Performance Letter and Questionnaire, to the appropriate point of contact
for each contract or project cited on an Attachment L-3 for which they performed as
a subcontractor and for each contract or project cited on an Attachment L-3 for
which they performed as a prime contractor that was not performed for the DOE
Office of Environmental Management (EM) or for which no contractor
performance data is available in the Past Performance Information Retrieval System
(PPIRS) system. The point of contact for each contract or project shall complete
and forward the questionnaire directly to the Contract Specialist, identified in the
Sample Past Performance Letter (Attachment L-4 (Part - A)). The information
provided by the point of contact must be sufficient to enable cross-referencing of
the questionnaire to the corresponding Attachment L-3, Past Performance and

L-18



EM HQ IT Services Section L
| Draft-Final Request for Proposal
Solicitation No. DE-SOL-0007872

Relevant Experience Reference Information Form, for the contract or project. The
Offeror shall be responsible for following up with the point of contact to ensure that
the questionnaire has been completed and returned to the DOE Contract Specialist
on time. However, DOE receipt of the questionnaires is not subject to the Section L
Provision, “52.215-1, Instructions to Offerors — Competitive Acquisition” related to
late proposals. Forms not received by the proposal due date may not be considered
if consideration will unduly delay evaluations. The Offeror may contact the
Contract Specialist at the e-mail provided in this solicitation to confirm the receipt
of any questionnaires.

{(iii) The Offeror, including any entity comprising the teaming arrangement thereof, as
defined by FAR 9.601(1), and major subcontractor(s) shall provide Attachment L-5,
List of Contracts Terminated for Convenience or Default (partially or completely)
within the past 3 years from the date of the solicitation with an explanation for the
termination provided for the Offeror or other teaming participant and/or major
subcontractor for which Past Performance & Relevant Experience Reference
Information Forms are being provided. If the Contractor does not have any
contracts/projects to report, a blank form shall be submitted stating such.

{HH(iv) DOE may obtain Past Performance information through all available sources,
including Federal Government electronic databases (e.g., PPIRS), readily available
Government records (including pertinent prime contracts), and sources other than those
identified by the Offeror.

{)(v) As past performance information is source selection information, the Government
will only discuss past performance information directly with the prospective prime
Offeror, team member, or subcontractor that is being reviewed. If there is adverse past
performance associated with a proposed subcontractor’s or team member’s past
performance, the prime can be notified of the existence of the adverse past performance,
but no details will be discussed without the subcontractor’s or team member’s
permission.

(2) Factor 2 — Technical and Management Approach

The Offeror shall describe its understanding of and approach to performing all elements of
the PWS-with-a-particularfocus-on-the four-majorelements-Hsted-below, in accordance with
all applicable statues, regulations, and DOE Orders which pertain to the activities outlined
in the PWS, and considering the anticipated funding profile provided in provision L.27.

The Offeror shall provide a detailed Staffing Plan that addresses the ability to obtain, retain,
and maintain the depth and breadth of qualified staff necessary to accomplish the work in a
safe and efficient manner over the entire contract period. The Offeror shall particularly
address any ramp-up or ramp-down of employment and the associated impacts to
productivity during transition and throughout the contract period. The Offeror’s Staffing
Plan shall reflect the skill mix and labor hours necessary to perform each element of the
PWS by CLIN. The Offeror shall identify the number of FTE employees for each
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organizational element separated by (1) management and supervision, including the Key
Personnel (2) labor disciplines by skill mix, (3) CLIN, and (4) indicate whether employed
by the prime Offeror, teaming partner or subcontractor. The Offeror shall also identify the
ability to obtain clearances for the required tasks, by the effective date of the base period of
the contract.

The Offeror shall identify the three (3) most significant risks to successful contract
performance; rationale for the identified risks and their potential impacts; and its approach
to eliminate, avoid, or mitigate the three (3) most significant identified risks. If the Offeror
identifies more than three (3) risks, DOE will evaluate only the first three (3).

The Offeror shall describe any technical assumptions used to determine its technical
approach, including the resources to be used.

Factor 3 — Relevant Experience (The relevant experience write-up shall be limited to the
Attachment L-3, Past Performance and Relevant Experience Reference Information Form,
which is limited to three pages per contract or project.)

The Offeror, including any entity comprising the teaming arrangement thereof, as defined
by FAR 9.601(1) shall provide a completed Attachment L-3 Past Performance and Relevant
Experience Reference Information Form for twe-three (32) contracts/projects (total
maximum) similar in size, scope and complexity to the functions of the PWS that each
entity is proposed to perform_(e.q., if the Offeror is a Joint Venture comprised of two
companies, the Offeror may submit only a_maximum of three references total). In addition,
each of the Offeror’s major subcontractor(s), proposed to perform work with a value of $10
million or more over the contract period (including the option periods), shall submit an
Attachment L-3, Past Performance and Relevant Experience Reference Information Form
for eretwo (2%) contracts or projects (total maximum).

These contracts/projects shall have been completed within the last three (3) years from the
date of the solicitation or be currently ongoing. Relevant experience information shall
describe the entity’s relevant experience on that contract or project performing work similar
in size, scope and complexity to the functions of the PWS that the entity is being proposed
to perform as identified within the Attachment L-3 form. Size, scope and complexity are
defined as follows: Size is defined as contract dollar value and duration; Scope is defined as
the type of work (e.g. work as identified in the PWS); and Complexity is defined as
performance challenges and risks (e.g., providing expert advice, assistance, and cost-
effective solutions to respond rapidly to critical IT management issues with results based on
current market and technical research, hands-on experience, and IT best practices;
performing under a firm-fixed-price environment; and interfaces with DOE and other
government Contractors).

The nature and scope of the work performed and any factors demonstrating relevancy to
successfully completing the requirements of the PWS including any improvements
implemented in the performance of the work shall be described. All information provided
shall describe, in sufficient detail, the portion of the PWS that will be performed by the
Offeror, the entity comprising the teaming arrangement, or major subcontractor(s) and what
portion of work the Offeror or other entity performed on the referenced contract or project
provided for relevant experience.
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Information pertaining to Factor 3 — Relevant Experience shall only be provided within
Attachment L-3. The Past Performance and Relevant Experience Reference Information
Form shall be limited to a total of 3 pages per contract or project. DOE does not want and
will not evaluate a summary section highlighting relevant experience that is submitted in
addition to Attachment L-3. The contracts/projects referenced for each entity shall be the
same contracts/projects for which Past Performance information is provided for Factor 1 -
Relevant Past Performance above. However, only one Attachment L-3 form shall be
provided for each reference contract or project to address both Factor 1 — Relevant Past
Performance and Factor 3 — Relevant Experience.

Factor 4 — Key Personnel (The key personnel section is limited to resumes and Letters of
Commitment. The Key Personnel Resumes are limited to three (3) pages each, exclusive of
letters of commitment.)

The Key Personnel positions shall include:

e Senior Program Manager
e Senior Technical Project Manager
e Senior Cyber Security Analyst

The Senior Program Manager will be considered more important than the Senior

Technical Project Manager and the Senior Cyber Security Analyst. The Offeror shall
propose the individuals who will serve in those Key Personnel positions. No Key Personnel
positions should be proposed in addition to the three listed above.

Upon award, the names of Key Personnel will become part of the Section H Clause entitled,
Key Personnel.

The Offeror shall provide written resumes using the format in Attachment L-1, Key
Personnel Resume Format, for each proposed Key Person in order to describe each Key
Person’s suitability for the proposed position. The resume should include the key
personnel’s qualifications, education, leadership, and experience on work similar to their
proposed positions. Each resume shall include only three (3) references, and shall be
limited to three (3) pages. Additional pages will not be evaluated. Offerors are advised that
the Government may contact any or all references to verify the accuracy of resume
information. Do not provide resumes of non-key personnel. Only one resume shall be
submitted per key position.

The Offeror shall provide a signed Letter of Commitment for all proposed key personnel. A
signed Letter of Commitment shall be attached to each resume and will be excluded from
the page limitation for the resumes. Letters of Commitment shall be provided in the format
in Attachment L-2, Letter of Commitment. A commitment of two years is required for all
proposed Key Personnel.

Failure to propose the three required Key Personnel positions will result in the Offeror’s
proposal being eliminated from further consideration for award. Additionally, failure to
submit letters of commitment for each Key Personnel and to use the resume format
identified in Attachment L-1 may result in the Offeror receiving a lower rating for this
factor or the Offeror’s proposal being eliminated from further consideration for award.
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L.27 PROPOSAL PREPARATION INSTRUCTIONS

(a) General Information:

Section L

- VOLUME III, PRICE PROPOSAL

The Offeror shall submit a completed Price Schedule for Section B.03 entitled “Contract
Pricing” and provide supporting information under this Volume I1l, Price Proposal, in

accordance with the instructions in this section.

All price information shall be included in VVolume 111 of the proposal. None of the pricing
information contained in VVolume 111 should be included in any other proposal volumes, except
the complete Section B.3 clause shall also be submitted in Volume | in accordance with

provision L.25.

All pages in the Volume 111 Price Proposal shall be numbered and identified in a volume table
of contents. The price proposal shall be sufficiently complete so that cross-referencing to other
proposal volumes is not necessary. There is no page limitation on the price proposal.

For proposal preparation purposes, Offerors shall assume:

(1) Contract transition period, not to exceed 45 calendar days, will start June 1, 2016,
and extend through July 15, 2016; and

(2) Assumption of full responsibility for performance of the Contract requirements
Base Period will start July 16, 2016, and extend through July 15, 2018.
(3) Assumption of full responsibility for performance of the Contract requirements for

Option Period 1, if exercised, will start on July 16, 2018 to July 15, 2019.

(4) Assumption of full responsibility for performance of the Contract requirements for

Option Period 2, if exercised, will start on July 16, 2019 to July 15, 2020.

(5) Assumption of full responsibility for performance of the Contract requirements for

Option period 3, if exercised, will start on July 16, 2020 to July 15, 2021.

For CLINs 8663400005, 6662600009, 66638-00013 and 80656-00017 “Other Direct Costs

(ODCs),” this solicitation is providing the estimated dollar amounts related to ODCs during the
course of the contract. The Offeror shall include the provided dollar amounts below when
completing the Pricing Schedule in Section B.03, Contract Pricing, as these CLINSs represent the
estimated ODCs required for performance of the contract. In accordance with the Offeror’s
accounting practices, the Offeror may propose an indirect rate to be applied to the ODCs. If the
Offeror proposes an indirect rate to be applied, the proposed indirect rate will be incorporated as
part of Section B and will become a celllng rate over the life of the contract, mcludlng the

| Option periods. ,

modificationis-made-to-the contract toreflect the revisedrate:

CLIN CLIN 00026 CLIN 0001338 CLIN 0001750
0061400005 00009 (Option (Option Period 2) | (Option Period 3)
Cost Element Base Period Period 1)
%rlgeég Irect Costs | ¢4 200,000 $2,100,000 $2,100,000 $2,100,000
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For the IDIQ Fixed Price Task Orders EM-Cloud-ServicesCLINs (CLINs 00004, 00006-01,
00006-02, 00008, 00010-01, 000010-02, 000012, 000014-01, 000014-02,and 00016, 000018-01
and00018-02 ), the Offeror shall propose fully burdened labor rates for the following labor
categories in Section J, Attachment J-7:

Limitations on Subcontracting (FAR 52.219-14). In order to determine the Offeror’s
compliance with the Limitations on Subcontracting clause (FAR 52.219-14), the Offeror shall
identify the work scope being performed -between each entity (prime vs subcontractor(s)).
Offerors shall complete Attachment L-79, Limitations on Subcontracting Verification that will
be used to determine compliance with the Limitations of Subcontracting clause. Per FAR
52.219-14, “At least 50% of the cost of contract performance incurred for personnel shall be
expended for employees of the concern.” Each proposal submitted in response to this
solicitation will be reviewed for compliance with this requirement. For purposes of determining
compliance with this clause, the “cost of the contract” and the “cost of contract performance
incurred for personnel” are defined in 13 CFR 125.6(¢e)(1) and (2). Any proposal that does not
meet this requirement may be considered unacceptable and may not be considered for
award.

The Offeror shall complete Attachment L-10, Subcontract Cost by CLIN. In order to compute
the dollar amounts by CLIN for each entity (Prime Contractor, Each Major Subcontractor and
All Other Subcontractors) performing work, the Offeror shall compute each entity’s total
proposed costs (labor, indirects and any other than labor costs) by CLIN.

Offeror’s Proposed Accounting System Information:

(1) A prerequisite for the award of the contract, the Offeror must have an accounting
system capable of accurately collecting, segregating, and recording costs (for CR
CLINS) (ref: FAR 16.301-3(a)(3)), as well as, capable of excluding unallowable costs
and meeting all requirements set forth in FAR 52.216-7, Allowable Cost and Payment.

(2) The Offeror shall provide a copy of the Government approval/determination its’
proposed accounting system is adequate for the identification, accumulation and
recording of costs under Government cost reimbursable type contracts/subcontracts if
the approval/determination was issued within the last three years. If the accounting
system was deemed inadequate, the Offeror shall provide the corrective actions that
have been or will be taken to correct the cited issues, including the implementation time
for each action. If no approval/determination has been issued within the last three years,
SO state.

(3) The Offeror shall provide a copy of the most recent audit report on the proposed
accounting system if the audit was performed within the last 5 years. If no accounting
system audit has been performed within the last five years, so state.

(4) The Offeror shall fully describe and explain any material changes made to the proposed
accounting system since it was approved and/or audited.

(5) If the proposed accounting system has not been formally approved by the Government
within the last three years and/or audited within the last five years, or an audit
determined the accounting system to be inadequate, the Offeror shall state this and
provide a completed Attachment L-8, Offeror’s Accounting System Information.
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(b)

(6) The information required above shall be submitted for the offeror, any major
subcontractor, and, if a joint venture or newly formed entity, each member that will be
performing work under the solicitation on a cost reimbursable basis.

The Offeror shall provide documentation to demonstrate adequate financial capability to
complete this Contract. FAR 9.104-1(a), General Standards, requires that a prospective Offeror
have adequate financial resources to perform the Contract or the ability to obtain them in order
to be determined responsible. Information provided by the Offeror shall include, but shall not be
limited to, the Offeror’s financial statements (audited, if available) and notes to the financial
statements for the last three fiscal years, as well as, any available lines of credit. This
information shall be provided for all participants if the Offeror is a joint venture or other
teaming arrangement. Additionally, Offerors shall provide a written narrative explaining how it
will meet or exceed the FAR Part 9,104-1(a) requirement. —Using the above information, the
Government will make a FAR Part 9 responsibility determination of the prospective awardee.

Pricing Assumptions:

DOE is providing the following pricing assumptions which shall be used when preparing the
price proposal.

(1) For proposal preparation purposes, Offerors shall assume a funding profile as follows
per Government Fiscal Year (FY) for the base and option periods:

. . Option
. Option Option ;
Base Period Period 1 Period 2 Period 3
Title (July 16, 2016 (July 16, 2018 | (July 16, 2019 (July 16, Total
through July 2020
15, 2018) through July | through July through July
15, 2019) 15, 2020) 15, 2021)
Estimated
Funding $204M $102M $102M $102M $650M

The provided funding profile represents the Government’s estimate as of the date of the
solicitation of future available funding. This funding is not a guarantee of available
funds. Actual funding may be greater or less than these estimates. Therefore, the
Offeror may propose to perform the PWS activities at a price greater or less than the
Government’s anticipated funding profile. The provided funding profile is not DOE’s
independent government cost estimate of the work to be performed.

(2) DOE is providing historical site data, including staffing levels, in Section L,
Attachment L-9 Historical Site Information. This information shall not be construed as
DOE provided pricing (i.e. plug numbers). In addition, the historical site data provided
in Attachment L-9 are intended solely to provide a general overview of site experience
at a cost and/or resource driven level. The Offeror is fully responsible for
independently developing a price proposal and ensuring the successful performance of

the PWS activities in accordance with their proposed technical approach.
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LIST OF SECTION L ATTACHMENTS

L-1
L-2
L-3
L-4
L-5
L-6
L-7
L-8
L-9
L-10

Key Personnel Resume Format

Letter of Commitment

Past Performance & Relevant Experience Reference Information Form
Past Performance Letter and Questionnaire

List of Contracts Terminated for Convenience or Default

Performance Guarantee Agreement

Limitations on Subcontracting (FAR 52.219-14) Verification, CLINs 1-50
Offeror’s Accounting System Information

Historical Site Information

Subcontract Costs By CLIN
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ATTACHMENT L-1: KEY PERSONNEL RESUME FORMAT
(The resumes for the Key Personnel shall not exceed three (3) pages.)
Name of Key Person:
Country of Citizenship: (Include any dual citizenship, if applicable):
Name of Offeror:
Name of Company with whom Key Person will be Employed:
Proposed Position with Offeror:

Availability Date and Period of Commitment: (Insert [month/date/year] for availability date; period of
commitment shall be reflected from availability date forward):

Education: (Provide degree(s) earned, discipline(s), year(s) degree(s) attained, and institution(s); if
degree is incomplete, identify the number of hours earned towards degree):

Experience Summary: (A succinct summary of overall experience and capabilities including
duration of performance and dollar level of projects):

Duties and Responsibilities in Proposed Position:
Description(s) of Experience Relevant to Proposed Contract Assignment:

Technical Qualifications: (Include special skills, security clearance level, and relevant technical
training):

Three Knowledgeable Client/Customer Business References: (Include from/to dates and name, title,
company/organization, address, phone humber and e-mail address (current and at least two (2) previous
employers or positions)):

Letter of Commitment: (A signed letter of commitment should be attached to each resume - use the
letter of commitment format specified in Attachment L-2. Page limits for resumes do not include
letters of commitment):
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ATTACHMENT L-2: LETTER OF COMMITMENT

The Offeror shall submit a signed Letter of Commitment from each proposed Key Personnel, which
states that the information contained in the resume submitted as part of the proposal is true and
correct, and that the individual will accept the proposed position. Letters of Commitment shall also
include a statement that the Key Personnel will work in the proposed position for a period of not less
than two years. The Letter of Commitment shall state:

“I hereby certify that the resume submitted as part of the proposal is true and correct, and
(insert name of individual proposed) will accept the proposed position if

(insert name of Offeror) receives the award and will perform in the proposed

position for a period of not less than two years from the notice to proceed.”

Name (Print):

Signature: Date:
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Section L

ATTACHMENT L-3: PAST PERFORMANCE & RELEVANT EXPERIENCE
REFERENCE INFORMATION FORM

(Completed Form limited to 3 pages per reference contract/project)

1. Name of Offeror Submitting Proposal:
2. Name of Company for which L-3 Form is being
submitted:
3. Reference Contract/Project Number:
4. Name of Entity Reference Contract/Project Was
Awarded To:
5. Name of Reference Contact Client (e.g. Government
Agency or Private Entity):
6. Indicate if the Company (identified in #2) was a Prime
Contractor, Teaming Partner, or Subcontractor for the
Reference Contract/Project
7. Reference Contract/Project Client Point of Contact: Name:
Title:
Telephone:
Address:
Reference Contract/Project Number:
8. Reference Contract/Project Period of Performance:
9. Reference Contract/Project Start Date:
10. | Reference Contract/Project Completion/Termination
Date:
11. | Reference Contract Type of Contract/Project:
12. | Reference Contract/Project Total Value:
13. | Reference Contract/Project VValue Performed as of the
Final RFP Release Date :
14. | Potion (%) of work, including dollar amount and
duration, Company (identified in #2) performed on
Reference Contract/Project:
15. | Portion (%) of work (in terms of total dollar value),
including the duration, Company (identified in #2) is
proposed to perform on new EM HQ IT Services
Contract:
16. | Scope Company (identified in #2) performed on

reference contract/project (Describe the size and scope
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Section L

of the work the entity performed: clearly identify the
part(s) the entity performed of the referenced contract.
Describe factors that demonstrate relevancy to
successfully completing the requirements of the PWS the
entity is proposed to perform including any
improvements implemented in the performance of the
work):

17. | Scope Company (identified in #2) is proposed to perform
on new EM HQ IT Services Contract: List the
applicable PWS elements.

18. | Complexity of work entity performed on referenced
contract/project:

19. | Complexity entity is proposed to perform on new EM
HQ IT Services Contract:

20. | Provide information on problems or challenges

encountered on the referenced contract/project
(identified in #3) and corrective actions taken to resolve
those problems:
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ATTACHMENT L-4: PAST PERFORMANCE LETTER AND QUESTIONNAIRE

For each referenced contract for which the work was not performed for DOE's Office of
Environmental Management (EM) or for which no contractor performance data is available in
PPIRS, the Offeror shall provide the Attachment L-4 Past Performance Cover Letter and
Questionnaire to the client identified on the Attachment L-3.)

Sample Past Performance Letter

Date
Dear

We are currently responding to the Department of Energy (DOE) Request for Proposals No. DE-SOL-
0007872 for Environmental Management Headquarters Information Technology Services, and we are
asking for your assistance in completing the attached questionnaire and forwarding to the DOE to aid in
its evaluation of our past performance.

The solicitation places significant emphasis on past performance as a source selection factor. In addition
to requesting the attached Questionnaire be completed, the Government is requiring that clients of entities
responding to the solicitation be identified and their participation in the evaluation process be requested.
In the event you are contacted for information by the Government on work we have performed, you are
hereby authorized to respond to those inquiries.

Please return the completed questionnaire no later than the due date of proposals: [TBD]

YOU ARE HIGHLY ENCOURAGED TO SCAN AND EMAIL THE QUESTIONNAIRE TO THE
EMAIL ADDRESS PROVIDED BELOW:

Email Address: Jodi.gordon@emcbc.doe.qgov

If you are unable to scan and email a copy, it can be mailed to the following address:

United States Department of Energy

Environmental Management Consolidated Business Center
Office of Contracting, Attn: Jodi Gordon

250 E 5" Street, Suite 500

Cincinnati, OH 45202

If mailing, please mark the envelope:
“PROCUREMENT SENSITIVE SOURCE SELECTION INFORMATION - SEE FAR 3.104”
“TO BE OPENED ONLY BY THE CONTRACTING OFFICER”

Respondents are strongly encouraged to provide an explanatory narrative under Additional Comments
in the attached form. If more space is needed, please attach additional pages.
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Section L

PAST PERFORMANCE QUESTIONNAIRE:

A. REFERENCED CONTRACT AND CLIENT INFORMATION

Name of Company Being Evaluated:

Evaluator’s Name:

Evaluator’s Address:

Evaluator’s Phone:

Evaluator’s Organization:

Evaluator’s role in the management of the contract:

Contract Name or Title, Contract Number and Type of Contract:

B. RATING SCALE AND DEFINITIONS:

Rating Definition Note

Exceptional Performance meets contractual To justify an Exceptional rating, identify
requirements and exceeds many to the | multiple significant events and state how
Client’s benefit. The contractual they were of benefit to the Client. A
performance of the element or sub- singular benefit, however, could be of such
element being evaluated was magnitude that it alone constitutes an
accomplished with few minor problems | Exceptional rating. Also, there should have
for which corrective actions taken by been NO significant weaknesses identified.
the contractor were highly effective.

Very Good Performance meets contractual To justify a Very Good rating, identify a
requirements and exceeds some to the | significant event and state how it was a
Client’s benefit. The contractual benefit to the Client. There should have
performance of the element or sub- been no significant weaknesses identified.
element being evaluated was
accomplished with some minor
problems for which corrective actions
taken by the contractor were effective.

Satisfactory Performance meets contractual To justify a Satisfactory rating, there should

requirements. The contractual
performance of the element or sub-
element contains some minor problems
for which corrective actions taken by
the contractor appear or were
satisfactory.

have been only minor problems, or major
problems the contractor recovered from
without impact to the contract/order. There
should have been NO significant
weaknesses identified.

Note: The contractor should not be
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evaluated with a rating lower than
Satisfactory solely for not performing
beyond the requirements of the
contract/order.

Marginal

Performance does not meet some
contractual requirements. The
contractual performance of the element
or sub-element being evaluated reflects
a serious problem for which the
contractor has not yet identified
corrective actions. The contractor’s
proposed actions appear only
marginally effective or were not fully
implemented.

To justify Marginal performance, identify a
significant event in each category that the
contractor had trouble overcoming and state
how it impacted the Client. A Marginal
rating should be supported by referencing
the management tool that notified the
contractor of the contractual deficiency
(e.g., management, quality, safety, or
environmental deficiency report or letter).

Unsatisfactory

Performance does not meet most
contractual requirements and recovery
is not likely in a timely manner. The
contractual performance of the element
or sub-element contains a serious
problem(s) for which the contractor’s
corrective actions appear or were
ineffective.

To justify an Unsatisfactory rating, identify
multiple significant events in each category
that the contractor had trouble overcoming
and state how it impacted the Government.
A singular problem, however, could be of
such serious magnitude that it alone
constitutes an unsatisfactory rating. An
Unsatisfactory rating should be supported
by referencing the management tools used
to notify the contractor of the contractual
deficiencies (e.g., management, quality,
safety, or environmental deficiency reports,
or letters).

C. ASSESSMENT AREAS:

1. Quality of Product or Service

Example: How well did the Contractor provide services that met the terms of the contract? How technically

accurate were the contractor deliverables? What was the quality level of the contractor deliverables? How well did

the Contractor perform the contract services in a safe manner?

O
Exceptional

O O O
Very Good Satisfactory

Supporting Narrative:

2. Schedule Compliance

Marginal

O O O
Unsatisfactory Not Do Not
Applicable Know

Example: How well did the Contractor provide timely services in accordance with contract schedules? How
well did the Contractor take measures to minimize delays that were within their control?
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©) @) ©) ©) ©) ©) ©)
Exceptional Very Good Satisfactory Marginal Unsatisfactory Not Do Not
Applicable Know

Supporting Narrative:

3. Cost Control

Example: How well did the Contractor control its costs?

@) @) @) @) @) @) @)
Exceptional Very Good Satisfactory Marginal Unsatisfactory Not Do Not
Applicable Know

Supporting Narrative:

4. Business Relations

Example: How well did the Contractor interface with you to address requests, complaints, and inquiries?

O O O O O O O
Exceptional Very Good Satisfactory Marginal Unsatisfactory Not Do Not
Applicable Know

Supporting Narrative:

5. Management of Key Personnel/Staffing

Example: How well did the Contractor allocate the appropriate personnel resources to meet customer needs?
How well did the Contractor provide staff on short notice for quick turnaround of personnel?

O O O O O O O
Exceptional Very Good Satisfactory Marginal Unsatisfactory Not Do Not
Applicable Know

Supporting Narrative:

6. If given the choice, would you select this contractor again to perform your required services?

O O
Would Would not

For any rating(s) less than satisfactory, please attach an explanatory narrative. We greatly appreciate your
time and assistance in completing this questionnaire.

Additional Comments:
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ATTACHMENT L-5: LIST OF CONTRACTS TERMINATED FOR CONVENIENCE

OR DEFAULT
. Client Point POC Contact . Termination . Dollar
Client Contract Info (address, Period of Description of
Name # of Contact hone, e- Performance Type and Work Scope Value of
(POC) P mail’) Reason P Contract
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ATTACHMENT L-6: PERFORMANCE GUARANTEE AGREEMENT

***Only to be completed if Offeror is a joint venture, limited liability company, other similar entity or a
newly formed entity.

For value received, and in consideration of, and in order to induce the United States (the Government) to
enter into Contract DE-___ [TBD] for the provision of services to support the U.S.
Department of Energy (DOE) Environmental Management (EM) program mission for a wide range of IT
services required by EM HQ and the EM Consolidated Business Center in Cincinnati, OH, in support of

the EM field sites (the “Contract) dated , by and between the Government and
(Contractor/Prime Offeror), the undersigned, (Guarantor), a
corporation incorporated in the State of with its principal place of business at

hereby unconditionally guarantees to the Government (a) the full and
prompt payment and performance of all obligations, accrued and executory, which Contractor presently
or hereafter may have to the Government under the Contract, and (b) the full and prompt payment and
performance by Contractor of all other obligations and liabilities of Contractor to the Government, fixed
or contingent, due or to become due, direct or indirect, now existing or hereafter and howsoever arising or
incurred under the Contract, and Guarantor further agrees to indemnify the Government against any
losses the Government may sustain and expenses it may incur as a result of the enforcement or attempted
enforcement by the Government of any of its rights and remedies under the Contract, in the event of a
default by Contractor there under, and/or as a result of the enforcement or attempted enforcement by the
Government of any of its rights against Guarantor hereunder.

Guarantor has read and consents to the signing of the Contract. Guarantor further agrees that Contractor
shall have the full right, without any notice to or consent from Guarantor, to make any and all
modifications or amendments to the Contract without affecting, impairing, or discharging, in whole or in
part, the liability of Guarantor hereunder.

Guarantor hereby expressly waives all defenses which might constitute a legal or equitable discharge of a
surety or guarantor, and agrees that this Performance Guarantee Agreement shall be valid and
unconditionally binding upon Guarantor regardless of (i) the reorganization, merger, or consolidation of
Contractor into or with another entity, corporate or otherwise, or the liquidation or dissolution of
Contractor, or the sale or other disposition of all or substantially all of the capital stock, business or assets
of Contractor to any other person or party, or (ii) the institution of any bankruptcy, reorganization,
insolvency, debt agreement, or receivership proceedings by or against Contractor, or adjudication of
Contractor as a bankrupt, or (iii) the assertion by the Government against Contractor of any of the
Government's rights and remedies provided for under the Contract, including any modifications or
amendments thereto, or under any other document(s) or instrument(s) executed by Contractor, or existing
in the Government's favor in law, equity, or bankruptcy.

Guarantor further agrees that its liability under this Performance Guarantee Agreement shall be
continuing, absolute, primary, and direct, and that the Government shall not be required to pursue any
right or remedy it may have against Contractor or other Guarantors under the Contract, or any
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modifications or amendments thereto, or any other document(s) or instrument(s) executed by Contractor,
or otherwise. Guarantor affirms that the Government shall not be required to first commence any action
or obtain any judgment against Contractor before enforcing this Performance Guarantee Agreement
against Guarantor, and that Guarantor will, upon demand, pay the Government any amount, the payment
of which is guaranteed hereunder and the payment of which by Contractor is in default under the Contract
or under any other document(s) or instrument(s) executed by Contractor as aforesaid, and that Guarantor
will, upon demand, perform all other obligations of Contractor, the performance of which by Contractor is
guaranteed hereunder.

Guarantor agrees to assure that it shall cause this Performance Guarantee Agreement to be
unconditionally binding upon any successor(s) to its interests regardless of (i) the reorganization, merger,
or consolidation of Guarantor into or with another entity, corporate or otherwise, or the liquidation or
dissolution of Guarantor, or the sale or other disposition of all or substantially all of the capital stock,
business, or assets of Guarantor to any other person or party, or (ii) the institution of any bankruptcy,
reorganization, insolvency, debt agreement, or receivership proceedings by or against Guarantor, or
adjudication of Guarantor as a bankrupt.

Guarantor further warrants and represents to the Government that the execution and delivery of this
Performance Guarantee Agreement is not in contravention of Guarantor's Articles of Organization,
Charter, by-laws, and applicable law; that the execution and delivery of this Performance Guarantee
Agreement, and the performance thereof, has been duly authorized by the Guarantor's Board of Directors,
Trustees, or any other management board which is required to participate in such decisions; and that the
execution, delivery, and performance of this Performance Guarantee Agreement will not result in a breach
of, or constitute a default under, any loan agreement, indenture, or contract to which Guarantor is a party
or by or under which it is bound.

No express or implied provision, warranty, representation or term of this Performance Guarantee
Agreement is intended, or is to be construed, to confer upon any third person(s) any rights or remedies
whatsoever, except as expressly provided in this Performance Guarantee Agreement.

In witness thereof, Guarantor has caused this Performance Guarantee Agreement to be executed by its
duly authorized officer, and its corporate seal to be affixed hereto on (date)

NAME OF CORPORATION:

NAME AND POSITION OF OFFICIAL EXECUTING PERFORMANCE GUARANTEE
AGREEMENT ON BEHALF OF GUARANTOR:

ATTESTATION INCLUDING APPLICATION OF SEAL BY AN OFFICIAL OF GUARANTOR
AUTHORIZED TO AFFIX CORPORATE SEAL.:
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ATTACHMENT L-7: LIMITATIONS ON SUBCONTRACTING (FAR 52.219-14)
| VERIFICATION, CLINS 1-1856

Cost of Contract Performance Calculations:
(a) Prime Offeror's total cost of contract performance (i.e., Sum of
| | Total Burdened Labor, excluding profit/fee, for CLINs 1-1850) $ -

(b) Subcontractors'/Consultants cost of contract performance (i.e., Sum
of Total Burdened Subcontract/Consultant Labor, excluding profit/fee,
for CLINs 1-50) $ -

(c) Total Cost of Contract Performance (a+b): | $ -

Percent Calculations:
(d) Prime Offeror's percent of the cost of contract performance (a/c): | %
(e) Subcontractors'/Consultants percent of the cost of contract
performance (b / c): %

TOTAL (d +e):

(1) Per FAR 52.219-14(c) & (c)(1), "By submission of an offer and execution of a contract,
the Offeror/Contractor agrees that in performance of the contract in the case of a contract for
- Services (except construction)...At least 50 percent of the cost of contract performance
incurred for personnel shall be expended for employees of the concern.” The "cost of
contract performance incurred for personnel” calculated above is in accordance with CFR
Title 13, Ch 1, Part 125.6(e)(2), which defines said cost as direct labor and indirect costs
whose base(s) include labor, including G&A (i.e., burdened labor costs excluding
profit/fee).

(2) Per the limitations on subcontracting clause referenced above, the Offeror's proposed
percent of the total cost of contract performance must be at least 50% to be considered for
award (i.e., line (d) must be greater than or equal to 50%). The proposal will not be
considered for award if the Offeror's proposed percent of the total cost of contract
performance is less than 50%.
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ATTACHMENT L-8: OFFEROR’S ACCOUNTING SYSTEM INFORMATION

1. Isthe proposed accounting system inaccordance with generally accepted accounting principles
applicable inthe circumstances? Explain.

2. Does the proposed accounting system provide for:

a.

b.

]

Proper segregation of direct costs from indirect costs? Explain.
Identification and accumulation of direct costs by contract? Explain.

A logical and consistent method for the allocation of indirect costs to intermediate and final
cost objectives? (A contract isafinal cost objective.) Explain.

Accumulation of costs under general ledger control? Explain.

A timekeeping system that identifies employees' labor by intermediate or final cost
objectives? Explain.

A labor distribution system that charges direct and indirect labor to the appropriate cost
objectives? Explain.

Interim (at least monthly) determination of costs charged to a contract through routine posting
of books of account? Explain

Exclusion from costs charged to Government contracts of amounts which are not
allowable in terms of FAR 31, Contract Cost Principles and Procedures, or other contract
provisions? Explain.

Identification of costs by contract line item and by units (as if each unit or line item were
a separate contract) if required by the proposed contract? Explain.

Segregation of preproduction costs from production costs? Explain.

3. Does the proposed Accounting System provide financial information:

a.

Required by contract clauses FAR 52.232-20, Limitation of Cost, and 52.232-22,
Limitation of Funds? Explain.

b. Required to support requests for progress payments? Explain.

4. s the proposed accounting system designed, and are the records maintained in such a manner,
that adequate, reliable data are developed for use in pricing follow-on acquisitions? Explain.

5. Is the accounting system currently in full operation? |f not, describe which portions are:
(1) in operation; (2) set up, but not yet in operation; (3) anticipated; or (4) nonexistent.
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ATTACHMENT L-9: HISTORICAL SITE INFORMATION

I. Historical Staffing Levels (Yearly)

Section L

Distorical
istorical : i
Approximate | Costs{Fully
Description FTEs Burdened) Notes
‘IIask EM HQ IT Services Task Hours ) ) B . B .
Base Base Option Option 9 Contract
Period1 | Period2 | YR1 YR 2 Months | 57 Months
Total Total Total Total of Total Hours
Hours Hours Hours Hours Option
YR3-9
Month
Total
Hours
12 12 12 12 9 57 Months
Months Months Months | Months | Months
44 IT Capital Planning 3,258.5 2,421.5 3,248.0 | 3,831.5 | 0.0 12,759.5
4.2 IT Strategic Planning and 2,081.0 3,830.0 4,068.0 |3,112.5 | 2,905.5 | 15,997.0
Architecture
4.3 IT Mission Systems Support 12,363.0 | 8,518.5 7,605.5 | 7,170.1 | 5,993.1 | 41,650.2
4& IT Security 9,325.3 13,620.0 | 20,356.5 | 20,384.2 | 17,306.5 | 80,992.5
4.5 Consolidated Business Center | 2,601.5 |2,0440 |1,642.0 |2,562.5 |2,219.0 | 11,069.0
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| Support

4& Records Management 2,310.0 5,125.5 6,192.0 7,211.5 5,031.5 25,870.5

4.7 EM Technical Database 295.5 2,483.3 426.5 0.5 0.0 3,205.8
Systems

4.8 Green IT 585.5 1,606.0 1,433.0 |2,029.5 |1,4935 | 71475

4.9 | cID Database 0.0 0.0 0.0 0.0 0.0 0.0

4.10 | EM Web Support 216.0 0.0 0.0 0.0 0.0 216.0

4.11 | EM Cloud Computing Pilot 0.0 2,230.0 | 255.5 0.0 0.0 2,485.5

4.12 IT Services and Infrastructure | 0.0 0.0 5,125.0 | 5,733.5 | 4,369.5 | 15,228.0

4.13 | EM Cloud Pilot Phase II 0.0 0.0 1,174.3 | 1,198.8 | 0.0 2,373.1

4.14 Program Strategic Initiatives 0.0 0.0 0.0 112.5 235.0 347.5

4.15 EM Correspondence Center 0.0 0.0 0.0 822.5 3,837.9 | 4,660.4
Support

4.16 | EM Cloud Maintenance & 0.0 0.0 0.0 11.1 21.1 32.2
Support Services

4.17 | EM Cloud Pilot Phase Il 0.0 0.0 0.0 354.4 1,346.3 | 1,700.7

) ) 33,036.3 | 41,878.8 | 51,526.3 | 54,535.1 | 44,758.9 | 225,735.4
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ATTACHMENT L-10: SUBCONTRACT COSTS BY CLIN

SEE SEPARATE ATTACHMENT FOR EXCEL SPREADSHEET

g

Hl

Limitation of
Subcontracting.xlsx
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M.1 INTRODUCTION/EVALUATION OF PROPOSALS

This acquisition will be conducted pursuant to the policies and procedures in FAR Part
15, and DEAR Part 915. DOE has established a Source Evaluation Board (SEB) to
evaluate the proposals submitted for this acquisition. Proposals will be evaluated by
the SEB members in accordance with the procedures contained in FAR Part 15, DEAR
Part 915, and the Evaluation Factors hereinafter described. The Source Selection
Official (SSO) will select an Offeror for contract award using the best value analysis
described in this section.

The instructions set forth in Section L, Instructions, Conditions, and Notices to
Offerors, are designed to provide guidance to the Offeror concerning the documentation
that must be provided in the Offeror’s proposal. The Offeror must furnish adequate and
specific information in its proposal response. Cursory proposal responses that merely
repeat or reformulate the Performance Work Statement are not acceptable. Further, a
proposal will be eliminated from further consideration before the evaluation if the
proposal is so grossly and obviously deficient as to be totally unacceptable on its face
value. For example, a proposal will be deemed unacceptable if it does not represent a
reasonable effort to address itself to the essential requirements of the Request for
Proposal (RFP), or if it clearly demonstrates the Offeror does not understand the
requirements of the RFP. A proposal will also be eliminated from further consideration
before the evaluation if the Offeror is not able to certify that they do not exceed the
small business size standard of $32.5M under NAICS code 518210, Data Processing,
Hosting, and Related Services, at the time proposals are due. In the event a proposal is
rejected, a notice will be sent to the Offeror stating the reason(s) that the proposal will
not be considered for further evaluation under this solicitation.

The Government intends to evaluate proposals and award one contract without
discussions or exchanges with Offerors (except clarifications as described in FAR
15.306(a)). If a competitive range is established pursuant to FAR 15.306(c), Offerors
are hereby advised that only the most highly rated proposals deemed to have a
reasonable chance for award of a contract may be included in the competitive range.
Offerors that are not included in the competitive range will be promptly notified.
Therefore, the Offeror’s proposal shall contain the Offeror’s best terms from a price
and technical standpoint. The Government reserves the right to conduct discussions if
the Contracting Officer (CO) later determines them to be necessary.

Prior to award, a determination will be made regarding whether any possible
Organizational Conflicts of Interest (OCI) exist with respect to the apparent successful
Offeror or whether there is little or no likelihood that such conflict exists. In making
this determination, the CO will consider the representation required by Section K of
this RFP. An award will be made if there is no OCI or if any potential OCI can be
appropriately avoided or mitigated.

Failure of Offerors to respond or follow the instructions regarding the organization and
content of any of the proposal volumes may result in the Offeror’s entire proposal,
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M.2

consisting of volumes | through 111, being eliminated from the initial evaluation; if such
an offer becomes eliminated from initial evaluation, revisions to any of the proposal
volumes will not be considered for evaluation.

Any exceptions or deviations to the terms and conditions of the RFP may make the
offer unacceptable for award without discussions. If an Offeror proposes exceptions to
the terms and conditions of the RFP, the Government may make an award without
discussions to another Offeror that did not take exception to the terms and conditions of
the RFP.

BASIS FOR AWARD

(a) The Government reserves the right to eliminate from consideration for award any or
all offers at any time prior to award of the Contract; to negotiate with offerors in the
competitive range; and to award the Contract to the Offeror submitting the proposal
determined to represent the best value — the proposal most advantageous to the
Government, price and other factors considered.

(b) The tradeoff process is selected as appropriate for this acquisition. The
Government considers it to be in its best interest to allow consideration of award to
other than the lowest priced Offeror or other than the highest technically rated
Offeror.

(c) In determining the best value to the Government, the Technical Evaluation Factors,
when combined, are significantly egualte more important than the evaluated price.
Evaluated price is the Offeror’s “Total Proposed Price” as defined in Section M.4
below. The closer or more similar in merit the Offerors’ technical proposals and
relevant past performance information are evaluated to be, the more likely the
evaluated price may be the determining factor in selection for award. However, the
Government may select for award the Offeror whose price is not necessarily the
lowest, but whose technical proposal is more advantageous to the Government and
warrants the additional cost.

Selection of the best value to the Government will be achieved through the following:

(1) The Government will assign adjectival ratings for each of the Technical Evaluation
Factors specified in Section M.4, Technical Evaluation Factors, in accordance with
Table M-1 and Table M-2. The assigned adjectival rating for Factor 1 will be based
on the favorability of each Offeror’s relevant past performance information. The
assigned adjectival ratings for Factors 2, 3 and 4 will be based on any evaluated
significant strengths, strengths, significant weaknesses, weaknesses and deficiencies
identified in each Offeror’s proposal for Factors 2, 3 and 4.

(2) The Government will not make an award at an evaluated total proposed price

premium it considers disproportionate to the benefits associated with the evaluated
superiority of one Offeror’s technical proposal and relevant past performance
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information over another.

(3) The Government will assess whether the strengths and weaknesses and relevant
past performance information between or among competing technical proposals
indicates a superiority from the standpoint of: (1) what the difference might mean in
terms of anticipated performance; and (2) what the evaluated price to the
Government would be to take advantage of the difference.

M.3 OVERALL RELATIVE IMPORTANCE OF EVALUATION FACTORS
The proposals will be adjectivally rated on the four technical evaluation factors

below. All evaluation factors other than price, when combined, are -approximately
eguat-significantly more important than the evaluated price.

(@) Technical Evaluation Factors:

Factor 1 - Relevant Past Performance

Factor 2 - Technical and Management Approach
Factor 3 - Relevant Experience

Factor 4 - Key Personnel

The factors (factors 1, 2, 3 and 4) are in descending order of importance. Factor 1 is
slightly more important than Factor 2 and Factor 3. Factor 2 and Factor 3 are equal in
importance. Factor 2 and Factor 3 are each slightly more important than Factor 4.

Areas within an evaluation factor are not sub-factors and will not be individually rated,
but will be considered in the overall evaluation for that particular evaluation factor.

The adjectival ratings to be assigned for each of the Technical Evaluation Factors are
shown in Tables M-1 and M-2 below:

Table M-1: Adjectival Ratings Factor 1

Substantial Confidence

High Level Confidence

Satisfactory Confidence

Limited Confidence

No Confidence

Unknown Confidence (Neutral)
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Table M-2: Adjectival Ratings Factors 2, 3 and 4

Outstanding

Good

Satisfactory

Marginal

Unsatisfactory

(b)

Price:
In determining best value to the Government, the Technical Evaluation Factors,

when combined, witl-be-considered-are-approximatelyegualto are significantly
more important te-than Evaluated Price.

M.4 TECHNICAL EVALUATION FACTORS

Factor 1, Relevant Past Performance

(@) For purposes of the past performance evaluation, DOE will evaluate the recent and
relevant past performance of the Offeror, each entity comprising the teaming arrangement
thereof, as defined in FAR 9.601(1), and major subcontractors for contracts or projects
which are currently on-going or completed within the last three (3) years from the date of
the solicitation, based on the similarity of the work in size, scope, and complexity to the
functions of the PWS that each entity is proposed to perform.

(b)

(©

Size, scope and complexity are defined as follows:

1. Size: Dollar value and contract duration

2. Scope: Type of work (e.g., work as identified in the PWS)

3. Complexity: Performance challenges and risks (e.g. providing expert advice,
assistance, and cost-effective solutions to respond rapidly to critical IT
management issues with results based on current market and technical
research, hands-on experience, and IT best practices; performing under a firm-
fixed-price environment; and interfaces with DOE and other government
Contractors).

The past performance will be evaluated on the basis of information furnished in the
Attachment L-3, Past Performance and Relevant Experience Reference Information
Form, and the information submitted by the Offeror’s references on Attachment L-
4, Past Performance Questionnaires (where applicable for non-DOE EM work or
where a PPIRS record is not available). In addition, DOE may evaluate any other
information obtained through the available Federal Government electronic
databases, readily available Government records, and sources other than those
identified by the Offeror.

During its evaluation, DOE may contact some or all of the references provided by
the Offeror on Attachment L-3 and Attachment L-4, and those not identified by the
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(d)

(€)

(f)

9)

Offeror, but listed in E-government databases, for information to be used in the past
performance evaluation.

DOE will evaluate information provided on problems encountered on the
referenced contracts and the written discussion of corrective actions taken by the
Offeror to resolve these problems. DOE will evaluate the information provided in
Attachment L-5, List of Contracts Terminated for Convenience or Default, and the
explanations provided for any terminations related to the Offeror, other teaming
participants, and major subcontractors.

The higher the degree of relevance of the work described to the functions of the
PWS an entity is proposed to perform, the greater the consideration that may be
given. Additionally, more recent relevant past performance information may also
be given greater consideration. It is the Offeror’s responsibility to provide
sufficient information to demonstrate the relevancy and similarity to the functions
that each entity is proposed to perform of the information provided for the Past
Performance evaluation in the Attachment L-3 forms. In evaluating relevancy,
DOE may consider work performed on fixed-price contracts to be more relevant
than work performed on other contract types.

DOE may obtain Past Performance information through all available sources,
including Federal Government electronic databases (e.g., PPIRS), readily available
Government records (including pertinent prime contracts), and sources other than
those identified by the Offeror.

In the case of an Offeror without a record of relevant past performance, or for
whom information on relevant past performance is not available, the Offeror will be
evaluated neither favorably nor unfavorably.

Factor 2 — Technical and Management Approach

(@)

DOE will evaluate the Offeror’s demonstrated understanding of and approach to

accomplishing all elements of the PWS-with-a-particularfocus-en-thefour-majer
elements-listed-below, in accordance with all applicable statues, regulations, and

DOE Orders which pertain to the activities outlined in the PWS, and considering
the anticipated funding profile.

DOE will evaluate the Offeror’s technical assumptions used to determine its
technical approaches to accomplishing all elements of the PWS, including the

resources used—with-aparticularfocus-onthe fourmajor-elementsHsted-above.
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(b) DOE will evaluate the demonstrated ability of the Offeror’s Staffing Plan to
obtain, retain, and maintain the breadth and depth of qualified staff necessary to
accomplish the work in a safe and efficient manner over the entire contract
period. DOE will evaluate any ramp-up or ramp-down of employment and the
associated impacts to productivity during transition and throughout the contract
period. DOE will evaluate the extent to which the Offeror’s Staffing Plan reflects
the skill mix and labor hours necessary to perform each element of the PWS by
CLIN. DOE will evaluate the Offeror’s rationale for the allocation of Full-time
Equivalents (FTEs) by organizational element, as separated by (1) management
and supervision, including the Key Personnel, (2) labor disciplines by skill mix,
(3) CLIN, and (4) prime Offeror, teaming partner or subcontractor.

(c) DOE will evaluate the Offeror’s three most significant identified risks to
successful contract performance of the PWS; the Offeror’s rationale for the
identified risks and their potential impacts; and the Offeror’s approach to
eliminating, avoiding, or mitigating the three most significant risks. If the Offeror
identifies more than three risks, DOE will evaluate only the first three risks
identified by the Offeror.

Factor 3 — Relevant Experience

DOE will evaluate the relevant experience of the Offeror, which includes the combined
experience of all entities that comprise the teaming arrangementeach-entity-comprising
the-teaming-arrangement-thereof, as defined in FAR 9.601(1), and each major
subcontractor in performing work similar in size, scope, and complexity to the
functions each entity is proposed to perform. DOE will evaluate the relevant experience
of the Offeror, which mcludes the comblned experlence of all entltles that comprise the
teaming arrangementin M

as defined by FAR 9.601(1), and the Offeror s major subcontractor(s) for the same
contracts or projects referenced for past performance information on Attachment L-3,
Past Performance and Relevant Experience Reference Information Form. DOE will
evaluate any improvements implemented in the performance of the work.

Factor 4 - Key Personnel

(@) DOE will evaluate the proposed Key Personnel relative to how they will contribute
to the Offeror’s effectiveness and capability to perform the PWS.

DOE will evaluate the suitability of the proposed Key Personnel based on their
demonstrated qualifications, education, leadership and experience performing work
similar to their proposed positions.

In evaluating the Key Personnel, the Senior Program Manager will be considered
more important than the Senior Technical Project Manager and the Senior Cyber
Security Analyst.
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M.5

Offerors are advised that DOE may contact any or all references to verify the
accuracy of resume information.

Failure to submit a Letter of Commitment from each of the three key
personnel and to provide resumes in the format specified in Attachment L-1
may result in a lower evaluation rating for this factor or the Offeror’s proposal
being eliminated from further consideration for award. Failure to propose a
Senior Program Manager, Senior Technical Project Manager, and a Senior
Cyber Security Analyst, will result in the Offeror’s proposal being eliminated
from further consideration for award.

Price Evaluation

The Offeror’s price proposal will not be point scored or adjectivally rated, but will be
evaluated to assess reasonableness and completeness. The Government will evaluate
price based on the total proposed price, including the base period and the option
periods, included in Section B.3 Contract Pricing. The total evaluated price will equal
the sum of the prices proposed for the base and option periods for the Firm-Fixed-Price
CLINSs, estimated ceiling price for all IDIQ CLINSthe Fixed-UnitRate CLINs, anrd-and
the DOE Previded-provided Cests-costs for the cost reimbursement CLINs-(ferthe-base
- ahdtheproposedetotaltiedpriceforthe baseand
optionperiods for the Surge stimated ceiling for the IDIQ-CLINs:

DOE will evaluate the Offeror’s demonstration of compliance with the Limitations on
Subcontracting, as well as, the Offeror’s documentation provided to ensure an adequate
accounting system and adequate financial capability to complete the contract. Any
proposal that does not meet the requirement in FAR 52.219-14 that at least 50% of the
cost of contract performance incurred for personnel be expended for employees of the
Offeror may be considered unacceptable and may not be considered for award

Proposal information contained in VVolume I11-Price Proposal may be considered as part
of the evaluation of VVolume II-Technical Proposal_in order for the DOE to verify major
subcontractors, as it relates to evaluation Factors 1-Relevant Past Performance and
Factor 3 Relevant Experience.

The government may use any or all of the price analysis techniques and procedures
described in FAR 15.404-1(b) to determine price reasonableness. An unreasonable or
incomplete Price Proposal may not be eligible for award.

FAR 52.217-5 EVALUATION OF OPTIONS (JUL 1990)

Except when it is determined in accordance with FAR 17.206(b) not to be in the
Government's best interests, the Government will evaluate offers for award purposes by
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adding the total price for the option(s) to the total price for the basic requirement.
Evaluation of the option(s) will not obligate the Government to exercise the option(s).
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